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NpaBoBasa oroBopka kopnopauumn Schneider Electric

Kopnopauwus Schneider Electric He rapaHTUpyeT HagexXHOCTb, 6e30LNMBOYHOCTL 1 MOMHOTY NPeacTaBneHHON B
HaCTOALLEM PYKOBOACTBE MHpopMaummn. [laHHOe nsgaHme He sSiBMsieTca 3aMeHom nogpobHoMY onepaTyBHOMY
nnaxy, pa3paboTaHHOMY C Y4ETOM KOHKPETHbIX YCIIOBUI MOHTaxa. Takum obpasom, kopnopaumsa Schneider Electric
He HeceT HUKaKoW OTBETCTBEHHOCTY 3a yLLepO, HapyLLEeHWs 3aKOHOB, HEMPaBUIIbHO BbINOMHEHHbIN MOHTaX, cOom
cucTeMbl 1 Apyrne npobnemsl, KOTOPbIE MOrYT BO3HUKHYTb B CBA3M C UCMOMb30BaHNEM HACTOSALLENO U3aaHUs.

NHdbopmaumsi, cogepkallascs B HacTosILLEM U3AaHnW, NPeAoCTaBnsSeETCs B BUAE «KaK €CTb» UCKIIOUUTENBHO
Onsi pacyeTa U NPOEKTMPOBaHUS BbIYMCITUTENBHOMO LeHTpa. MHopmaums ana aaHHoro naganms beina
nobpocoBecTHO cobpaHa kopnopaumen Schneider Electric. OgHako He gaeTcsi HUKaKoWn rapaHTUm, BbIPAXKEHHON
Uy nogpasymeBaeMon, B OTHOLLIEHMW NOMHOTbI M TOMHOCTM NPEACTaBNEHHON B M3gaHUM MHAOpMaLuK.

KOPMOPALIUA SCHNEIDER ELECTRIC UINU NIOBASA FrOJIOBHAA UMW AOYEPHAA KOMIMAHUA N
OUINNAT KOPMOPALIMMN SCHNEIDER ELECTRIC UMM COOTBETCTBYIOLLME CITYXALLMUE,
PYKOBOOUTENW, COTPYOAHWUKN HE HECYT OTBETCTBEHHOCTMW 3A NIOBbIE NPAMbIE, KOCBEHHbIE,
NMOBOYHbIE, LUTPA®HbLIE, OCOBbIE N CITYYAUHBIE YEbITKU (BKITKOYAS, B TOM YUCHIE, YBbITKU
Mn3-3A YTPATbI NPEANPUATUA, PACTOPXXEHUA OTOBOPA, MOTEPU BbIPYYKW, OAHHbIX,
NH®OPMALIUX UMK NPEPbIBAHUA OEATENbHOCTHY), BOSHUKLUUE B PE3YIBLTATE UITU B CBA3U C
MCMNOJNIb3OBAHUEM HACTOALLENO U3OAHUA UITUM HECMTOCOBHOCTU EIFO UCMNONb30BATb, OAXE
ECINN KOPMNMOPALIUA SCHNEIDER ELECTRIC BbIJTA HEMOCPEACTBEHHO YBEOOMJIEHA O
BO3MOXHOCTU TAKUX YBbITKOB. KOPMOPALIUAA SCHNEIDER ELECTRIC OCTABJAET 3A COGOU
NPABO UBMEHATb UMM OBHOBNATL COOEPXAHUE U ®OPMAT HACTOALLENO U3OAHUA B NNIOBOE
BPEMA BE3 YBELOMJIEHUA.

ABTOpCKME, MHTENNEKTYarbHbIE N MHBbIE UMYLLECTBEHHbIE NPaBa Ha cogepXaHue (BKM4vas, B TOM Yucne
nporpamMmmHoe obecnedeHune, 3ByKOBbIE 1 BUAEOMannbl, TEKCT U dhoTorpacmm) HacTodLLero nsgaHus
npuHagnexar kopnopaumn Schneider Electric unu ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
npegocTaBneHHble ABHbIM 06pa3oM B HAacTOSILLLEM JOKYMEHTE, 3allmiLeHbl. HMKkakve npaBa He nepegatoTcs, He
OTUYXKOAKTCHA N HE NEePEXOaaT nuuam, NonyyarLmm JOCTYN K JaHHON MHopMaLumu.

HacTosiwee nagaHvue Luenukom unm niobasi ero YacTb He noarnexar nepenpogaxe.
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BBeneHue

OnucaHue npoaykra

PyHKUUMN

VYkazanHble HIKe 1aTel ceteBoro ynpasnenus MBI (IICY) npon3BoacTBa KoMIaHAN
Schneider Electric npenctapmnsior co0oit BeO-ponyKThl, UMetonue ceprudukar [Pvo
Ready. YerpoiictBamu ¢ yctanoBieHHBIME [ICY MOXHO yIIPaBIATh ¢ UCIIOIB30BaHUEM
Pa3IMYHBIX OTKPBITBIX CTAHAAPTOB, TAKUX KaK:

[Mporoxon nepenaun runeprekcta (HTTP) besomacHslit komanmHbIH nporeccop (SSH)

[IpocToii mpoTokon ceTeBoro ynpasineHus 1IpoTokon mepenadu runeprekcTa Ha ypoBHE

Bepcwii 1, 2c u 3 3ammueHHbX cokeToB (HTTPS)
[Iporokon mepenaun daitnos (FTP) Secure Copy (SCP)

Telnet Syslog

RADIUS Modbus

Certesoii npotokon BACnet (Building PacmmpsiemMblit TpOTOKOI ayTEeHTU(UKAITUT

Automation and Control Networks Protocol) (EAP) no nokansnoit cetit (EAPoL)

[Inara cereBoro ynpasienus AP9640:

Ob6ecneunsaet ynpasiaenue MBIl u umeeT QyHKIUY IITaHUPOBAHUS CAMOAUATHOCTUKU.
ObecneunBaeT perucTpauuio JaHHBIX U KYPHAJIbl COOBITHI.

[Mo3BonseT HaCTparBaTh YBEIOMIICHHSI C TIOMOIIBIO PETUCTPAIH COOBITHI, IEKTPOHHOM MOYTHI,
cuctemMHoro xypHana (Syslog) m SNMP-nipepriBanmid.

OGecrneunBaeT MOIEPKKY ceTeBoro BhikodeHus PowerChute®.

OO0ecnieurBaeT MOJICPIKKY UCTIONB30BaHUSI CEpPBEpa MPOTOKOJA JHHAMUYECKON KOHGUTYpaIuy y37a
(Dynamic Host Configuration Protocol — DHCP) mmn mpoTokoira HagansHO# 3arpy3ku (BOOTstrap
Protocol — BOOTP) mis npenocrasnenns cereBoix 3HaueHuit (TCP/IP) muaTer cereBoro ynpasicHuUS.

[IpenocraBnsieT BO3MOXHOCTB SKCIIOPTA MOIB30BATENBCKOT0 (haiina koHdurypauu (.ini) ¢ HACTPOSHHOH
TUIATHI Ha OIHY WK 00Jiee HEeHACTPOEHHBIX Iat Oe3 npeobpa3oBanus (aiina B 1BOMUHBIHN (daii.

OO6ecmeunBaeT BEIOOP TMPOTOKOJIOB 3aNTUTHI TS ayTCHTH(DHUKAIINY WITH ITH(PPOBAHU.
O6ecnieunBaet cBs3b ¢ StruxureWare Data Center Expert, Struxure Ware Operations wm EcoStruxure™ IT.
ITomnepxxuBaet mporokon Modbus TCP/IP.

[onnepxupaet mpotokon BACnet/IP.

[Tnara cereBoro ynpasnenus AP9641 priroyaer B ceOst Bce PyHKIUH IJIaThl CeTeBOro yrpapicHus AP9640, a
TaKKe TIePEUNCIIEHHBIC HIKE BO3MOKHOCTH:

O6opynoBana aymMs mopramu USB, KOTOpBIE TOMIEPKUBAIOT 00HOBIeHHE MUKpotporpammel MBI ¢
¢mmr-gucka USB.

[MoanepxuBaeT [Ba YHUBEPCAJIBHBIX MMOPTA BBOJA-BBIBOJIA, K KOTOPHIM MOXHO MOJKITFOYHTh
CIIEYIOIIUE yCTPOICTRA:

— pmaruuk Temmeparypbl (AP9335T) wmu garauk temmeparypbl/Biaxkaocta (AP9335TH);

— BXOJHBIC-BBIXOJIHBIE Pa3bEeMBI pelie, KOTOPBIE MOJICPKUBAIOT JIBA BXOIHBIX KOHTAKTa U OJTHO

BBIXOJTHOE perie (C UCITOJIb30BaHUEM YCTPONCTBA BBOIA-BBIBOIA C CYXMMH KoHTakTamu AP9810,
KOTOPOE SIBIISIETCSI IOTIOTHUTEILHBIM KOMITOHEHTOM ).

ITonnmepxxuBaet cBs3p Modbus RTU depe3 yHuBepcaabHBIN BBOA-BBIBO ITOPTA 2 B TOMOJTHEHUE K
nporokony Modbus TCP/IP. Bonee noapo6Ho o kondurypauun Modbus RTU cM. B nononHuTENbHON
nokymentanuu k Modbus RTU.
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NoppepxuBaemble yCTpoOMCTBA

[TnaTa ceTeBoro ynpapieHus: 3 COBMECTUMA CO CIIEAYIOIIUMH YCTPONCTBAMH.
e VYcrpoiicTBa Smart-UPS® ¢ pazseMoM SmartSlot, odnagarormme npedukcamu SMT, SMX, SRT u
SURTD, u ycrpoiictBa SUA, m3rorosieHasie mocire 2008 1. *

*[Tomnsiit crimcok coBMecTUMBIX MBI, B koTopbie MoxHO ycTaHOBUTE [ICY 3, cM. B cTaThe
0a3bl 3HAHWH Ha

UcxopnHasa HacTpouka IPv4

Uto6w1 [ICY Morna paboTaTh B CETH, HEOOXOIMMO HACTPOUTH cienytoriue mapamerpsl TCP/IP:

* [P-agpec IICY;

e wMacka nogcetn mis IICY;

e [P-agpec nuro3a 1Mo yMOIT4aHHIO (TPeOyeTCs TOIBKO B TOM CITydae, €CIIN MPEBBIIICH pa3Mep CETMEHTA).
NMPUMEYAHUE. Ecnu 1111103 110 yMOTYaHHIO HEAOCTYIIEH, HCIOb3yiiTe IP-aapec koMIbloTepa, KOTOPBIH

KOTOPBI 00BIYHO paboTaeT u HaXOAUTCs B TOM ke moncetd, uto u [ICY. [ICY ucnone3yer nuto3 mno
YMOIIYaHUIO JUIS IPOBEPKHU CETH IIPU HU3KOM TpaguKe.

MPUMEYAHME. Tlnara cereBoro ynpasnenus umeeT npedukc MAC-ampeca 00:C0:B7 wmu 28:29:86.
UroOs1 mpoBeputs MAC-aapec I[ICY, nepeiinure B MEHIO . Orot npedpuxc MAC-anpeca
MOYKHO MCTIOB30BaTh JJIsl HACTPOiKH ciry:x061 DHCP.

[NPUMEYAHUE. He ucnons3yiite anpec odparroii ces3u (127.0.0.1) B kayecTBe agpeca nuto3a mo
YMOJIYaHHUI0. JTO MOBJIEUET 3a COOOH OTK/IIOUEHHE IUIaThl. B 3TOM ciydae Hy>KHO BOITHU B cUCTEMY
C TTIOMOIIIBIO TTOCIIeIOBaTeNFHOTO HHTEp(deiica n yctanoButh mapameTpsl TCP/IP Ha 3Ha9eHU 110
YMOJTYaHUIO.

Kondurypanus napamerpos HacTpoiiku TCP/IP mpuBonuTcs B IJIaThl
CETEBOTO YIIPABJICHUS, KOTOPOE UMEETCS Ha U B [I€YaTHOM BHJIE.

[MoapoGuele cBenenus o6 ucnoibp3oBanuu cepsepa DHCP mna nactpoiiku napamerpos TCP/IP na
IJIaTe CeTEeBOTO yIpaBieHus cM. B paszaene «Ilapamerpsr orBeroB DHCP.

UcxoaHasa HacTpowmka IPv6

Kongurypauus cetn IPv6 obecrieunBaet yHUBepcalbHbIe BOBMOKHOCTH JUISI BBITTOJTHEHUS TPeOOBaHUIA
royib3oBarens. [IPv6 MokHO MCTIONB30BaTh B JIFOOOM MECTe, rie B 3ToM uHTepdeiice BBomuTcs [P-anpec.
HacTpoiiky MOYHO OCyIIEeCTBIATh BPYUHYIO, aBTOMaTH4eckH 1K ¢ noMomsto DHCPv6; cm. «Okpan
Hactpoek TCP/IP miis [Pv6y.
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CeTeBoe ynpaBneHue ¢ UCNONb30BaHUEM APYrUX NPUIOXeHUN

OTH NPUIIOXKEHUS, YTUIIUTHI U pecypcbl paboTatoT ¢ MBI, koTopsrit monkimodaercs k cetu yepes [ICVY.

CereBoe BrIkoueHHe PowerChute — aBToMaTndeckoe KOPPEKTHOE OTKITIOUEHHE KOMITBIOTEPOB,
MOAKJIIOYEHHBIX K ycTponicTBam UBIT.

APC PowerNet® MIB — nHpopManms o goctyne K yerpoiictBam MBII mo mporokomry SNMP.

StruxureWare Data Center Expert — ymnpaBiieHue 3J€KTPOINMMUTAHUEM Ha YPOBHE TIPEIITPUATHS 1
yrpasienue arenHtramu SNMP, Takumu kak ceteBbie ycTporicTBa MBII u natunku okpy:karomien cpenpl.

EcoStruxure IT Gateway — o6maunoe 110 a1t MOHUTOPHHTA, TIO3BOJISIONIEE OTCIICKUBATh YCTPOHCTBA
UBIT yepes mpotokonsr SNMP u Modbus.

Mactep HacTpoiiku [P-koHpUTYparuu yCTpOCTB — HACTPOWKa OCHOBHBIX TApaMETPOB OAHOHN HITH
HECKOJIBKUX TUIAT CETEBOTO YIpaBJIeHUs B ceTH; cM. «Mactep HacTpoiiku [P-xkondurypamuu
YCTPOUCTBY.

Security Wizard — co3ganue cepTU(PHUKATOB cepBepa 0€30MaCHOCTH Ha TPAHCIIOPTHOM YPOBHE
(Transport Layer Security — TLS) u xoct-kimtoueii Secure SHell (SSH), koTopbie HOMOTarOT 3alUTHTh
IIEJIOCTHOCTh U KOHPUACHIIHMATEHOCTE CBs3H ¢ [ICY.
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®YyHKLUUN BHYTPEHHEro ynpaBreHus

O630p

Hcnons3yiite BeO-unTEpdeiic monp3oBarens nwim uaTepdeiic KoMaHIHON CTPOKH IS TPOCMOTPA COCTOSTHUS
WBII, ynpasnenus WBII u IICY. MoxHo Takxke ncnonab3oBatk npotokosl SNMP s konTposns cocrostausa MBI

Boree nonpobHyto nadopMmartito 06 nHTEpdEtice momp3oBarens cM. B pazzene «Bed-unrepdeiic
TIOJIB30BATEISH» U Ha . CM. pazzen
«xpanbl SNMP» s mosmydenns nH(opmarmu o KoHTpodte noctyma k [ICY mo nmporokory SNMP.

anIOpI/ITeT AocCcTyna npu Bxone B CUCTeMy

MO>KHO BKJIFOYUTH BO3MOXKHOCTh OJHOBPEMCHHOTI'O BX0OJia B CUCTEMY HECKOJIBKHUX HOJILBOBaTeJ'IeI‘/'I, KOTOPBIC
06J'Ia,[[aIOT PaBHBIMU IpaBaMu JOCTYyIaA. CmM. pasacia <<31<paH «praBJ'ICHI/Ie CCaAHCOMM»).

Tunbl y4yeTHbIX 3anucen

[ICY obnanmaeT pa3nuyHBIMU YPOBHAMH JAOCTYIa — MPUBHJIETHPOBAHHBIH [T0JIb30BaTENb, aIMUHUCTPATOD,
[IOJIB30BATEINb YCTPOMCTBA, TOIBKO YTEHUE, TOJIbKO CETh!

M HpHBHﬂeerOBaHHLIﬁ MoJb30BaTEJIb MOXCT HCIIOJIB30BAaTh BCC MCHIO PIHTCp(bCfICEI IIOJIB30BATECIISA
1 BCC KOMaHbI B HHTep(l)eﬁCC KOMaHZ[HOfI CTPOKHU. HpI/IBI/IHGFI/IPOBaHHHﬁ IIOJIB30BATCJIb TAKKE
OMpCACIACT JONOJHUTCIIbHBIC YYETHBIC 3allCH MOJIb30BaTEeIICH 1 YCTaHaBJIMBACT NEPEMECHHBIC IJIA
Apyrux MOJIb30BaTEIICH. HpI/I NEPBOM BXOJI€ B CUCTEMY KaK UMS MOJIB30BATCJIA, TaK U MApOJIb 10
YMOJIYaHUIO apcC. ITocae BXOJa B CUCTEMY 6y,I[6T MMPEAJIOKCHO BBECTU HOBBII napoJib.
HpnMeanne. HpI/IBI/IJIeI‘I/IPOBaHHOFO TOJIL30BATEJId HEJIB3s IEPENMEHOBATH WJIN YAAJINTh, HO MOXXHO
BBIKJIIIOYUTD. PCKOMGHI[yeT C4 BBIKITFOYUTDH YUYCTHYIO 3allMCh IMPUBHWICTHUPOBAHHOIO ITOJIL30BATEIIA TOCIIC
CO3aaHUs JOTIOJIHUTCIIbHBIX YUCTHBIX 3armcein AAMUHHCTPATOpPA. Hepez[ BBIKIITFOYCHUEM IPUBUIICTUPOBAHHOTO
TI0JIb30BaTCIIA YGG)Z[I/ITCCB, YTO CO3/1aHa KaK MUHMMYM OIHA YYCTHAasd 3allCh aIMUHHUCTPATopa.

*  AIMHHHCTPATOP MOXET UCIOJIBH30BATh BCE MEHIO MHTep(elica Mob30BaTens U Bce KOMaH/IbI B
nHTepdelice KoMaHTHON CTPOKH. [1o yMOT9aHUIO MCTIONB3YeTCsI UM TIOJIB30BATENS 2P C, a Iepex
aKTHBAlMEH yYETHOM 3aIMCH MOJIh30BaTElsI HEOOX0IUMO YCTaHOBUTE TAPOITh.

» Tlonp3oBarens ¢ mpaBaMu M0JIL30BaTe/IsI YCTPOiicTBA 00NagaeT NpaBaMu JOCTYIa ATl YTEHUS U
3alMCH K 3KpaHaM, OTHOCAIIUMCS K YCTpOUCTBY. DYHKIIUN aIMUHHUCTPATOPA, TAKUE KaK yIPaBICHUE
ceancamu B MeHI0 «be3onacHoctb» 1 «bpanamaysp» B MeHro «KypHanbl», 3a0I0KHPOBaHbI.

Ilo YMOJIYaHUIO UCTIOJIB3YCTCA UMS ITOJIb30BATCIIA devi ce, a rnepen aKTI/IBaI_II/ICf/i yquHoﬁ 3aIlliCu
TIOJIB30BaTCIIA HCOGXOZ[I/IMO YCTaHOBUTH ITAPOJIb.

» Tlonp30BaTens C MpaBaMy TOJbKO YTEHHS 001a1aeT CISIYIOIIUM OTPAHUYCHHBIM JJOCTYTIOM:
— JlocTyn TOJNBKO Yepe3 nHTepdeiic oIb30BaTeNs.

— JocTyn K TeM e MEHIO, 4TO U JIs TIOIb30BaTelisl YCTPOWCTBA, OIMMCAHHOTO BBILIE, HO Oe3
BO3MOXKHOCTH M3MEHEHUS HACTPOCK, YIIPABICHUS YCTPOUCTBAMH, YAAJICHNUS JaHHBIX WU
UCIIOJIb30BAHUS N1apaMETPOB Mepeiauu (gameB. CchulkH Ha TTapaMeTpbl KOH(pUTyparuu
oToOpakatoTcsi, Ho HeakTUBHBI. (IIpu oToOpaXkeHnH KypHAJIOB COOBITHI M JaHHBIX KHOIIKA
OYMCTKH XKypHaja IJIsl JaHHOTO MOJIb30BaTelisl He 0TOOpakaeTcs. )

[To ymomgaHuro HCTIONB3yeTCA UMS TIONb30BaTelNs readonly, a mepen akTUBAMEH YUETHOH 3ammcu
MOJIb30BaTeNsI HEOOXOAMMO YCTaHOBUTH MapOJIb.

» [lonb3oBaresb ¢ MpaBaMu TOJBLKO C€Th MOXKET BBIITOJTHATEH BXOJI TOJILKO C IIOMOIIBIO BeO-nHTEepdeiica
noJb3oBarens U uaTepdeiica komananoi crpoku (Telnet/SSH, a He mocnenoBarenbHbIid OpT). UMst
MOJIB30BATENS U MAPOJIb 10 YMOIYaHUIO OTCYTCTBYIOT.

[To yMONMUaHUIO YYETHBIC 3alIMCU aIMUHUCTPATOPA, ITOJIb30BaTENs YCTPONUCTBA, TIOJIh30BATEIIS C
MPaBaMU «TOJBKO JUIS YTECHHS» U TIOJIb30BATENS C JOCTYIOM «TOJBKO K CETH» OTKITIOYEHBI. Mx
HEJb3s aKTHBUPOBATH JIO TEX MOP, MOKA Mapoiib MO0 YMOIYAHHIO [T YYSTHOU 3aUCH
CYIEpIIONb30BaTeis (apc) He OyaeT H3MEHEH.

Hudopmariuro mo Ha3HAYCHUIO U JUISl yYETHOU 3amucu
aJIMUHHCTPATOPA, MOJIB30BATENSI YCTPOMCTBA U MOJIB30BATEINS C IIPaBaMU TOJIBKO ISl YTEHUS CM. B
pasnene «JIokalbHbIE MOIB30BATEINY.
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Copoc HacTpoek NCY B cnyyae 3abbITOro napons

INPUMEYAHME. Ilpu copoce HacTpoek IICY nponsoiiaeT Bo3Bpar K KOHPHUTYPAITHH 110
YMOJTYaHHIO.

Ecnu BbI 3a0b11H CBOM MapoIib, VIS YIATICHUS HACTPOEK BMECTE C MapoJieM UCIONb3yiTe KHOMKY Reset

(Copoc) na nepeaneii nanenu [1ICY. Haxxmure Ha kHOTIKY cOpoca Reset u He oTnyckaiiTe ee B Teuenue 20-25
cekyHJ. YoemuTech, YTO HHMKATOP COCTOSIHUSI MUTAET 3€JICHBIM B TEUCHHE BCETO yKa3aHHOTO BpeMeHH. Korma
MHMKATOP COCTOSHUS CTAHET KEATHIM MJIH OPaHKEBBIM, OTITYCTUTE KHOIIKY cOpoca. [ICY 3aBepiiut npoiiecc

nepe3arpysKH.

[Mocne nepesarpy3ku [ICY HeoOxomumo nosropHOo HacTpouts [ICY. J{ns momydenus 6onee moapoOHOH
nHpOpMAIIH CM. [ICVY Ha APC unm crarsto B Oaze
3HAHUH Ha BeO-canTe

JL1st mpenoTBpaIIeHus MoTepy JaHHBIX B CBS3H ¢ 3a0BITHIM TaposieM mocie HacTpoiiku YIIC
pexoMeHnayetcs skcnoptuposath INI-gaiin. Cum. «Ilomyuenue u sxcriopt INI-daiinay.
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MNMepepHan naHenb (AP9640)

(4] (5]
4 Networlg )
o @
0F Lo
> Console Rebet <
LLLLALLL O
deé"Ei'f!ﬁf AP9640 Network Maniagement Card 3

2]

KomnoHeHT

OnucaHue

Konconpnsiit USB-nmopt

Ionkogaer IICY K JT0KaIbHOMY KOMITBIOTEPY C TIOMOILBIO Kaberst ¢ nHTepdericoMm
micro-USB (nHomep kommnonenta APC 960-0603) st HaCTpOHKH HCXOIHBIX
TapamMeTpOB CETH I TS IOCTYTIa K MHTepdeiicy KOMaHIHOH CTPOKH.

D) Paszvem Base-T 10/100/
1000

TTonkmrogaet IICY k cern Ethernet.

3 Kuormka copoca

OcymecTnseT copoc unTepdeiica cereBoro ynpasnenus. ipumeuanne. 1o
HE BIIUET Ha BRIXOAHOE NMUTaHHUE YCTPOICTBa, B KOTOpoM ycTaHoBieHa [ICY.

4 WHaukatop akTHBHOCTH
cetu Link-RX/TX (10/100/
1000)

Cum. «Mupukarop aktuBHOCTH ceTH Link-RX/TX (10/100/1000)».

5 I/IHI[I/IKaTOp COCTOSAHUA

CMm. pasaen ((I/IHI[I/IKaTop COCTOSHHSD).
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NMepepHas naHenb (AP9641)
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KomnoHeHT OnucaHue
Tomneprkka ooHoBIeHwMIT iporuBku UBI, cM. «OOHOBIICHHE TIPOIIMBKH C
1 Ioptsr USB AACP P ’ P
USB-naxkomuress (Tonbko st miatsl AP9641)y.
D) [ToakMI0YaroT TaTYUKU TEMIICPATYPhI, TaTUAKA TEMIICPATyPhI/BIKHOCTH U
3 YHUBepCaTbHbBIC TOPTHI pa3beMbl JOMOTHUTEILHOTO PEICHHOTO BBOIA-BRIBOIA K YHHBEPCAILHOMY
BBOJZIa-BBIBOJA MOPTY BBO/AA-BBIBOAA. JlONIOJIHUTENBHBIN peslelHbIN BBOA-BBIBOJ UMEET ABa
BXOJIHBIX KOHTAKTa U OJJHO BBIXOJHOE peie.
4 | Paswsem Base-T 10/100/1000 | IToaxmouaet IICY k ceru Ethernet.
Kiomka c6poca OcymectiseTr copoc nHTepdeiica cereBoro ynpasnenus. [Ipumedanne. 31o
P HE BIUSCT HAa BEIXOJHOC MUTAHKUE YCTPOICTBa, B KoTopoM ycTaHoBieHa [ICY.
6 [Monkmiouaer I[ICY k 10KanbHOMY KOMIBIOTEPY C MTOMOIIBIO KaOess ¢
Korconspii USB-mopt untepdeiicom micro-USB (Homep kommonenTa APC 960-0603) a1 HacTpoiiku
p WCXOJHBIX MapaMeTPOB CETH FITU JUTS JOCTYIA K HHTep(heicy KOMaHIHOM
CTPOKH.
7 WNHpukarop akTUBHOCTH
cetu Link-RX/TX Cum. «Mupukarop aktuBHOCTH ceTH Link-RX/TX (10/100/1000)».
(10/100/1000)
8 CBETOAMOMHBIN MHIMKATOP SBISCTCS UCTOYHUKOM cBeTa. CM. paszen

Wunukarop cocrosiHus

((I/IH,Z[I/IKE[TOp COCTOSHUD).
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OnuncaHue MHoU KaTOpoOB COCTOAHUA

MHpaukaTop cocTosiHUA

OTOT CBETOMUOIHBIN HHIUKATOP yKa3biBaeT cocrosinue [ICY.

CocroAaHue OnucaHue
Bo3moxxHa o1Ha U3 CIIENYIOIUX CUTYALUN:
* Ha maty ceTeBoro ynpaBieHus He TOJAETCS BXOJHOE MTUTAHHE.
Brixitouen

* [Inara cereBoro ymnpapieHHs pabOTacT HEMPaBUILHO. BeposiTHo, Tpebyercs
pemoHT min 3amera. OOpaTuTech B CIIyK0y TeXHHYECKOH moaaepxku. Cwm.
pasnen «[mobanpHast ciryk0a TexHUUeckor moaaepkku APCy.

HenpepbiBHBII 3en€HbII

[Mapamerpsr TCP/IP B miate ceTeBoro ynpasieHuUs 3aJaHbl IPaBHIIBHO.

HenpepbiBHEBINM OpaHKeBbIT

Bo3MoxHa 07JHA U3 CIICAYIOMINUX CUTYAIIHN:
* B rutare cereBoro ynpasieHus: OOHapyKeHa anrmaparHasi HEHCIPaBHOCTb.
OO6patuTech B Cy)0y TeXHUYECKOH moaepkku. CM. pasnen « YeTpaHeHue
mpooIIeM».

* [ICY naxonmutcs B pexkume Bootmonitor. bosiee moapo6Ho cM. pazmen
«®Daitnel Mmomyns npomneky (Kapra cereBoro ynpasineHus 3)».

Muraromui 3e1eHbIH

B mare cereBoro ynpasieHUs HENPABUIbHO 3aaHbl IapaMeTPhl TCP/IP.!

Muraromuii opaHKeBbIN

[ICY naxomutcs B pexxume Bootmonitor. JIonmoTHUTENBHBIC CBEICHHS CM. B
pazzaene «daitnbl MOgyNIEH MUKPOIIPOrpPaMMBD.

[TonepemMeHnHo MurarouIMit
3€JIEHBIM U OpaHKEBBIN

Ecnu cBeTonmoqublii MHAUKATOp MUTAET ¢ HU3KOU yactoTol, [ICY BeImonHsAET
3aMpoCkl DHCP?.!
Ecnu cBeToaqmoqHblii MHAUKATOP MUTAET 4acTo, TO BhINONHsETCS 3amyck [ICY.

1. Eciiu cepep BOOTP nimn DHCP we ucnionssyercs, aist Hactpoiiku napamerpos TCP/IP IICY cwm.
CETEBOT0 yNpaBJICHUs B IEUaTHOM BHUJIE€ U HA B (hopmare PDF.

2. 06 ucnonn3oBannu cepsepa DHCP cwM. paznen «I[lapamerpsr orBeToB DHCP».

INMPUMEYAHMUE. Eciu Bo Bpems 3arpy3ku [ICY noakirounTts kadens micro-USB, TICY oyner oxunars 90 cexyH, 4TOObI
JIaTh BpeMsl A1 TOJy4eHHs TOCTyIIa K MOHHTOPY 3arpy3ku. Cwm. pasnen «Mcnoms3oBanne XMODEM mist oGHOBIEHHS
oxuoit [ICY». Ha npotsskeHun 3101 3a1epKK1 CBETONUOAHBIE HHIUKATOPEI OyyT HEaKTHBHBI. PeKOMEH/TyeTcsl OTKIIFOYUTD
kabenp micro-USB, ecnu nokasHBIH JOCTYN K HHTEpdelcy KOMaHIHOH CTPOKH HE TpeOyeTcs.

MHankaTtop aktnBHocTh cetu Link-RX/TX (10/100/1000)

OTOT CBETOMUOHBIN MHIUKATOP yKa3biBaeT cocrosinue cetu [ICY.

CocrosHue OnucaHue
Bo3MmorkHa 01HA U3 CIICTYIONIMX CUTYaIHH:
* Ha mnaty ceteBoro ynpaBieHHs HE TTOJACTCS BXOJHOE MTUTAHHE.
* OTKIIIOUEH WM HEUCTIpaBeH kabeus, coequnstomuii [ICY ¢ cerblo.
Brixrouen

* OTKITIOYEHO WITH HETIPaBUITBHO paboTaeT ycTpoicTBo, coequnstoniee [ICY ¢ ceTpro.

+ [ICV pabotaer HenpaBHiIbHO. BeposiTHO, TpeOyeTcst peMOHT MJIHM 3aMEHa.
OO0parutech B CiTy:)k0y TexHUYecKor noaaepxku. Cm. paszaen «[mobansHas
ciryx0a TexHU4eckol rmonepkku APCy.

HenpepbIBHBII JKeNThIN

[ICY noakiroyeHa K ceTH, Kotopast padoraet co ckopocTbio nepenaun 10-100
MerabuT B ceKyHay (Mowut/c).

HenpepbiBHBII 3eneHbIN

[ICY noakiroyeHa K ceTH, Kotopast paboraeT co ckopocTbio nepenadn 1000
MerabuT B ceKyHay (Mowut/c).

Muraromuii KeJIThli

TICY npuHMMaeT WK epeaaeT MaKeThl JAHHBIX CO CKOPOCTHIO TIepefadn
10-100 Mowur/c.
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CocrosHue OnucaHue

IICY MIPUHUMACT WIN NCPEAACT MAKEThI JAHHBIX CO CKOPOCTHIO NIEpEaAavn

Murarommii 3eIeHbIH 1000 M6uT/c.

PYHKLUM 3aLLUTDI

0630p

s o0Hapy)eHns BHYTPEHHUX HEMCIIPABHOCTEH M BOCCTaHOBIICHHUS pab0UYero COCTOSHHUS TTOCIE BO3NECHCTBUS
HEIIPETyCMOTPEHHBIX BXOAHBIX curHaioB B [ICY 3 ucmonb3yeTcst BHyTPEHHHN 00IEeCHCTEMHBIN MEXaHU3M
3amuThl. [Ipu mepe3amnycke nmocie BHyTPEHHETO ¢O0s B )KYPHAJ PETHCTPAIU COOBITHI 3aIHChIBACTCS
cobbiTie Cuctema: CereBoii nHTepdelic mepe3amyieH.

MexaHu3m ceteBoro uHtepcgenca Watchdog

[ICY 3 ucnonp3yeT cpencTra 3aliuThl, 9TOOBI 00€30NaCHTh Ce0sl OT CUTYAIlUU, KOTIa JOCTYII K CETH
HeBo3MoxeH. Hanpumep, ecniu [ICY 3 He npuanMaet ceteBoi Tpaduk B TeueHue 9,5 MuHyT (psiMoit Tpaduk,
Takoi kak SNMP, uiu MHOTOaIpEeCHBIN TpadUK, TAKOH KaK 3alpoc MPOTOKoIa pa3penieHus ajapecos [ARP]),
TO CUMTAETCS], YTO CYLIECTBYET IIpodiemMa ¢ ceTeBbIM HHTEp(ENCcOM, U IPOUCXOIUT IePEe3aIyCK IIIaThl.

COpoc Tanmepa cetn

Uro6wl [ICY 3 He nmepesamyckanach IpH OTCYTCTBHU CETEBOW aKTUBHOCTH B TeueHue 9,5 munyr, [ICY 3
MBITAETCSl 0OPATUTHCS K ILTIO3Y M0 YMOIYAaHUIO KK s1e 4,5 MUHYTHI. ECITi 3TOT IUTI03 IOCTYTIeH, OH OTBEYaeT
[ICVY 3, uto nmpuBOAMT K cOpocy 9,5-MUHYTHOTO TaitMepa. Eciii ayis Barero mMpriIokeHUs IIUTI03 HE TPeOyeTcst
WJIH OTCYTCTBYeT, ykaxxute [P-anpec koMmproTepa, paboTaromero B CETH U HaXOSIIErOCs B TOH JKe MOJICETH.
CerteBoii Tpaduk OoT 3TOr0 KOMIBIOTEpa OyAeT cOpackBaTh 9,5-MUHYTHBIN TaliMep AOCTATOYHO YaCTO JUIS
MpeaoTBpalleHus nepesamycka miatsl NMC 3.

ABTOMaTM4YeCKUIN BbIXOA U3 CUCTEMDI

ITo yMo4aHHIO TOJIB30BATEIH ABTOMATHUYCCKH BBIXOMAT U3 BeO-uHTEp(deiica u nHTepdetica KOMaHTHON
crpoku [ICVY mocine 3 MUHYT OTCYTCTBHUSI aKTUBHOCTH. BpeMst BBIXO/1a U3 CETH M0 YMOIYAHHUIO IS KX0TO
MOJIL30BATE sl MOXKHO HACTPOUTH C TIOMOIILIO BeO-uHTepderica:

Konpurypauus > bezonacHocts > JlokaJjibHbIe 10JIb30BATEIH > YIIPaBJIeHUE.
— IllenkHUTE TUNIEPCCHIIKY HMEHH NOJIB30BATEN YIETHOM 3aMIUCH, KOTOPYIO HY’)KHO H3MEHUTD.

— B wmenmo «lIpeBbimeHo Bpems OXXHUIaHAS CEAHCA» U3MEHUTE BPEMs B MUHYTaX.

ABTOMaTUYECKUI BbIXOA, MpoponkutenbHOCTb
13 cucTembl (MuH.)

Hactpotiiku no ymon4anuto | 3

MuHumym 1

Maxkcumym 60 (1 gac)
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Beb-nHTtepdgenc nonb3oBarens

BBeneHue

0O630p

Be0-untepdetic momp3oBaTens npegocTaBisieT napameTpsl st ynpasinenus MBI u nnaroii cereBoro
ynpasnenus UBII 3 (IICY 3), a raxxe cpeactsa npocmotpa coctosiHust MBI
CwM. pazzgen «9KkpaH BeO-I0CTyIa», B KOTOPOM MIPUBOJIATCS CBEICHHUS O BRIOOpE, BKIIOUCHHUH U

OTKITIOYEHUH TIPOTOKOJIOB, YIPABISAIOMINX TOCTYIIOM K HHTEpdEiicy monp30BaTens, a TakxKe 00
OTIpe/IeTICHNH TTOPTOB CETEBOTO HHTEpdeiica BeO-cepBepa s MPOTOKOIIOB.

NMopaepxxnBaemble Be6-6pay3sepbl

Beo6-untepdetic [ICY 3 coBmecTumM co ciaeqyrommmMu OpayzepaMu:
«  Onepanmonssie cucremst Windows®:

—  Microsoft® Internet Explorer® (IE) 8.x miu BBIIIE ¢ BKIIFOYEHHBIM ITPOCMOTPOM B PEKUME
COBMECTHMOCTH.

— Tlocnemuuii BoITTyCcK Microsoft® Edge®

I[pumeuanmne. /s mpocMoTpa skpana ooHoBIeHNs npomnBky MBI B Internet Explorer®

HCITONIE3YHTE BepcHio Opay3epa 10 wim BEITIE ¢ BRIKIIOYCHHBIM ITPOCMOTPOM B PEKHME
COBMECTUMOCTH. JDKpaH oOHoBIeHUs pomuBku MBII HecoBmecTnM ¢ 6payzepom Edge®.
Cwu. pazgen «9kpan «OOHOBJICHHE MMPOIIUBKU»Y» Ha CTP. 32.

* Bce omnepanoHHbIe CUCTEMBI:

— Tlocnemuue BBITYCKH Mozilla® Firefox® mm Goog1e® Chrome®

MO’KHO UCTIONB30BaTh APYTrHe OOIIEN0CTYHBIE Opay3ephl, HO OHU He OBUIH B MTOJHOI Mepe MPOTECTUPOBAHEI.
[ICY He MOeT paboTaTh ¢ IpoKcu-cepBepoM. [lepen ncnonszoBanuem Opaysepa Ui AOCTyNa K
nojb3oBarenbekoMy uHTepdeiicy IICY HeoOX0ANMO BBHIOIHUTE CIAECAYIOIINE NeHCTBUS:

* Hacrpoiite Opay3ep Ha OTKIIOUEHUE IPOKCH-CEPBEPa AJIS IJIaThl CETEBOTO ynpasieHus [ICY.
* Hacrpoiite mpokcu-cepsep, 4ToObI OH He 0OpabarkiBai ykazanusiii [P-anpec IICY.

Bxon B cuctemy

O630p

MoxHo ucronb3oBath qoMeHHOe UMt DNS mnn cuctemnstit [P-anpec TICY ans URL-anpeca unTepdeiica
rotb30Barens. st BXomaa B CUCTEMY HCITONB3YHTE 3aBUCAIIEE OT PETHCTPA UM TTOJIB30BATENS M TIApPOJIh.
Wms monmb30BaTeltsi 10 YMOJTYaHHUIO 3aBUCUT OT THIIA YUCTHOU 3aITUCH:

* apc A aAIMUHUCTPATOpa U MPUBUIETUPOBAHHOTO MOJIb30BaTENS.

* device A4 NOJAB30BATENS YCTPOMUCTBA.

* readonly A NOJB30BATENs C IPaBaMU TONBKO AJIA YTCHUSL.
Tak xe cM. pa3aen « TUIbl yUeTHBIX 3alUCENn».
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HpI/I BXOA€ B CUCTCEMY MOXXHO 3aJ1aTh A3BIK I/IHTep(I)CI\/'IC?l IIOJIB30BaTCIIAd, BI:I6paB €T0 U3 paCKpPbIBAIOIIETOCH
MCHIO . Cm. pasaci «CMeHa sA3bIKa HHTqu)eﬁca IIOJIB30BATCIISA» .

Ecnu mpotoxon HTTPS Bxitouen, [ICY co3maet coOcTBEeHHBIH cepTH(HKAT. ITOT cepTUHUKAT
comnacyetcs ¢ MeTonamu mudposanus Opaysepa. st nomydenus 6osee noapoOHOH HHPOpMALH
cM. Ha

®dopmaTbl URL-agpeca

Ha6epute umsa DNS uimu [P-anpec TICY B mone URL-aapeca Be6-0Opay3epa n HaxxmMuTe ENTER. [1pu ykazanmm
rmopra BeO-cepBepa, OTIIMIHOTO OT UCITOIE3YeMOT0 TI0 yMomdaHuto, B moine URL-anpeca o6o3peBarerst Internet
Explorer HeoOxomuMo 100aBUTH K HEMY http:// WIH https://.

MIMPUMEYAHMUE. IIporoxon HTTP oTkiroueH o ymonmdanuio, a mporokos HTTPS BkitodeH 1mo yMoadaHuio.

PacnpocTpaHeHHble coobleHus 06 ownbkax B o603peBaTensix Npyu BXxoae B CUCTEMY.

CoobwweHune 06 owmnbke Bpaysep NpuunHa oWn6KKN

«This page cannot be displayed.» (He ymaercs oto6pa3uts

Internet Explorer
JNAHHYIO CTPaHUILY.)

WHreprer-goctyn
HeBo3MoxkeH, ui URL-
aJipec yKa3aH HENPaBUIbHO.

«Unable to connect.» (He ynaercs ycTaHOBUTH

Firefox, Chrome
COeMHEHUE. )

Mpumepsbl popmaTta URL. Cwm. takke «Ikpan HacTpoek TCP/IP mis IPvoy.

Mpumep n pexkum pgocryna dopmart URL

DNS-uma Webl
HTTP http://Webl

HTTPS https://Webl

IP-agpec cuctembpl 139.225.6.133 u mopt BeO-cepBepa
o ymorganuto (80)

HTTP http://139.225.6.133

HTTPS https://139.225.6.133

IP-agpec cuctemspl 139.225.6.133 unopt Beb-cepBepa
He 1o ymomuanuio (5000)

HTTP http://139.225.6.133:5000

HTTPS http://139.225.6.133:5000

Anpec IPv6 cuctembr 2001 :db8:1:2c0:b7££:£e00:1100 u
mopt BeO-cepBepa He 1o ymondanuto (5000)

HTTP http://
[2001:db8:1:2c0:b7ff:£fe00:
1100]:5000
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https://www.apc.com/us/en/download/document/SPD_CCON-BDYD7K_EN/

lNMepBoe nogkno4vyeHne

[Tpu nepBom noaxmtouennu k [ICY Bam OymeT mpenyioxeHo U3MEHHUTD Mapoiib (apc), YCTaHOBJICHHBIHN 110
YMOUYaHUIO, JUTsl YI€THOW 3aIlTUCH CyTeproib3oBaTens. [locie moakimoueHus OTKPOETCs 3KpaH ¢ OOIUMHU
ceenenusamu o konpurypanuu (Configuration Summary Overview). Ha skpane coneputcst uHpopMarivsi o
BCEX CHCTEMHBIX MTPOTOKOIAX M UX TEKYIIUX CcTarycax (Harp., BKIIOUEH/BBIKIIOYeH). MOXXHO BEPHYTHCS Ha
ATOT PKpaH MO3Ke, UCTONB3ys ciaenytonuii myTh: Configuration > Network > Summary.

JloManiHu# SKpaH

0O630p

MyTb: Hayano

Ha sxpane HauaJsio uHTEpdeiica MOXKHO IPOCMATPUBATH aKTHBHBIE CUTHAIIBI TPEBOTH U TIOCIIEIHNE COOBITHS,
3arMcaHHbIe B )KypHaJIe COOBITHH.

OnvH MM HECKOJIBKO 3HAYKOB BMECTE C COITPOBOIUTENLHBIM TEKCTOM YKa3bIBAIOT HA TEKyIIee padodee
cocrosuue UBII:

O6o03HauyeHue | OnucaHue

Het curnanos TpeBoru: curtaisl Tpeoru orcyTctBytoT; UBII u [ICY dyHkiponupyor
HOPMAaJIbHO.

IIpenynpesknenue: aBapuitHbIN CUTHAT TpeOyeT BHUMAHHMS, TOCKOJIBKY HE YCTPaHCHHAs
BOBpEMsI MpoOIeMa MOXKET MIPUBECTH K ITOTEPE JaHHBIX U ITOpYE 000PYTOBAHUS.

Kputuueckoe cocTosiHUEe: KpUTHICCKUH aBapUIAHBIA CUTHAI, TPEOYIONTHI HEMEJIEHHOTO
TIPUHATHS MEP.

X HIC 2N

B BepxHEM npaBoM yriTy KaKJOT0 SKpaHa TakHe ke 3Hauku coolmatoT o cocrostau UBII. Tlpu nannunu
J1000r0 KPUTHYECKOI0 W NpeAyNpeIuTeIbHOI0 CUTHAIa TPEBOTH TAaKXKe 0TOOPaKaeTCsl YMCIIO0 AKTUBHBIX
CUTHAJIOB TPEBOTH.

Jiist mpocMoOTpa BCEro )KypHaIa COOBITHH MEeTKHUTE 0noTHUTe/IbHbIE COOBITHUS.

3Ha4YkU U CCbINKK

Uto0bI yCTaHOBUTH JIFO00H IKpaH B KaUeCTBE JIOMAITHETO PKPaHa, 0TOOPakaeMoro MpH BXO/IE€ B CHCTEMY,
OTKPOWTE 3TOT 3KpaH M MeJKHATE 3HaUoK ™ B BepxmHeii mpaBoif yacTn.

]_LICJ'IKHI/ITC © 5 YTOOBI BOCCTAHOBUTD 0TO6pa)KeHI/I€ AOMAIIIHETO 3KpaHa IIpHU BXOAC B CUCTCMY.

B HIKHEl 1eBOii YacTH K01 CTpaHUIbl HHTep(eiica MpeayCcMOTPEeHbI TPHU HacTpanBaeMble CCHUIKH Ha
noje3Hble BeO-caitTel. I1o ymomuanuio 3tu cebuiku conepxar URL-agpeca miist cneayromux BeO-CTpaHHMLI:

* Ccpuka 1: ctpanuna 0a3bl 3HaHUI BeO-caiiTa C MoJe3HOH HH(pOpMaIUel TI0 TIOUCKY
1 YCTPaHEHUIO MTPOOIIEM.

e Ccpika 2: crpanunia nH(GopMaIum o MPoAyKTax BeO-calira C COTIIPOBOJUTEIHLHOMN
nH(pOopManuei Mo 0o00pyI0BaAHHIO.

* Cchuika 3: cTpanuria 3arpy3ku Be0-caiita C IOCTYITHBIM IPOTPAaMMHEIM 00€CTICueHHEM
Y MHKPOITPOTPaMMaMH.

HepeHaCTpoﬁKa 9THUX CCBUIOK OIllMCaHa B pa3aiciic <<31<paH KOHq)I/II‘ypI/IPOBaHI/IH CCBIIIOK».
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MoHuTopuHr UBI1: meHro «CocTosiHMe»

Mento «CocTossHEE» TIPEIOCTaBISIET CBeNeHUs 0 TeKymieM coctossauu MBI u cetn.

Mosxuo HactpouTs MBII 1 ceTh ¢ moMomIb0 mapaMeTpoB MeHIo KoHpurypanuu. CM. pa3aens
«Hacrpoiika napametpos: 1» u «Hacrtpoiika mapameTpoB: 2».

CwM. cienyromntue pas3essl:

¢ «UBII B MEHIO COCTOSTHHS

M «prr[l'[BI PO3CTOK B MCHIO COCTOSAHUA»

* «Cucrema Oarapeil B MEHIO CTaTyca»

M ((yHHBepcaHLHBIﬁ BBO/I-BbIBO/I B MCHIO «CocrostHHE»»

¢  «CeTb B MCHIO COCTOSIHHUS»

UBI1 B MeHI0 COCTOSAAHUA

MyTb: CocTosiHne > UBI

3nech otoOpaxkaroTcs cBeaeHus o Harpyske MBI, 3apsiae Oarapen, HanpspKeHUU B APYTas NOoJe3Has

HHpOpMAITHS.

Mone

OnucaHue

Mocaennnii mepexon
Ha f0aTapelo

[TprurHa nocieaHero nepekIroYeHus Ha paboTy oT OaTapen (KpoMe MEePEeKITIOYeHNUS TPU
CaMOTECTHPOBAHUH).

BuyTpenHsis
TemIeparypa

Temneparypa sayTpu WBII.

OcraBuieecst Bpemsi
aBTOHOMHOI1 padoThI

IponomxurensHOCTE padoTs UBII oT 6aTtapen amis mogaep:kaHus CyIIeCTBYIOIISH
Harpy3KH.

Bxox UBII

Bxoanoe HaIPS>KEHU e

Hanpspkenue nepemenHoro tToka (B), monyuaemoe WBII.

BxonHoe HanpsikeHue
oaiimaca

Hanpsoxerne nmepemenHoro Toka (B), uconesyemoe, korga BIT HaxomuTcst B pexnme
Gaiinaca.
Ora GyHKIMs qocTynHa He s Beex UBILL

Boixon UBII

BbIxogHoe HanpsizkeHUe

Hanpsoxerne nepemenHoro Toka (B), kotopoe MBI mogaet Ha cBOIo Harpy3Ky.

Toxk Harpy3kmu

Toxk (A), monaBaeMblii BXOJHBIM HAIPSHKEHUEM.

BbIxogHasi Harpy3ka

Harpy3ka, pa3merniaemas Ha KaKI0# (a3e NOAKIIOUCHHBIM 00opynoBanneM (KBA).

Boixoanas
Harpyska (%)

Harpyska, pasmernaemas Ha Kaxa0i (paze moAKIFOUeHHBIM 000PYI0BaHHEM B BUJIC
JOCTYTTHOTO TPOIIEHTHOTO 3Ha4eHus (KBA) 6e3 H30BITOYHOCTH.

Boixonnast MorHocTs (%)

Harpyska, pazmeniaemas Ha Kax0i (aze MoaKIIOYeHHBIM 000pYI0BaHHEM B BUJIE
JIOCTYTIHOTO IPOLIEHTHOTo 3Ha4ueHus (KBA).

BT Ha BbBIXOIE

Harpyska UBII B Buzme 1oCTymHOTO MPOIICHTHOTO 3HadeHus (BT).

BA Ha BbIXOg€e

Harpyska UBII B Buzne noctymHoro mporeHTHoro 3HadeHus (BA).

Koa¢gpuuuent nosieznoro
JefiCTBHS HA BBIX0/1e

IIponeHTHOE 3HaYEHNE BXOJHOIO MUTAHNUS, IOAaBa€MOr0 HEMOCPEACTBEHHO HA HATPY3KY.
BxonHoe nutaHue, He MoaBaeMoe Ha Harpy3Ky norpetisercs UBIIL.

IMoTpedseHue BLIXOAHOM
HePruu

DHeprus, UCTIONIb3yeMasi Harpy3Koi, HaumHas ¢ MOMeHTa cOpoca mapamerpoB WBII Ha
3HAUCHHUS 110 YMOTYAHHIO.
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Mone

OnucaHue

CocTtosinne 6aTapeun

Emxoctb 0aTapen

[IponerTHOE 3HAUeHNE eMKocTH Oarapen MBI, mocTymHON A MOMAEPKKH
TTOIKITFOYCHHOTO 000PYIOBaHUSI.

Hanpsixenune 0arapen

HamnpsxkeHue OCTOSIHHOTO TOKa Ha GaTapesx.

BHemnue 6arapeu

Uucno Garapeit, mogkmrodeHHBIX K MBI, kpome Bcex BHYTpeHHUX Oarapei.

Crnenyromye napaMeTpsl JOCTYIIHBI He Ha Bcex ycTpoiictBax MBII.

Mone

OnucaHue

HomunanbHoe
HaNpsizKeHUe daTapeu

HomunanbHas eMkocTh HanpsbkeHus Oarapeii MBI, HanpskeHHe MOCTOSHHOTO TOKA,
KOTOpoe OaTapeu OKHBI oOecrieunBaTh, koraa MBI ucmons3yeT cBoro Oatapero st
BBIXOJTHOTO TTUTaHUS.

JleiicTBUTEILHOE
HaNpPsKeHne
O0aTapeiiHOl IHHBI

Z[OCTyHHOC IIUTAHUEC IMTOCTOAHHOI'O TOKA.

Tok ycTaBKH BHELITHET0
O0arapeiiHoro mkaga

HopmuposaHHble amriep-gachl (eMKOCTh Oarapeit) OarapeiiHoro mkada a1 BHEITHETO
6aTapeitHOro MCTOYHUKA MTUTAHHUS.

barapen

OO61mee yncio Garapeil (BHyTpEHHUX M BHELIHUX ), BXoAsAmuX B coctas UBII.

Heucnpasnble 6aTapen

KomnuecTBo HencnpaBHBIX OaTapei (OaTtapen, KOTOpbIE JOJKHBI OBITh 3aMEHEHBI).

Toxk 6arapen

Tok Ha BBIXOIE OaTapew.

Jara caenyromei
3aMeHBbI 6aTapen

Kaxk u ju1g ycraHoBieHHBIX KoHTelHepoB Garapeit IBIL, mis 3amMens! 6aTapeii cymiecTByer
camasl paHHss peKOMEHIyeMasl 1aTa.

HNHTennexTyaabHbIH
MOAYJIb

Wndopmanust 06 HHTEIUIEKTYyaIbHOM MOIyIe. DTy HHpOpManuio (BepcHs
MHKpOIIPOTPaMMBI, 1aTa IPOU3BOJICTBA, CEPUHHBII HOMEP U BEpCHs 000pyIOBaHHS) MOTYT
3aIpOCUTH IIPU 00palIeHUH B LIEHTP TexHIYeckor mopuepxku APC.

BxoaHoe HaIIPSAKEHUE

Hanpspkenne nepemennoro Toka (B), monywsaemoe MBI

BxonHoe HampsiKeHNEe
0aiimaca

Hamnpspxkenue nepementoro Toxa (B), ncnonssyemoe, xorna MBIT naxoanTces B pexxume
Gaitnaca.

BxoaHast wacrora

Yacrora (I'n) Hanpspkenus, nomygaemoro MbBII.

Yacrora

O6mas yacrora (I'1) A HanpsHKSHUS HA BXOJC U Ha BBIXOJIC.

Yacrora 0aiimaca

Yacrora (I'm) HanpspkeHus, ucnoiab3yeMoro rnpu Haxoxaennu MBI B pexume Gaiinaca.

BrIxoaHo# TOK

Tok (A), mogaBaeMblil Ha Harpy3Ky.

BobixogHnas yacrora

Yacrora (I') BEIXOJHOTO HANPSKEHHUS.

MomHocTh HArpy3KH

Harpyska WBII B Buzie 10CTYyIHOTO IpOIeHTHOTO 3Ha4yeHust (BT).

Monas MouHOCTH
Harpy3Kn

Harpyska UBII B Buze 10CTYNHOTO POIeHTHOTO 3HadeHus (BA).

Mopnyan

Wndopmanus o Mmoxymsx, ycranoBineHHbIX B BII. Oty nndopmaruro (Bepcus
MHKPOIIPOTPaMMBI, 1aTa MIPOU3BOJICTBA, CEPUIHHBII HOMEP U BEpCHs 000pyIOBaHHS) MOTYT
3aIpOCHUTH IIPU 0OpalIeHUH B LIEHTP TexHHYeckor mopuepxku APC.

CuiioBoii MmoyJib

Wudopmanus o cHIIOBBIX MOIYJISX, ycTaHOBIEHHBIX B IBII. Ota nadopmanus Moxer
moTpeOOBaThCs MpH OOPAIICHUH B LIEHTP TeXHUYeCKo# mopuep:xkku APC.
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pynnbl po3eTOK B MEHIO COCTOSIHUS

MyTb: CocTosiHMe > pynnbl pO3eTOK

Ora ¢yskuusa gocrymnHa He 11 Bcex UBII. C ee momMoImpio MOXKHO IPOCMOTPETH CBEIEHHUS O COCTOSTHUHU BCEX
rpynm po3etok MBIL. CM. Taxoke ««I pyIITsI po3eTOK» B MEHIO YIIPaBICHUI» U ««[ PYIITBI pO3ETOK» B MEHIO
KoH(pHTYyparim».

Cuctema GaTtapen B MeHI0 cTaTtyca

MyTtb: Ctatyc > Cuctema 6artapen

Ora ¢yHkuus goctynHa He s Bcex UBIT.

Mone OnucaHue

Craryc cucreMbl 6aTapeii

HpOHGHTHOC 3HAUCHHUEC CMKOCTH 6aTapeH I/IBH, JAOCTYITHOC AJId MOAACPIKAHUA

Cocrosinne 3apsAKu
IOAKIIIOYCHHOI'O 06opyz[013aHI/1${.

OcraBuieecst Bpemsi IpomomxurensHOCTh padoThl MBII oT 6aTtapen miist moaaep:kaHust CyIIeCTBYOIICH
ABTOHOMHOIi padoThI Harpy3KH.
Hanpsxenne

HOJIOKUTELHOM IMUHBL | yerpoiicteo MBI noaepkuBaeT MoJ0KUTENBHOE H OTPULIATENLHOE HANPSKEHHE
Garapeii.

Hanpsixenue
OTPHMUATEIbHON HIHHbI:

YdeTHblil HOMep
3amacHoOro koHrteiinepa | Homep 1o karanory, KOTOpBI HyXHO HCIIONB30BaTh P 3aMEHE KOHTeHHepa OarapeH.
OaTapen

Craryc komIuIeKkTa daTapei

KommuiexTt O6arapeii 1, 2... | Homep xommuiexta 6aTapeif, HoIyIaeMbIif METOIOM BHYTPEHHEH HyMEpaIlHy.
Cepuiinblii HoMep CepuiitHbIii HOMEp KOMIUIEKTa Oarapeii.
Cocrosnme ConepXut o0bIe CHCTEMHBIE OITNOKHM KOMITJIEKTOB OaTapeii, BKIItoYast MHIUBUIYaJbHBIE
OImMOKN KOHTeHHepa. OMMOKHN MPOTOKOIHPYIOTCS KaK COOBITHS.
CocrostHre KOMITIEKTa OaTapei, BKIII0Yasi COCTOSHHUS WHANBUAYAIBHBIX KOHTCHHEPOB.
Crartye JlaHHOE 3HaYEHHUE COOO0INALT, YT OaTapesi UCIpaBHA, MPUOIMKACTCS OKOHYAHHE CPOKa

CITy>KOBI 6aTapen MIIH CPOK CITy>KObI OaTapey MPEBBIIACT COOTBETCTBYIOIIEE 3HAUCHHE
KoMIuIekTa. OmIOKN MPOTOKOIUPYIOTCS KaK COOBITHS.

[enxaute «Kommekt Oatapeit 1, 2...», 4TOOBI OTKPBITH cTpaHUIy KomiuiexT daTapeii n.

Mone OnucaHue

Kommnuiexkr 0arapeit 1, 2...
Win
BHYTPEHHHMH KOMILIEKT

Cepuiinblii HoMep

CepuiitHblii HOMEp KOMIUIEKTa Oarapeii.
(ec1u MpHUCYTCTBYET)

Bepcust npommBkn Howmep Bepcun kommiekra OaTapei.

Temneparypa Temmeparypa B oTceke 6atapeit, KOTOpYIo epeaaeT TaTIHK.
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Mone OnucaHue

OmuOKY, OTHOCSIITUECS TOTBKO K KOMIDIEKTY Oarapei, He BKJIFOYasl HHIWBHYATbHEIC
omuOKK KoHTeHHepa. OMMOKH POTOKOIUPYIOTCS KaK COOBITHS U MOTYT COOOIIATh
CIIEIYIOLIYI0 HH(POPMAIIUIO:

* TEeMIIEpaTypa BHE JUara30oHa
Craryc KOMILIeKTa « 0Bt omu6KH
* OITUOKH CBSI3H
* OTKJIFOYEHHAs CTOMKA KOMILIEKTA

* MUKpOIIpOTpaMMa HECOBMECTHMA C O60pyI[0BaHI/IeM

Kounreiinep darapeii 1 u (ecnu npucytcrByet) Konteiinep 6atapeii 2

Z[aHHOC 3HAYCHUC YKA3bIBACT, YTO 6aTapeﬂ ucmnpaBHa, HpI/I6J'II/I>KaCTC${ OKOHYaHHUEC CpOKa
CJ'Iy)KGBI 6aTapeH HJIKN U3MCPCHHBIC 3HAYCHUA 63Tap€I/I YKa3bIBarOT O HpI/I6J'[I/I>KeHI/II/I

TOSTHHU N
Cocro ¢ OKOHYAHUS CPOKa CITyKOBI KOHTEITHEpa.
OmubKH MPOTOKOIHUPYIOTCS KaK COOBITHS.
Jara ycraHoBKHU JaTa ycTaHOBKH OTAENBHBIX KOHTEHHEPOB. DTy AaTy MOXHO U3MEHUTb.
IIpornosupyemas WBII BeIuMCIACT BpeMs 3aMCHBI OaTapen.
1aTa 3aMeHbl Tlone Cocrosinne BEIUMCIACTCS HAa OCHOBAHUH 3TOM JTATHI.
3TO cnenuanbHBIC JaHHBIC I KOHTeiHepa. OOmme omuOKu KOMITICKTa CM.
B BHIIIETIPUBEICHHOM TT0)Ie «CTaTyc KOMITIEKTa». OMIHOKH MPOTOKOIUPYIOTCS
KaK COOBITHS  MOTYT COOOIIATh CIEAYIONIYI0 HH(POPMAIIHIO:
* OTKJIFOUCHHBIN KOHTEITHEp
Craryc

* TpeOyeTcsl 3aMEHUTh KOHTEHHED
* CITMIIKOM BBICOKAsI TEMIIEpaTypa KOHTEHepa: KPUTHICCKast

* CIIMIIIKOM BBICOKAsI TEMIIepaTypa KoHTeiHepa: npenynpexaeHue. Otodpaxkaercs
0OBIYHO, HO HE BCEI/A Mepex KPUTHUECKIM COOOIICHNUEM.

YHuBepcanbHbIU BBOA-BbIBOA B MeHIO «CoCcTosiHUE»

MyTb: CocTosiHMe > YHUBepcanbHbIW BBOA-BbIBOA

Ota QyHknms noctymHa He 1 Beex MBI

Temmeparypa 1 BJI2KHOCTH — 34€Ch OTOOpa)kaeTcs UMsl, COCTOSTHHE TPEBOTH, TEMIIEparypa U BIaXKHOCTh
(ecnu moanepKUBaeTCs) AL Kax10ro faryuka. lllenkHuTe MM gaTduKa, YT00bl H3MEHUTH UM U
MECTOTIOJIOKECHUE WM HACTPOUTH OPOTOBbIE 3HAUCHHS U TUCcTepe3nc. JJoNoIHNTENbHYI0 HH)OPMALIUIO CM.
B pazaene «JkpaH «Temmneparypa u BIa)KHOCTb»».

Bxonnbie KOHTaAKTHI — 31eCh OTOOPAYKACTCS UMSI, COCTOSTHIE TPEBOTH M COCTOSTHUE KKIIOTO KOHTAKTa (OTKPBIT
WJTH 3aKPBIT). DTH JaHHBIC aBTOMATHYECKH ITOIYIAIOTCS U OTOOPaKAIOTCS 31eCh IPH YCTAaHOBKE YCTPOMCTBA IS
MOHHTOPHHTA OKpYyKaroriel cpesl. LLlenkanTe nMs BXOIHOTO KOHTAKTA I TTOTYICHSI TTOAPOOHOTO OITUCAHMS
COCTOSIHUSI WJIM JIJIs1 HACTPOMKHM 3HaueHuil. Eciin HacTpoiika KOHTaKTOB BBIIIOJTHEHA, HO OHU HEAKTHUBHBI, 3TH
TTAHHBIE 37eCh He 0ToOpakaroTcs. JomomHnTensHy 0 HHpOpMaIrio cM. B pazzerne « IKpaH « BXOIHBIC KOHTAKTBD.

Brixonoe pejie — 371€ch 0TOOpaXKaeTCst UM U COCTOSHUE KaXKJ0T0 pesie (OTKPBITO WIIH 3aKPBITO). DTH
JTAaHHBIEC aBTOMATHYECKH TTOJTyYaroTCsl M 0TOOPa)KaroTcsl 3/1eCh MPH yCTAHOBKE YCTPOUCTBA AJIS MOHUTOPHHTA
OoKpy>katomeil cpensl. ll{enkauTe MM BXOAHOTO KOHTAKTA IS OIYYEeHHS MOAPOOHOT0 OMMCAHUS COCTOSHUS
WM /17151 HACTPOWKH 3Ha4eHU. J[omoNHUTENbHY 0 HHPOPMAIIHIO CM. B pasjelnie « OKkpaH «BbeixomHoe penemy.

Ilocnennne codBITHSI B OKPYIKAIOIIECIH Cpe/ie — 371eCh 0TOOPakatoTCs COOBITHS, OTHOCSIIHECS K
MOHHTOPHUHTY OKPYXKArOIeH Cpeibl, HAMPUMEP HAPYIICHUE IIOPOra TEMIIEPATyphl UM COOOIICHUE C
NPENYNPEKICHUEM OTHOCUTEIBHO BXOHOTO KOHTaKTa MOHUTOpa OKpy Karouel cpeasl. LI{enkHuTe cChuiky
«/lomonmHUTENEHBIC COOBITHSY, YTOOBI YBUACTH MOTHBIN CIIUCOK HEJTABHUX COOBITHH.
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CeTb B MEHIO COCTOAHMA

MyTb: CocTtosiHMe > CeTb

Ha sxpane cetu comepxarcs HacTpoliku [P, umenu momena u mopta Ethernet. CBeneHus 1o momsm cm.
B pazzaene ««CeTh» B MEHIO KOH(PUTYPaLIUI».
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YnpasneHue UBII

OYHKIIMY MEHIO YIIPABJICHUS TTO3BOJISIOT MPEANPUHUMATE HEMEIJIEHHbIE AeicTBYs, Biustomue Ha BII u
po3etku. Cpeau HUX €CTh TakKe HEKOTOphIe (PyHKIIMH 0€30aCHOCTH U CeTEeBBIE (DYHKITHH.

CwMm. cenyromye pa3aeis:

*  «/BII B MeHIO yIIpaBIeHUsD

*  ««'pynmsl po3eTOK» B MEHIO YIPABICHU»

¢ ««be3onacHOCTH» B MEHIO YHOpaBJICHUS»

*  ««CeTb» B MEHIO YIIPABICHUDY

UBI1 B MeHIO ynpaBneHus

MyTb: YnpaBneHue > UBI

Ecnu BEIOpaTh mEepeKIrouaTeNb U MENKHYTh «/Jlameey, Ha CIeIyIoeM dKpaHe MOsSBUTCS KpaTKuid 0030p
BBINOTHEHHBIX JiecTBUH. [llenkuuTe «I IpuMEHUTH JJIs1 TPOJOJIKEHUS ICUCTBHUS.

JoctymnHble neficTBust 3aBUCST OT Toro, uMeetcs i MBI ¢ rpymmoit po3etok. B nByx Tabmuuax nanee
OTAETBHO PacCMaTPUBAIOTCS 3TH CITyYaH.

» «JeiictBua Ha 3xpane UBII qns yerpoiicts C rpynmnaMu po3eTok».

* «/[leiictBus Ha skpane UBII qs yerpoiicte BE3 rpymnm po3eToxy.

Cnenyromue GyHKIUU (IIAKKOB IPUMEHUMBI K 00CHM TaOTHIIaM.

dnaxkok OnucaHue
Ja UBII ¢ rpynnamu po3eTok 3TOT MapaMeTp HEAOCTYIIEH, €CIH OTCYTCTBYIOT KJIMEHTHI
PowerChute (cm. «Knnentsl cereBoro BeikmodeHus: PowerChutey).
Kianenrsl Bei6epure 3T0OT (r1askok A7Is yBEAOMIICHHUSI BCEX CEPBEPOB, HACTPOCHHBIX Kak KiineHThI
ceTeBoro ceresoro seikio4uenust PowerChute, xotopsie oOMeHuBaroTcst nHpopmanmeit ¢ atum MBI,
BBIK/IIOYEHHS 110 YTOOBI BHITIOJIHSTD BBIKITIOYEHHE B COOTBETCTBUY CO 3HAYCHUSIMU, HACTPOCHHBIMHU B MEHIO
CUTHAJLY ITapamerpsl ceTesoro Beikmouenns PowerChute (cMm. ««BpIKiTtoueHIE» B MEHIO
PowerChute KOH(UTYPAITUI»).
OnHaxo 3Ta pyHKIUS He OyJeT YBEIOMIISITH CEPBEPHI TIPH BHIITOIHEHUHN JICHCTBUH 110
YIpaBJICHUIO B pexXnMe Oaiinaca.
IpomyckaTn JHannblii napamerp noctyneH Toibko asst UBIT ¢ rpynnamu po3erok. HemenieHHOE BBIKIIIOUEHUE
3a/1epiKKH IIPH PO3eTOK Oe3 MPUMEHEHHS HACTPOCHHBIX 33AEP)KEK JUTS TPYII PO3ETOK.
OTKJIFO1CHHHU 3TO MOXET MOTPeOOBaTHCS B aBaApUHHOM CUTYaIlMN WM JJIsl 5KOHOMUHM BPEMEHH aBTOHOMHOM
PO3€TOK pabotsl. Min B cityyae, Korja ycTpoicTBa Harpy3KH yKe BBIKIIIOUEHBI BPYUHYIO.
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Bonee nogpoOHbIe cBeneHHs O 3aAepKKax U MapaMeTpax MPHUBEICHHI B pa3aeiax ««BpiximoueHne»
B MEHIO KOHQHUTYpaIum», « IKpaH « YHUBEPCAIbHBIH BBOJ-BBIBOI» U ««I PyTITbI pO3ETOK» B MEHIO

YIpaBICHHA.

DeicTBua Ha akpaHe UBIM ana ycrpoiicte C rpynnamm po3eTok

DeilictBue

OnucaHue

Ilepe3anycTurn
TPYIIBI PO3ETOK
HUBII

IIpuMeHeHre KOMaH] HEMEIUICHHOTO BBIKIIIOUCHHS, Iiepe3alycka MUTaHus IePEeMEHHOTO TOKa
KO BCEM IpyIIaM po3eTokK (M. ««[pymnmsl po3eTok» B MEHIO yIpaBieHus»). lllenkunute
«/laneey» mis mpocMOTpa NOMOIHUTEIBHBIX CBEIEHUH O CHHXPOHU3ALMU U 3a1ePiKKaX.

BrlIkit0ueHNE BBIXOJHOIO HANPSHKEHMSI TPYIIIBI IEPEKIF0YAEMBIX PO3ETOK, & 3aTEM OCHOBHOM
IPYIIIBI PO3ETOK (eciu pucyTcTByet). st 1r000# rpynnbl po3eToK, K KOTOPOH HPUMEHSIETCs
9TO JefiCTBHE, UCIOIB3YETCs 3aAepAKKa, IPOJOIKUTENILHOCTh KOTOPOH HACTPOEHa B
napameTpax «IIpogomKUTeNnbHOCTh nepe3arpy3Ku» U «3afepKKa MpU BKIIOUCHUN TUTaHUS.
(3areM rpynmsl po3eTOK BKIIOYAIOTCS, €CIIU JOCTYITHO MUTaHUE IEPEMEHHOTO TOKa OT CETH,
WJIN O’KUJIAIOT, KOoT/ia Oy/eT JOCTYITHO MTUTaHHE IEPEMEHHOTO TOKa OT CETH, YTOOBI BBITIOIHUTD
BKIroueHue. Cm. paszaen «Onucanue rpymin po3eTok». )

UBIT BKJIFOUACTCA, €CIIN JOCTYITHO MUTAHUC TICPEMEHHOI'O TOKA OT CETHU, NI OKUAACT, KOTAa 6yH€T
JOCTYITHO MATAHUE ICPEMEHHOI'0 TOKA OT CCTH, YTOOBI BEIIOIHUTE BKIIOUEHUE.

BxkiaouuTnb
rpynnbl po3eToxK
HUBII

Bxtodenne 0CHOBHO# TpyITIBI PO3ETOK (€CIIM MIPUCYTCTBYET), @ 3aTEM BCEX TPYIIIT
MePEeKIII0YaeMbIX PO3eTOK. DTa (PYHKIHS OTOOpakaeTcs TOIBKO B ToM cirydae, eciu UBIT B
JlaHHbI MOMeHT BkJtoueH. lenkuute «/lanee» s mpocMoTpa JOMOIHUTENBHBIX CBEICHUN
0 CUHXPOHU3AIMH U 33/IeprKKax.

3arem Brmodatorcs MBII u rpynmnsl po3eTok.

BrIkawouuTh
rpynibl po3eToK
HBII

BrIkmioueHne BEIXOHOTO HAMPSKEHUS TPYIIIBI MEPEKITI0UaeMbIX PO3ETOK, a 3aTeM OCHOBHON
TpYIIIBI PO3ETOK (eciu npucyTcTByeT). JIrobast rpymma po3eTok, K KOTOPOi NPUMEHSETCS 3TO
JIeWCTBHE, OCTAETCs BHIKIIOYEHHOI, TI0Ka X MUTaHKe He OyJeT cHoBa BKutoueHo. LllenkHuTte
«/laneey» s mpocMOTpa TOMONHUTEIBHBIX CBEICHUH O CHHXPOHU3ALUU U 3aepHKKaX.

IlepeBecTn
TPYIIbI PO3ETOK
UBII B cnsimmid
pexuM

TlepeBon rpynmn poszetok UBII B crimiuii pexum 3a C4eT OTKIIFOUEHHS BBIXOAHOTO HAIPSKEHUS
WBII Ha nepuon BpeMEHH, ONPEACIICHHBIN ciaenyomuMy napamerpamu. lenkuure «/lanee»
JJIA IPOCMOTpPa JOTMOJTHUTCIIbHBIX CBeL[eHI/Iﬁ O CUHXpOHU3AIWHU U 3aJCPIKKax.

* JIy1st TpyTIIT pO3ETOK MCIONB3yeTCs 3aeprKKa, HACTPOCHHAs B ITapaMeTpe «3aJepiKKa IpH
OTKITIOUEHHH TTUTAHUS, IEPEl BBIKITIOUEHIEM UX MUTAHMUA.

« [Tocne BoccTaHOBICHUS BXOAHOI'O IIUTAHUA WBII Bxmrogaer BBIXOAHOC IMUTAHUC I10
HUCTCUYCHUU JIBYX 3aJJaHHBIX IEPHUOAOB BPEMCHMU! «BpeMﬂ B CIIIIEM PCIKHUME» U ((3&)161))1(1(3
IIpU BKIIFOUCHUHW TTUTAHUS .

3arem UBII Boikimrogaercs. [1o ucteueHnn BpeMEHH, yKa3aHHOTO IS apaMeTpa «Bpems pesxknma
cHa» UBII Bkitouaercs, eciny JOCTYHO NUTaHUE IEPEMEHHOIO TOKA OT CETH, UJTU OKUAET, KOraa
Oy/IeT TOCTYITHO MUTAHKE IEPEMEHHOTO TOKA OT CETH, YTOOBI BBIMIOJIHUTH BKITIOUCHHE.

IlepeBectu UBII B

pesxxkuMm Oaiinaca

Bosspar UBII u3
pe:xxuMa Gaiinaca

OTH napaMeTpsl YIIPaBISIOT UCTIOIb30BaHUEM peXxnMa Oaiiniaca, 4YTo MO3BOJISIET BBHIOIHATE
obcmyxuBauue UBII, He oTkiIO9as nuTanue.

OTuU ONIUY JOCTYIHBI TONBKO JJIi HEKOTOPBIX ycTpoicTB Smart-UPS.

JlononHUTEIbHY 0 HH(POPMALHIO O 3aJIepKKax M HACTPOHKax cM. B pa3zenax ««BpikimoueHne) B
MEHIO KOHQUTypaum» U «« [ pymIiel po3eToK» B MEHIO YIIPABICHUS.
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DencTBua Ha akpaHe UBI ana ycrpoiicte BE3 rpynn po3eTok

DeiictBne OnucaHue

[poucxoauT nepesaryck TOIKIIIOYEHHOTO 000PYIOBAaHHUS TOCIIE BBITOIHEHHS CICTYFOITHX
orreparwid. (IllenxauTe «/lamee» s mpocMoTpa JOMOTHUTEIBHBIX CBEICHUH O CHHXPOHHU3AINHT U
3a7IepIKKax. )

Ilepe3arpy3urts * Beixitouenne nutanus UBILL

HbIl * [Turanue Ha MBI BKITtO9aeTcs mocie Toro, Kak eMKOCTh OaTaper BO3BpaIaeTcs K
MUHUMAaJIFHOMY 3HaYCHHIO B IPOIIEHTAX, 3alaHHOMY IS MapaMeTpa « MuHIMaIbHAas
eMKocTh Oarapen» («Kordurypanus» - « Beiximouenue» - «3aBepIeHne BRIKIIOUCHHA», CM.
paznen ««KoHTponmupyeMoe paHHEee BRIKITIOUCHNE) U «3aBEPIICHIE BBIKITIOUCHUINY).

Bxrouenne miuranums UBIL. Ota dysknms otodpaxkaercs, ecii VBT BBIKITIOUCH.

Bxiarouurs UBII .

[enkaute «/lanee» A1t IpOCMOTpa JONOIHUTEIBHBIX CBEACHUH O CHHXPOHU3ALUH U 3aIePIKKaX.
BoIikia04uTh HememrenHoe BoIKITIOYeHHE BhIXoqHOTO HanpspkeHus MBIT 6e3 3aaepxku BeixmodeHus. MBIT
HUBIT 0CTaeTCs BHIKIIIOUEHHBIM, IT0Ka HE OYJIET BBIIIOJIHEHO MOBTOPHOE BKIIIOYEHHE.

UBII NEepeBOAUTCH B CHHH.[I/Iﬁ PEKUM 3a CHCT OTKIIIFOYCHUS €TI0 BBIXOJAHOI'O HAIIPSKCHUSA HA
OHpeHGHCHHLIﬁ nepuo BpEMCHHU. U_[eJ'IKHI/ITe «I[anee» AJIsL IPOCMOTpPa JONOJIHUTEIIbHBIX

CBEIICHUI O CHHXPOHH3AINA U 3aIePKKaX.
IHepesectn UBII

. * UBII oTkIr0ouaeT BHIXOIHOE HAIPSIKEHUE IO UCTEYEHNH BPEMEHH, 33/IaHHOTO B IMapaMeTpe
B CIIALIMHA PeKUM

<<3a;:[ep>1<1<a BBIKJIFOYCHU A .

M Korz[a BXOAHOC HAIPAKCHUC BO3BPAIIACTCA, WBII Bxmogaer BBIXOAHOC HAPS?KCHUE 11O
HUCTCUCHNH BPpEMCHHU ITapaMeTpa «BpeM;{ PeXKHUMa CHA».

Iepesectu UBII B OTH ONIMHK YIPABISIOT UCIONIB30BaHUEM pexXrMa Oaiiaca, TT03BOISIONIETO OCYIICCTBIATh
pexum Oaiinaca u o0CITy>)KMBaHKHE HEKOTOPBIX ycTpoiicTB Smart-UPS, He orkirouas nutanue UBII.
Buisectn UBIT u3 Illenxnaute «/lanee» s IPOCMOTpPA TOTIOJTHUTCIIEHBIX CBEJIEHHI O CHHXPOHH3AIINN U

peixuma baiinaca 3a/iepXKKax. DTH OIIUH JOCTYITHBI TOJIBKO ISl HEKOTOPBIX ycTpoicTB Smart-UPS.

«Fpynnbl po3eTOK» B MEHIO yNpaBfieHus

MyTb: YnpaBneHue > pynnbl po3eTokK

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

Hcnone3yiiTe 3Ty QyHKIMIO AJIS BKJIIOYEHHS, BBIKIIIOUCHHS U II€PE3aIlyCKa OTACIbHBIX IPYIII PO3ETOK SIBHBIM
obpazom Ha UBII. (Ha 3T0ii cTpanuIle mepedrcistoTcs IMEeHA M COCTOSHUS KaK01 Tpymsl po3eTok MBI,
KoTopas Obl1a HacTpoeHa B ¢pyHKuuu Kondurypauns - I'pynisl pozerok; cM. pazaen ««[ pynis! po3eTok» B
MEHIO KOHQUTYpaLHN).

Jlst kaXkmol rpymmsl po3eTOK MOXKHO BEIOpATh JTIFOOBIE TPUBEICHHBIE HIDKE IEHCTBYS (MJIH OTMEHUTH BBIOOD
BCeX JeiicTBuil). [laiee mpeacTaBiIeHBI OTHOPA30BbIC ACHCTBUS.

* Ecnu rpymnmna po3eToKk HaX0OUTCS B COCTOSHUN BBIKJI.:
— BKJ1. HeMeaJIeHHO

—  Brui. ¢ 3aep:xioii: BKIFOYEHHE TPYTITHI PO3ETOK MPOUCXOAUT CITYCTSI OTIPEAETICHHOE BPeMs
B CEKyHJIaX, 3aJ]aBaeMoe B ImapameTpe 3ajiep:xka npu sriadennn nutannsa. (CM. pazaen
««BBpIKITIOUEHHE)» B MEHIO KOH(PHUTYpaLHN».)

Mnata ceteBoro ynpaeneHus 3 ana UBI PykoBoacTBo nonb3oBartens 20



e Ecmm TpyIiina HaXOOUTCA B COCTOAHUUA Bkur.:
— BbIkJ. HeMeIJIeHHO

—  BpikJ1. ¢ 33/1epiKK0ii: OTKIIOUEHHE TPYIITBI IPOUCXOAUT CITyCTSI ONPENEIICHHOE BPEMS B CEKyHIAX,
3a7aBaeMoe B MapaMeTpe 3a/1epikka npu OTKIoUeHnn nutanmns (cM. ««BeIkimoueHne» B MEHIO
KOH(UTYpaLUN»).

— Ilepe3arpy3nTs HeMeJIEHHO: TPOUCXOAUT MTHOBEHHOE OTKJIFOUEHHE IPYIIbI, 3aTEM OHa
BKJIIOYAETCs CIyCTs OIPEAEICHHOE BPEMs B CEKyHaX, 331aBa€MO€ B IIapaMeTpe
ITponoknTeIbHOCTE epe3arpy3kn (cM. ««BpIKitoueHre» B MEHIO KOHQUTYpaIHN) |
3ajep:KKa NP BKIOYEHUU MUTAHUS.

— [Ilepeszarpyska c 3a/1epKKoii: OTKIIIOUCHHE TPYIITBI TPOUCXOIHUT CITYCTs ONPEAETICHHOE BpeMs
B CEKYH/IaX, 33/1aBacMo¢e B IapameTpe 3ajiepskKka mpu OTKII0UeHn MITaHsl, 3aTeM OHa
BKITIOUAETCs CITYCTs ONPEIEICHHOE BPEMs B CEKyH/IaX, 3a/laBaeMo¢ B TlapaMeTpe
[TpooKNTEILHOCTD Mepe3arpy3Ku U 3a/iep:KKa MpHu BKJIIOYEHHH ITUTAHUS.

— BBIK/JIIOYUTH HeMEIJIEHHO, NMepe3anycK NP Mnojaaye nepeMeHHOro TOKa: MPOUCXOIHT
MT'HOBEHHOE BBIKJIIOUCHHE IPpyNIIbl. Yepes onpeaeneHHoe BpeMs, 3aJaHHOE B CEKYH/aX B
napamerpax [IpomosKuTeIbHOCTH Nepe3arpy3Kku 1 3ajep:KKa NpH BKJIIOYEHHH MHTAHUS,
MpoBepsieTcs, YTO UMeeTcs HanpsbkeHne nepeMeHHoro toka u MBI monnepxuBaet TpeboBanue
MUHUMAaJIbHOTO BPEMEHH aBTOHOMHOMW Pa0oTHI, a 3aTeM BKJIIOUAETCs TpyIIa.

— BBIK/IIOYHTS € 32/1€PKKON, IIepe3alycK IPH Moa4ye IePEMEHHOI0 TOKA: OTKIIOYCHUE TPYIIILL
IIPOUCXOUT CITyCTsl OIPEJEICHHOE BPEMS B CEKYH/IAX, 3aaBAEMOE B ITapaMeTpe 3a/Iep:xKa 1pu
OTKJIIUeHNU nuTaHust. Yepes onpeaereHHOe BpeMs, 3aJaHHOE B CEKYH/1aX B apaMeTpax
IIpoxosKuTEIbHOCTD Nepe3arpy3ku U 3a/iep:KKa NpH BKJIYEHUN MMTAHUS, IPOBEPIETCH,
YTO UMEETCsI HarpspKeHue repeMenHoro Toka u MBI nonnep:krBaet TpeOoBaHNE MUHUMAJIEHOTO
BpPEMEHHM aBTOHOMHOI paboTHI, a 3aTeM BKIIIOYAETCsI TPyIIa.

[ocne BeIOOpa melicTBUS mEenKHUTE «/lanee» it MpocMOTpa MOAPOOHOTO OMUCAHUS JISHCTBYS, BKITIOYAs
naHHble Bcex 3anepkek. lllenkaute «[IpuMeHUTH, 9TOOBI TOATBEPAUTD TO JACHCTBHE.

«be3onacHoCTb» B MEHIO ynpaBrieHUsA

MyTb: YnpaBneHue > be3onacHocTb > YnpaBneHne ceaHCOM

Ha skpanax npencTaBieHbl HOAPOOHBIC CBEJCHUS O MOJIH30BATENSX, BBITOTHUBIIINX BXOJI, HCIIONb3YEMbIi UMH
nHTepdetic (BeO-uHTepdeiic moap30BaTeNs WK HHTEpPEiic KOMaHIHOM CTPOKH), uX IP-anpec u WIMTETLHOCTD
MIPUCYTCTBHS B CUCTEME.

HpI/I HaJIM4UuHn HeO6XOI[I/IMI:IX IpaB MEJIKHUTC UM JJId IPOCMOTpa CPCACTB ay'TeHTI/I(I)I/IKaLII/II/I, HCIIOJIB3YyCMbIX
JJId IPOBEPKU JIMYHOCTHU MTOJIB30BATCIIA. MO’XHO TaK>X€ HCIIOJIb30BaTh KHOIIKY 3aBCpHII/IT]) ceanc oyl BbIBOJa
TIOJIB30BATCJIA U3 CUCTCMBI.
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«CeTb» B MEHI0 ynpaBreHus

MyTb: YnpaBneHue > CeTb > COpocutb/nepesarpy3utb

Ucnonesyiite 3T QyHKUIUM 11 cOpoca pa3nuiHbIX QYHKIMK IIIaThl CETEBOr0O YIPaBiIeHUs U HHTepdeiica
MIOJIb30BAaTEs.

DeiictBue OnucaHue

Iepesarpyska [epesarpyska untepdeiica yrpasneHus (HanpuMep, BeO-nHTepdeiica monp3oBarens,
unTepdeiica nHTepdelica KOMaHIHOM CTPOKHN) ITyTEM BBIXO/A U3 CHCTEMBI.

YHupap/I€HUs UBII u nnata ceTeBOro ynpaslIeHHs HE Mepe3arpyxKarTcs.

OCTOpO)KHOZ IIPU BBIITOJTHCHHUN JTOU Oornepanry BCC HACTPOCHHBIC 3HAUCHUSA 6yZ[yT
C6pOH.ICHBI K YCTAHOBJICHHBIM 110 YMOJIYaHUIO.

Ecnu He BrIOpan nmapamerp nckiiounTs TCP/IP, Bce HaCTpOSHHBIC 3HAUSHHUS U ITAPaMETPhI
cOpackIBalOTCS K YCTAHOBJICHHBIM 110 YMOJTYAHHUIO, BKITIOYAs [TapaMeTp, ONPEAeSIOINH, KaK
JaHHOE YCTPOMCTBO AOJDKHO MOTy4arh 3HaueHus koHpurypauuun TCP/IP n xondurypaunu
Copocuts Bce 1| EAPoL. ITo yMomuaHuIo Ut napameTpoB koHuryparmu TCP/IP ucnionszyercst DHCP,
3HayeHue gocryna k EAPoL, «otkiroueHo.

Ecinu BB BBIOEpeTe nmapametp nckiaounts TCP/IP, Bee cyliecTByoIIne 3Ha9eHUS 1
HACTPOMKH, 32 HCKIIIOYEHHUEM ITapaMeTPa, KOTOPBIA ONPENENET, KaK 5TO YCTPOMCTBO JOJDKHO
nonyuuts cBoi TCP/IP, u 3na4uenus konduryparmu EAPoL cOpachiBaroTcs K yCTaHOBJIEHHBIM
10 YMOYaHUIO.

TCP/IP: cOpoc mapaMeTpa, KOTOPBIi ONPEEISIET, KaK yCTPOHCTBO OIKHO MTOTydaTh CBOH
3HaueHus konpuryparun TCP/IP, Bkimodas kordurypanuio EAPoL, koTopas Bo3Bpamaercs
K 3HaYCHUIO «OTKII0UeHO». I1o ymomuanmio mis napamerpa koHurypauuu TCP/IP
nucnons3yercs DHCP, 3uagenue nocryna k EAPoL — «oTKITI0O4eHOY.

Kondurypanus coduiTus: cOpackiBaeT COOBITHA K HaCcTpoikaM 1o ymomnyanuo. Jlro6oe
TonbKo KOHKPETHO HACTPOEHHOE COOBITHE WIIM TpYIIa COOBITHH TakKe BEPHETCS K 3HAYCHUIO 110
l'lepe3al'lyCTl/lTl>l ymomyanuto. Cmorpure « MeHI0 yBeIOMIICHUI».

3uavenus UBII no ymosruanuio: ycTaHOBKA 3HaYEHUHN IO YMOIYAHUIO TOIBKO IS
napametpoB UBII, ceTeBbie HACTPOUKH HE MEHSAIOTCSI.

[ToauTuka ynpagiennsi: cOpoc HaCTPOEK, KOTOpbIe onpeaessitoT, kak [ICY Oyxer
pearupoBaTh Ha CUTHAJIBI TPEBOTH, IOCHITIAEMbIE YCTPOHCTBOM BBOJIa-BBIBOJIA C CYXUMHU
KOHTaKTaMH.

1C6p0c HACTPOCK MOXKET 3aHATH OKOJI0 MUHYTHL. Hactpoennoe ums UBII ve Oyxet cOpomieHo
(cm. «Oxpan «UBIT: obmee»).
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HacTtpounka napameTtpoB: 1

C moMOIIIBIO 3JIEMEHTOB MEHIO0 KOH(OUTYpany MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoOB
UBIT u IICY.

CwM. cnenyromiue pasznensl U pasnen «Hactpoiika mapameTpos: 2».

*  ««['pymnmsl po3eTOK» B MCHIO KOH(PUTYPAITUI

* «HacTpoiiku nmuTaHusi B MEHIO KOH(PHUTYpAITHIDY
*  ««BrIKITIOUCHUEY B MEHIO KOH(DUTYPAITAID

*  «Oxkpan «UBII: obmee»»

*  «OxkpaH «Pacnucanue caMOAHUATHOCTUKH»Y

* «llnanupoBaHU€ BHIKIIOUEHUS»

*  «OxpaH «OOGHOBIEHNE MPOIINBKID

¢ «Kiunentsl cereBoro BeIkatoueHus PowerChute»
*  «OKkpaH «YHHBEPCATLHBIN BBOI-BBIBOI»

e «Menro «be3omacHOCTE»Y

MNPUMEYAHMUE. Hekotopsle mapameTpsl KOHQUTypalui MOXKHO YBUAETh Ha SKpaHe ¢ 0030poM
rxoH(purypanun Configuration Summary (Configuration > Network > Summary).

«pynnbl po3eTOK» B MeHIO KOHUrypauum

MyTb: KoHdurypauua > Npynnbl po3eTok

Ora ¢yukuus goctynHa He i Beex UBII. C ee moMoIb0 MOKHO 0TOOpaXkaTh M HACTPAUBaTh 33ICPIKKU
PO3ETOK | MOCIIEA0BATEIIHEHO CTEH.

CM. Takxke <<prr[m,1 PO3CTOK B MCHIO COCTOSIHUS», ««prnnbl PO3CTOK» B MCHIO YIIPABJICHUS) U
««BBIKIIOYEHHE» B MECHIO KOH(i)I/IpraI_II/II/I».

OnucaHue rpynn po3eTok

['pynmupoBaHue po3eTOK BO3MOXKHO TOJIBKO JUII HEKOTOPBIX ycTpoiicTB MBII. UToOs! onpenenuTs,
nojep>kuBaet u yerpoictBo MBI rpymmer pozerok, odparurtecs k jokymenTaruu mo UBIL.

HocTtynHble HacTpoiiku 3aBucAt ot monenu UBIL.

OcHoBHbIe rpynnbl po3eTok. B HekoTopeix ycTpolictBax MBI nonaua nutaHus nepeMeHHOTO TOKa
MIPEAyCMOTPEHA AJI OJTHOM OCHOBHOM TpyMIibl po3eToK. OCHOBHAS TPYIINa PO3ETOK YIPABIISET
pacmpeneiaeHIeM NUTaHM IO BCeM IpynmnaM nepexmouaeMbix po3etok UBII (ecnu onn uMerorcs).

* Ecnm ocHOBHAA IpyIiia po3eTOK OTKIIIOYEHA, TO TPYIIIBI IEPEKITI0YaeMBIX PO3ETOK HE MOTYT OBITH
BKITFOYEHBI.

* Ecnu oTKIIOYUTH OCHOBHYIO Ipyniy po3eTok, UBII cHagana oTkrouaeT rpynmsl NepeKiIroyaeMbIX
PO3ETOK, a 3aTEM OCHOBHYIO TPYIIITY.

e Jlns BKIIIOUEHUS TPYIIIIBI IepektouaeMbix po3eTok MBI nomkeH cHadana BKIOYUTH OCHOBHYIO
TPYTITy PO3ETOK.

Mpynnbl nepekniovyaemMbiX pO3eToK.

o Ka)KZIaH MEpEKIIroYacMasd po3€TKa MOXKET BBITIOJIHATD Z[GP‘ICTBHSI He3aBUCHUMO. MOKHO 3allyCKaThb WJIN
OCTaHaABIIMBATE 3TH PO3ETKH IO MOPSJIKY, @ TAKXKE MepEe3ayCcKaTh YCTPOUCTBA, TIOAKIFOYEHHBIE K OTHM
po3eTKam.
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HacTpouka rpynn po3eTok

Wmsa n tun rpynnsi po3seTok. [IpocMoTpuTe nMs, Tum u 3aaepxku st po3etok MBI Ha skpane
Konurypanus — I'pynnel pozerok. lllenkHUTe MM TPyMITBI PO3ETOK B paszesne I pyiia s n3MeHeHus ee
HAacTPOEK, B TOM YHUCIIE 3aJlepXKEK MOCIIeI0BATEIbHOCTEN 1 apaMEeTPOB pacIpeie/ICHHs Harpy3Ku.

lMporpammHbie napameTpbl. Hactpoliku 3aBucar ot ycrpoiictea UBII. HMcnons3yiiTe nporpaMMHbIe
rapaMeTpsl, YTOOBI orpeenuTh, kak MBI Oyner pearnpoBaTh Ha KOMaH/bI TOJIE30BaTEIS.

Mone OnucaHue
3anep:kka npu Korna sta rpymma po3eTok BKIIFOYEHa, OHA BEDKHAACT 3Ty 33/ICP)KKY (B CEKyHIaxX) Iepex
OTKJIIOYEHUH BBIKJTIOYEHHEM. YCTAaHOBHB 3/]I€Ch Pa3HOE BPeMs JUIs PO3ETOK, MOXKHO 33/1aTh
MUTAHUS MOCJIEZIOBATEBHOCTh X BBIKIIFOUEHUS, T. €. YKa3aTh IOPSIIOK, B KAKOM OHH Oy/IyT BBIKITFOYATHCS.
Ipoao/IKUTETLHOCTD

Po3eTka BEDKUAAET 3TO BpeMs 0 Mepe3alycka.
nepe3arpy3ku

Korma sta rpymma po3eTok BEIKITIOYCHA H IPUHUMAET CUTHAJ Ha BKIIIOYCHNE, BEDKHUAACT 3TO
BpeMs (B CEKyH/IaX) Tepel BKIIOUYCHHEM. YCTaHOBHB 3/I€Ch pa3HOE BPeMs ISl PO3ETOK,
MOYKHO 3a1aTh ITOCJICOBATEIBHOCTD NX BKITIOUCHHS.

3aaep:KKa npu
BKJIKYCHUHU NNUTAHUSA

MunumajibHoe
BpeMsi aBTOHOMHOM
Pa6oThI HA BBIXOE

[epen moBropubM BKimtoueHneM MBI nomken obecneunTs onpeaeaeHHoe MUHIMaIEHOE
BpeMs JJIs OAAEPKKH HAaTPYy3KH.

MapameTpbl copoca Harpy3ku. COpoc Harpy3KH MO3BOJISIET YKa3aTh YCIOBUS, BEI3BIBAIOIITHE TIOTEPIO
MUTAHUS HA OTIENBHBIX TPYIIAX MEPEKIIOYACMbIX PO3ETOK.

I[pumeuanue. Ecnu ucnonssyetcst mapameTp ceteBoro BeikiaoueHus PowerChute aiist ynpasnenus
WBII, He pexoMeHTyeTcs UCTIONb30BaTh MapaMeTphl BeIKIodeHHs anekTpuyectsa [ICY, Tak kak
OHHU MOTYT KOH(IMKTOBAaTh C HACTPOHKaMHM TPYIIIBI pO3€TOK, YkazaHHbIME B PowerChute.

[Tpumepom ucmonb30BaHus cOpoca HArpy3KH SIBISETCS OTKIIOYEHHE HEKPUTUYHBIX HArpy30K THUIIA
MoHUTOPOB, Koraa MBII padoraer oT OaTapen Wiu meperpykeH. ITO MO3BOJISAET COKOHOMHTD 3apsT Oarapen u
MPOJUTUTH BpeMs pabOThl BAXKHEHIITMX HATPY30K. JIpyruM MpUMEpOM SIBIISICTCS BHIKIFOUCHUE aBTOMATHYECKOTO
nepe3amnycka mocie Neperpy3ku ¢ meiabi UCCIeTOBAHMUS MPUIHHBI IEPETPY3KHU Tepe]] MOBTOPHBIM
BKJIFOUCHUEM TPYIIIBI PO3ETOK.

[TapameTpsl MO3BOJISIOT BRIKIIIOUATH TPYMITY po3eTok npu coomroaenun JIKOBbIX U3 yka3zaHHBIX YCIIOBH:

*  IIpH NpEeBBILIEHUN BpeMEHH PaboTHI OT Oarapen B MUHYTaX;

*  IIpH JOCTHXCHUU MUHUMAJIBHOTO OCTATOYHOTO BpeMeHH paboTsl BII B MuHyTax; (BpeMst paboThl —
ATO MPOAOIKUTENHEHOCTE padoThl MBII oT OaTapen mtst moamepskanust TEKyIIEH HArPy3KH);

* UBII neperpyxeHn (TpeOoBaHMs K MUTAHUIO YCTPOUCTB, noakIoueHHbIX K MBII, mpeBsimatoT
MOIIHOCTh, KOTOPYIO MoxeT obecnieuntsh MBIT).

MO>KHO TaK>X€ BKJIFOYUTh cJIcayrommume ,E[GflCTBPIH:

o IllponyckaTs 3aJepiKKy NP BbIKIOYeHnn pozeTok, (OTKIIIOYEHUE TPYIIITEI TPOUCXOIUT
HeMenJIeHHO 0e3 0KUIaHus BPEeMEHH, 33/1aBaéMOr0 B CEKyHJaX B IIapaMeTpe 3ajiepikka npu
oTKJIIoUueHun nutanui. Ilo YMOJI4YaHUIO OTOT mapaMeTp OTKJIIO‘-ICH.)

d OcTaBarbcs B BBIKJIIOUEHHOM COCTOSIHHM IOCJIe BO300OHOBJICHUS noaa4u NUuTaHusd. (OCTaCTCﬂ
BEIKJTFOUEHHBIM IT0CJIE BOCCTAHOBJICHUS IEPEMEHHOTO HAIIPSDKEHUS B CETH. DTOT IMapaMeTp OTKITIOUeH
no ymonyanuto, u MBII et B TeueHre onpeieIeHHOTO BpEMEHH, 3a/1aBa€MOTO B CEKYH/IaX B
mapameTpe 3ajep:ikika npu BKIYeHuN MUTAHNs, a 3aTeM BKJII0YaeT TPYTIBI PO3ETOK. )

CoObITUA U NpepbiBaHUA ANA rPynnbl PO3eToK. M3MeHeHne COCTOSHUS TPYIIIBI PO3ETOK TeHEPUPYET

cobprTrie UBIL: ['pynna po3eTokx BKIOUYEHA CO CTENEHBIO cephe3HocTn «MubopmanmonHas wiu M bBII:

I'pynna pozeTok BLIKIIOYEHA CO CTENEHBIO cephe3HocTH «lIpexynpeaurenproey. opMaT cooOIIEeHNs O

cobprTisx: «UPS: I'pyrima po3eTok nomep epynnol, ums_epynnol, Oeticmaue 1o npuyuney. Hampumep:
UPS: Outlet Group 1, Web Server, turned on.

UPS: Outlet Group 3, Printer, turned off.
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ITo ymMomuaHuiO0 COOBITHE TEHEPUPYET 3aMMUCH B XKYpPHAJIE COOBITHH, B BJICKTPOHHOMN TTOYTE U B CHCTEMHOM
xypHaie (Syslog).

[Ipu HacTpoiiKe TPHUEMHUKOB IPEPHIBAHUS TSI COOBITHI TeHEpUpYETCs IpephiBanme 298 BO BpeMs BKITFOUCHHS
TPYTITBI PO3eTOK M 299 — mpH BBIKITIOYEHUH TPYHIBI po3eToK. Coo0IeHne 0 COOBITHH SBIISIETCS apTYMEHTOM
MpepBIBaHUs. YPOBEHb CEPbE3HOCTH 110 YMOTYAHUIO TAKOH )K€, KaK M IS COOBITHS.

HacTpouku nutaHma B MeHK0 KOHdpurypaumm

MyTb: KoHdurypauma > Hactponku nutaHus

HocTtynHble HacTpoiiku 3aBucAT oT Monenu UBII.

HovuHanibHOe BBIXOJIHOE HAIIPSIZKeHN e — HTO HAPsKEHUE IEPEMEHHOr0 Toka, koropoe UBII nonaér Ha
Harpy3Ky npu pabore ot 0arapeil. MO)XHO HacTpauBaTh CJIEAYIOIIUE HIEMEHTHI, 3aBUCAIINE OT yCTPONCTBA!

Bepxnee u HkHee 3HaueHus apameTpa Hanpsizkcenne onpeaensroT quana3ossl, B KoTopsix MBI
ABTOMATHUYECKH PETYANPYET BHIXOJHOE HANPsHKEHHE, TT0aBacMOoe Ha Harpy3Ky. DTO 3allHIaeT Harpy3Ky.

[Tpu npeBbilIeHnn BepxHero 3HaueHust HanpsbkeHus MBI ncnonsiyer ¢ynknmio «IloHmxkenue
Hanpsokenus APH»; npu HanpsbkeHnn Huke HibkHero 3HadeHus: MBIT ucnons3yer hyHKIuio
«IloBeimenue Hanpsoxeans APH» (wnn nepekiiodaercs Ha paboty ot 6arapewn, eciiu UBII He nmeer
¢dbynakun «IloBeimenne Hanpsokerust APH»).

IIpu BrmoueHHON GyHKIMN Pesknm coepeskenust sueprun WUBII pabotaeT B pexume Oaiimaca u
MCTIOJB3YeT 3Hepruto Oonee 3pdextrnBHO. OTHAKO B peKUME COSPEKEHIS SHEPTHH YMEHBIIACTCS
CKOPOCTh Tiepexofia Ha utanue ot Oatapeu MBI npu Heobxoqumoctu. Ecnu B ucnonb3yemoii cpeze
HE00XOAMMO OBICTPOE TIEPEKITIOYCHUE, MOYKHO BBEIKITFOUUTH PEKUM COCPEIKSHUS SHEPTHH.

WBII pearupyet Ha MOMEXU B JIMHUH [TOJJAYU MUTAHUS, IEPEKIIIOYAsICh HA TIMTaHUE OT OaTapeu.
[TapameTp YyBcTBUTEILHOCTEH TO3BOJISIET U3MEHUTH BpeMs peakuuu VBII Ha momexu B IMHUM.
Ucnionp3yiite 3nauenmst [lonmkennasi 1 Huzkoe, 910051 mo3BonuTh MBI npruHIMATE IOABOTHMOE
MUTaHKE C TIOMEXaMH B TedeHue Ooliee TUTEIHHOTO IepHoia, TIPEXk/Ie YeM MepeKITIodaThCs Ha
nuTaHue ot Oarapen. Mcmonbsyiite 3Hauenne Husikoe, Korjga o OABOANMOM MTUTAHUH U3BECTHO, YTO
OHO COIPOBOXIACTCS OOJIBIIIMM KOJIHMYECTBOM TIOMEX B JIMHUY, HAIIPUMED, KOT/Ia TUTAHUE ITOAETCS OT
re’eparopa.

MomnocTs pozerku B BT: MakCUMalbHas HOMUHAJIBHAsE MOIITHOCTB B COOTBETCTBUU € TPEOOBAHUSIMU
YCTPOWCTB Harpy3KHu.

Hacrpoiiku Baiinac onpenenstoT yciaoBus, npu KoTopbix MBIT MOXKeT mepeKiodaTses B PEKUM
Oaiinaca.
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«BblknoyeHue» B MeHI0 KoHcurypaumm

MyTb: KoHdurypauusa > BbiknroyeHue

Hcnone3yiiTe 3TOT 3KpaH AJisl HACTPOWKHU mapaMeTpoB BeikimtoueHus MBI, cM. cienyromnyro Tabauily 1 pasuesn
««KoHTponupyemoe paHHee BBIKIIOUEHUEY U «3aBEPIICHNUE BBIKIIOUEHUIM.

Ha4yano BbIkNO4YeHUs

OmpeneneHue 3aAepKEeK U IPOAOIDKATEIHFHOCTEH, NCITOB3YEMBIX TIPH HeoOXomuMocTH BeIkTtodeHus MBI

Mone OnucaHue

s YIBII, paGotarormero ot 6arapeu, STOT apamMeTp ONpeiesIIeT HOPOTroBOe 3HAYEHHUE OCTaBIIETOCS
BpEMEHH paboThl, 10 ucTedeHnH kKotoporo Ha MBI BritowaeTcst cocTosHre HU3KOTO ypOBHS 3apsizia

Iponomxurens- Oarapen. Hanpumep, ecrut st mapamerpa «[IpomomkuTebsHOCTE paboThI IPH HA3KOM 3apsizie
HOCTBH PadoThIMpu | OaTaper» yCTaHOBJIEHO 3HayeHue B 10 MMHYT M IPOTrHO3UpYeMOe ocTaBleecs Bpems padots MBI
HH3KOM 3apsiae nocturaer 10 MUHYT WM MeHee, BKITIOYaeTCs] COCTOSTHHE HU3KOTO YPOBH: 3apsina Oarapen. Ecim ne
Oarapeu BoccTaHOBUTH utanue MBI ot ceTy, oH BBIKITFOUNTCS, KoT/Ia 6atapest pa3psiauTcs.

B cocTossHIM HU3KOTO YPOBHSI 3apsifia Oaraper BCe KIIMEHTHI ceTeBoro oTkimoueHust PowerChute,
ces3annblie ¢ [ICY, OynyT BBIKITIOUCHBI.

PaccuutreiBaeTcs 3a1CpiKKa, HCO6XOI[I/IMaH JJIs TOTO, YTOOBI Y Ka)XAa0ro KJIMCHTa PowerChute
OBLIO BpEMs AJId MATKOTO BBIKJIFOUCHUSA, €CIIN UBII unu knuent PowerChute 3aIllyCKacT MAT'KOC

BBIKJTIOUCHHE.
Makc. Tpedyemast * DTO0 MaKCUMaJIbHAs 3aJIeprKKa BBIKIIIOUEHUS], HE0OX0ANMast JII000OMY U3 CEPBEPOB B CIIHCKE
3a/1epKKa KIIMEHTOB ceTeBOro BhIKitoueHns1 PowerChute.

* OHa paccuuThIBacTCs NP BKIIOYEHUH WITH cOpoce nHTepdeiica ynpasienust VBl nim npu
BEIOOpE Mapamerpa Buinysicoennoe coznacoeanue v KHONIKH «I[IpuMeHNTHY.
CM. pazzen «3aaepiKa BBIKIIOUECHUS U ceTeBoe BhIkodyeHne PowerChutey.

BasoBasa curHanmMsauus BbIKITOYeHUs.

BazoBas curnanuzaims WM «pocTasi CHTHATU3AIU» — 3TO MPOCTOM crocol B3aumonericTeus UBIT

C cepBepoM, pabouel cTaHIMel WM CHCTEMON CTOPOHHETo npou3BoauTels. [Inara pacmupenus narepdeiica
2 (AP9624) — 310 NONOIHUTEIbHAS IPUHAIICKHOCTD € MOIIepxkKoi Smart Slot, koTopast MOXKET 00eCIICUUTh
npoctyto curHanusanuto 1 UBIL TIpocrtaa curnanuzanusa UBI1 MOXeT OCyIeCTBIATh YBEAOMIIEHUE U
MSTKOE BBIKIIOUEHUE CUCTEMBI, HO HE TIPEAOCTaBISIET (DYHKIUI HEIPEPHIBHOTO PACIIMPEHHOTO MOHUTOPHUHTA,
JOCTYITHBIX TIPH PACIIMPEHHON WM HHTEJUIEKTYyaIbHON CUTHAU3AIINN.

Ipumeuanue. [Tpu nucnonp3oBannu cereBoro orkioueHus PowerChute He pexomeHmyercs
HCITOJIB30BaTh 0A30BYI0 CHTHAIHM3AINIO BEIKITIoOUeHMsI. [t HekoTopsIx Mozenek UBII takue
¢yHKIMN, Kak 6a30Basi CHTHAIN3ANNS BBIKITIOYSHHS, MOTYT TOBJIHATH Ha BhIKItoueHue MBI1

Y TIepeoTIpeeNTh POIOIHKUTEIHHOCTE paOOTHI TIPH HU3KOM 3apsse OaTapeu, KoTopas
ucnonssyercs nporpammoii PowerChute amst pacuera o6miero TpedyeMoro BpeMeHH BBIKITIOUEHHUSL.

Mone OnucaHue
Bxutounte napametp «ba3zoBas curnanuzanus BeIKIIOUeHUS», eciu K MBI noakmouen
BazoBasn cepBep, pabouas CTaHIMSI WIIM CUCTEMa CTOPOHHETO ITPOM3BOIUTEINS C ITOMOIIBIO Kaberns
CUTHAJIN3aLHs 6a30Boil curHanu3anuy. BximounTe 3Ty QyHKIMIO, ecian uctonb3yemsblit MBI ne
BBIKJIIOYeHUSI MOJAECP’KUBAET PACIIMPEHHYI0 CUTHAIM3ALMIO WK HACTPOEH Ha Tepeiady CUTHAJIOB C

IIOMOIIBIO 0a30BOI CUTHAJIM3ALINH.
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baszoBas
MPOJOJIZKUTEIb-
HOCTH PadoThI IPU
HH3KOM 3apsijie
Oarapeu

st UBI, pabotarorero ot 6arapeu, 3TOT apaMeTp OMpeNesieT MOPOTOBOE 3HAYCHHE
OCTAaBIIIETOCS BpeMEHHU paboThI, 10 HcTedeHnH kKoToporo Ha MBIT BkirtogaeTcst cocTosiHre
HHU3KOTO YPOBHs 3apsaa 6arapeun. [1pu stom MBI BHIMONHAT clieqyromuye 1eCTBHS:

» OTOOpa3uT yBEJOMIICHHE O HU3KOM ypOBHE 3apsia 6arapen Ha auctuiee WBII.

» OTrpaBHT yBEJOMJICHHE O HU3KOM ypoBHe 3apsina 6arapen ¢ MBI Ha moakitoueHHbIE
ycTpoiicTBa 1Mo Kabelto MpOCTOH CUTHATH3AIHH.
Ecnu ve BoccranoButs nutanue MBI ot ceT, OH BBIKIIIOUUTCS, KOT/Ia OaTapest pa3psauTcs.

DTa NPOAOILKUTENBHOCTh A0CTYMHA TodbKO At Moaener Smart-UPS SMT, SMX, SRC,
SURTD u SRT.

ba3oBas 3aJIEpPiKKa
BBIKJTIOYCHUSA

Or[pez[ens{eT MMPOAOJLKUTCIBHOCTD OXKUIAHUA WBII nocne YBEOOMJICHUS O 06a30BOM
BBIKITFOUCHHUH, TPECIKAC YEM OH BBIKITFOUUTCA. Ilo ucreyeHmu 3TOrO nepuoaa UBII BeIKTIOUUTCS
HE3aBHCUMO OT OCTABIICTOCA BPEMCHU pa6OTI)I 6aTapeH.

Ota 3a/iepKKa JOCTyITHA TOJIBKO ISl onpeaeseHubix moaenei Smart-UPS SMT, SMX, SRC,
SURTD u SRT.

I'Ipop,onmmen bHOCTb BbIKITHO4YeHUA

OmnpeneneHue nepuoaa, Ha KOTOpbld Beikitouaercs MBII.

Mone

OnucaHue

Bpems B cnisiiem
pe:xxume

Omnpenenenre HHTepBaia BpeMeHH, B TedeHre kotoporo MBIl coxpaHseT BBIXOIHOE MUTAHNE
BBIKJIFOUEHHBIM IIPU UCIIOJIb30BAHUU KOMaH/B! crisiero pexuma juist MBI win rpynmst
posetok. Korma UBIT niu rpynma po3eTok BHIKIIOYAIOTCSI, OHM CHOBA BKJIIOUAIOTCS MOCIIE
3aJJaHHOTO 3/IeCh BPEMEHH B CIIAIIEM peXHUMe ¢ 100aBIeHHEeM BpeMEHH BO3BpaTa Miu
3aJICP>KKU MPH BKIIIOYEHUHN ITUTAHUS [UIs TPYIII po3eToK. Eciu nmutanue ot ceTu He ObUIO
BO300HOBIJIEHO K 3TOMY MOMeHTY, BIT mogoxaer ero BO30OHOBICHUS JI0 BKJIIOUSHHSI.

Cwm. pazaen ««[pynmsl po3eTok» B MEHIO KOHPHUTYpalim» Ha cTp. 23.

Komanny cosimero pexxuma MokHO nozaTh ¢ nomouisto aucies: UBI, « MBI B MeHto
ynpasieHus», komasasl SNMP wmn mporpammel PowerChute Business Edition.
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MapameTpbl BoikntoyeHusa PowerChute

Omnpenenenrie napaMeTpoB BHIKIIOUCHHUS, HCIIOIB3yEeMBIX ITPH ceTeBOM BhIKItoueHnn PowerChute.

Mone

OnucaHue

Makec. Tpedyemas
3aJepaKKa -
BeinyxkaeHHoe
coriacoBaHue

[Tpu BrutOueHNY apameTpa Buinyocoennoe coenacosanue BEITIONHAETCA cOPOC 3HAUCHUS
«Makc. Tpebyemast 3a1epKka» Ha 3HaueHHe napamerpa «IIpogomKkuTensHOCTh pPaboThl IpU
HU3KOM 3apsine 6arapewn». [ICY oTnpaBiseT makeT 0OHOBICHHOTO COCTOSIHUS Ha BCE
3aperucTpupoBaHHblie areHTsl PowerChute. 3arem nporpamma PowerChute cpaBHuBaer
HPOAOJDKUTEIBHOCTh pabOTHI IIPH HU3KOM 3apsiie 0arapeu, OTIPaBICHHYIO B 9TOM MaKeTe,
C O6H_[I/IM Tpe6yeMI)IM BPEMCHEM BLIKIIIOYCHUS U YBEINYUBACT COOTBETCTBYIOLIUM 06pa30M
3HaueHne «Makc. TpeGyemast 3aJiepiKKay WK «3aep>KKa MPH OTKIIOYCHUN TUTaHUSD) JUIS
TPYIIIBI PO3ETOK, B KOTOPOH OHA 3aperuCTPUPOBAHa.

[Iporpamma PowerChute BeINONHSAET IPOBEPKY OCTABIIErocs BpeMEHHU paboThI OT OaTapen
kaxzpie 30 cexyH, cpaBHUBaAs IPU 9TOM 0011iee TpeOyemMoe BpeMsi BHIKIIIOUEHHS C
HPOAOJKUTEIBHOCTHIO pabOTHI IPH HU3KOM 3apsijie Oarapeu, yctaHoBiaeHHOH Ha [ICY.

[Tpu BEIOOpE BBIHYXICHHOTO COTIACOBAHHS 33/ICPXKKa IPU OTKIFOYCHUH MUTAHUS TS BCEX
TPYIII PO3ETOK cOPACKIBACTCS Ha TAKOE )K€ 3HAYCHHUE, UTO U MPOAOIKUTEIIBHOCTD PaOOTHI MPH
HHU3KOM 3apsize 6arapeu.

Jlist pacueTa 3HaueHUs, HEOOXOMUMOTO BceM kimeHTaM PowerChute, koTopbie
3apeructpupoBanbl Ha [ICY, QyHKIMH BBIHYKICHHOTO COTIACOBAHMUS MOXET MOTPEOOBAThCS
A0 J€CATU MUHYT. I[OHOJ'IHI/ITCHBHLIG CBCJICHHUA CM. B pa3fciic <<3a;lep>1<1<a BBIKJIFOUCHUS U
ceteBoe BoikToucHHEe PowerChute» Ha cTp. 29.

IloBenenune B
pe:xxume
«OT 6arapen»

Omnpenenenne nosenenus: UbII nocie BbIKIIOUEHUS TUTAHUSL:

* [Iepe3zamyck mocie BO30OHOBIEHHS TUTAHUSI — MOCIIE BO30OHOBIICHUS INTAHUS OT CETH
WBII nepezamyckaercs.

* Beixuttouenne 6e3 nepesanycka — VMBI octaeTcst BBIKITIOUEHHBIM JaXe IOCIie
BO300HOBJICHUSI TUTAHUS OT CETH.

HMmsa mojb3oBaTes

BreauTe ums monp3oBarens YIeTHOH 3amucH, HacTpoeHHou st PowerChute.

®paza
ayTeHTH(UKANH

Ora ¢paza ucnonssyercs 1 ayreHTHuKanun mexxay PowerChute u IICY Ilo ymonuanuio
sTa ¢paza mycra. Ee HeoOxonumo BBecTH 10 aktuBau PowerChute.

«KOHTponMpyemoe paHHee BbIKIK4YeHue» n «3aBepLueHV|e BbIKITHOYEeHUA».

Otu pynkumn goctynasl He s Bcex MBI Otu ¢pyHkunn Hegoctynmubl 1715 Moneneit Smart-UPS
SMT, SMX, SRC, SURTD u SRT. Undopmanuro 06 yrpaBieHUH paHHUM BBIKIIOYEHHEM TPYIIT
PO3eTOK JJIst 3TUX Mojenel cM. B pasnene «[lapamerpsl cOpoca Harpy3km» Ha cTp. 24.

Oynkun «KoHTponmmpyeMoe paHHee BBIKIIFOUSHUEY TTO3BOJISIIOT BRIKITIOUUTE yeTpoiicTBo MBI, paboratomiee
ot Oarapen, npu codmonennu JIIOBOI'O u3 yka3zaHHBIX yCIIOBHI:

*  IIpU NPEBBILICHUN BPEMEHH paboTHl OT Oarapen B MUHYTaX;

* TpU JOCTIKEHHUH MUHUMAJIBHOTO OCTaTOYHOTo BpeMeHH paboTs! MBIl B MunyTax; (Bpems paboThl —
3TO MPOAOIDKUTENBHOCTE paboTsl BIT oT Oatapeun nis nmonaepxaHus TEKyIel Harpy3Kn);

¢ [IIpu 3apgaac 6aTapeH HHUIKE YCTAHOBJICHHOI'O MIPOIICHTA OT €€ 061ue1}'1 €MKOCTH;

* IIpu CHWKeHuu Harpys3ku Ha MBIl 1o 3apaHHOrO 3Ha4eHUs B IPOLICHTAX.

C momortrsio mapameTpa
MOYHO TaKXe yKa3aTb, HoJbkeH i MBI cHoBa BKITIOYHTHCS MTOCIIE BOCCTAHOBJICHUSI TUTAHUS
MEPEMEHHOTO TOKa B CETH.

OyHKIUY 3aBepuIeHHe BBIKJIKYeHHs T03BOJISIOT YCTAHOBUTH YCIOBHUE U BpEMS 3aJIEP>KKH JJIsl CIIy4aes,
korga MBIT Mo)keT CHOBa BKJIFOUUTHCA MOCIIE BOCCTAHOBJIEHUS MUTAHUS IEPEMEHHOIO TOKA B CETH.
B 3aBucumoctu ot monenu MBIl MokHO yKa3aTh 3HaY€HHE U

1o noBTopHOro BKitoueHus: UBIT.
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3apgepxka BbIKNHOYEHUA U ceTeBoe BbikntovyeHne PowerChute.

B crenyromem paznene onrcaHo, kKak napameTpbl «[IpomomkuTeIbHOCTS paOOThI IPU HU3KOM 3apsizie
Oarapen», «Makc. TpeOyemas 3aJepikKKa» U 3aJCPKKHU BBIKIIOUECHUS JIUIS TPYII PO3ETOK BIUSIOT HA
MO CIIEA0BATENLHOCTE BEIKIIIOUeHus PowerChute.

JlomonHuTenbHY 0 HH(MOPMAIIHIO O TIOCISIOBATEIBHOCTIX BhiKIoueHUs PowerChute cm.
B svixnouenuro PowerChute.

s o6oux Tunos UBII, ¢ rpynmaMu po3eTok u 6€3 HUX, BpeMs BBIKJIIOUEHHUS ONPEACISIETCS IMyTeM
B3anmopueiictus [ICY ¢ nmporpammoii ceTeBoro BeikitoueHus PowerChute cremyromymM o0pazoM.

HBII 6e3 rpynn po3eTok

Jns UBIT BE3 rpynm po3eTok BpeMs BRIKITIOUSHUS — 3TO OOJIbIee U3 3HaueHui Maikce. Tpedyemasi
3aep:kKa u [Ipono/LkuTeILHOCTH PadOTHI MPH HU3KOM 3apsjie 0aTapeu Ha SKpaHe BhIK/II0YeHue TUIaThl
CETEBOTO YIIpaBIIEHUS ILTIOC HEHACTpanBaeMasi 2-MUHYTHasl 3a/IepKKa TUTFoc Bpems 3aaepkku st UBIIL

Hauano Bbikntouenus UBI UBI BbikNoYeH

l l

MpopomxkuTensHOCTL PaboThbl NpK HU3KOM 3apsae 6aTapeu unu Henactpansaemas 3apgepxka
Makc. Tpebyemas 3afepxka OBYXMUHYTHas BbIKMIOYEHNS

3agepxka VBN

O | | | | | | | | | | |

MBI 6e3 rpynn po3eTok — BpeMsl BbIKNOYEHNA B MUHYTaX

IIpumeyanus:

*Ecnu BeIKTIOUEHHE OBLIO HHUIOUHUPOBAHO COCTOSAHHUEM HU3KOTO YPOBHA 3apsaia 6aTapeI/I,
MPOAOJDKUTCIBHOCTD pa60TbI IIpU HU3KOM 3apsac 6aTapeH uMeeT 0osiee BHICOKUIA MNPUOPUTECT, UCM
MaKCuUMaJIbHas Tpe6yeMa$[ 3a1CPIKKa.

*Uckitouenuem sBistrotrest mogenun UBIT ¢ mpedukcom SUM, Ha KOTOPBIX IPYMITBI PO3ETOK UCTIONB3YIOT
meton aist MUBIT 6e3 rpymm po3eTok i pacueTa BpeMeHu BoikitoucHus VBIT.

HBII ¢ rpynnamMu po3eToxk

Jns UBIT C rpynmaMu po3eToK BpeMs BBIKIIIOUEHUS — 3TO 3HAYSHHE 3a/1epiKKa IPU OTKII0UCHUN TUTAHNS
Ha 9KpaHe | pyniibl po3eTok IIaThl CETEBOTO YIPaBIeHHs, CM. ««[ pyIms! po3eTok» B MEHIO KOH(GUTypaun.
(doctymHo He Ha Bcex ycrpoiictBax UBIL.)

Hayano BbIknoYeHus rpynna po3eToK
rpynnbl po3eToK BbIKIHO4YeHa

i l

3agepkKa Npy BbIKIOYEHUU ANs TPYNibl PO3ETOK
(akpaH «pynnbl po3eTok» NNaThbl CETEBOro yNpaBneHus)

D | | | | | | | | | | |

MBI ¢ rpynnamm po3eTok — BpeMs BbIKMOYEHUS B MUHYTaX
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IIpumeyanus:

JloToTHUTENbHY0 HH(POPMALIUIO O MOCIEA0BaTEIbHOCTX BhIKIIodeHHss PowerChute cm. B pa3nene
«Sample Shutdown Scenarios» (O0pa3IbI CliIeHApUEB BHIKITIOYCHUS )

[pu cpaBHeHNHM TpeOyemoro BpemenH BbikitodeHus: PowerChute u MakcumanbHO# TpeOyemon
3a7ICPIKKH JTN00 33ICPKKH TP BRIKITFOUEHHUH JUTs1 TpyTibl po3etok Ha [ICY ucnomnb3yercs Oosbiiiee
3HaveHue. Hampumep, eciu 1Sl PONOIKUTENFHOCTH BBIKITFOYEHHST B KOMaHIHOM CTPOKE KIIMEHTa
PowerChute ycraHopieHo 3HaueHHE 8 MUHYT, HO IPONIOIDKUTENBHOCTD paboThl MBI npu HI3KOM
3apsie Oarapeu coctapisieT 10 munyt, [ICY Oyner ucrnonb3oBarh Oosbiiee 13 3HadeHui (10 MUHYT)

JUTS. MAKCUMaJTbHOM TpeOyeMoii 3a/Iep KKH.

[Tpu By ) neHHOM cortacoBanuu [ICY ompamuBaet knmueHToB PowerChute Ha npenmeT

YCTaHOBJICHHOTO Ha HUX TPeOyeMOro BpeMEHH BBIKIIIOUCHHS. B pe3ynsrare s 0OHOBICHUS
3HAUCHUH MaKCUMAaJIbHOHM TpeOyeMOo 3aep kK1 MK 3aI€PAKKH MTPH BBIKIIOUECHUHN ATl TPYIIIBI
PO3ETOK MOXKET MOTPeOOBaTHCA A0 NECSITH MHUHYT.

PowerChute He u3MeHsieT 3HaUeHUE
Ha IIJIaTe CETEBOTO YIPaBICHU.

3HaueHue

PowerChute Network Shutdown Bepcuu 3.X u BbIllle He

HCIOJIB3YCTCA IJIATOH CETEBOIO YHpaBJICHUA 10 OTHOLICHUIO K HBIl ¢ rpymnmaM1 po3€TOK.

JKpaH «UBI: obwee»

MyTb: Kondurypauumsa > UBI

DTOT 3KpaH JocTymeH He ans Becex MBIIL

Hexotoprie u3 pynkuunii, onucannbix nanee, MoryT HE otobpaskarbscs s Hekotopsix VBIT.

Mone OnucaHue
Hma UBIT Wms mns uneatndukammn UBIT.
dusnueckas ycranoska MBIl ycTraHoBKka B CTOMKE MM B BHAC OTACIBHOIO
Tlo3umusa UBII y Y A A

Oroka (HarmoabHas).

3BYKOBOIi CMTHAJI
TpeBoru

BxumioyeHne niti BEIKITIOYEHNE 3BYKOBOI CHTHAJTM3AINH, a JUTSl HEKOTOPBIX YCTPOICTB
WBI1 MOXXHO 3a1aTh YCIIOBHE, IPH KOTOPOM PabOTAET 3ByKOBAs! CHTHAIM3ALIHSL.

SI3bIKOBBIE HACTPOIKHU
KHIKOKPHCTALTHYIECKOT0
JAuCTIest

Ornpenenenue A3bIKa, UCHOIb3yeMoro Ha aucmiee WBII.

KK-nucnieit

BrixiroueHre WiTh BKITFOUEHUE TOCTYTIA K 3anucy B uHTepdetice muctest MBI

Ecnu goctyn BBIKIIFOYEH, MOTB30BATENb MO-TNPSKHEMY UMEET JOCTYIl Ha YTCHUE
OOJIBILIMHCTBA DKPAHOB, HO HE BIOYKEHHBIX YKPAHOB MEHIO « YIIpaBJICHHE» U
«Konguryparus».

Bpems npenynpexieHus
CHUTHAJIA TPEBOTH 0
COCTOSIHMH OaTapen

YcraHOBKa BpeMeHH (B AHAX) 10 MOSBICHUS KPUTHUECKOTO CUTHAJA TPEBOTH O
3amene Oarapen Ha JKK-nucrutee UBII. YeraHoBuTe 3Ha4eHuE -1, 4TOOBI HE
oToOpakarh MpeaynpeKaatoliee YBEIOMICHHUE.

Bpems cHa, curHau
TPEeBOTHU 0 COCTOSTHIU
O0aTapen

YcraHOBKa BpeMeHH (B AHAX), B TEYEHUU KOTOPOTO CUT'HAJ TPEBOTH Oarapen
XKK-sxpana UBII He oToOparkasics mocie NepBoro NOATBEPKACHUA. YCTaHOBUTE
3HaYCHHE -1, YTOOBI HE 0TOOPAXKATh TOMOIHUTEIBHBIX PEAYIPEKIACHUN TOCTC
MOATBEPKICHHS IIEPBOTO MPEAYIPEKICHHUS.

IMocnenHss 3aMeHa
O0aTapen

BBon Mecsna u roga nocnenneii 3amensl 0arapen UbII.

Mnata ceteBoro ynpaeneHusa 3 ana UBI PykoBoacTBo nonb3oBartens 30


https://www.apc.com/us/en/download/document/SPD_PMAR-9E5LVY_EN/
https://www.apc.com/us/en/download/document/SPD_PMAR-9E5LVY_EN/

Mone OnucaHue

KonmuecTBo Oarapeii, nckimrodas BCTpoeHHbBIE OaTtapen, nmeromuecs B MBI1. Ha
HEKOTOPBIX YCTPOHCTBAaX, B KOTOPBIX UCTIONB3yeTcs Oomee 16 Oarapeit, HyKHO
nmobaBisaTh o 16 Garapetit (16, 32, 48 U T. 11.), HO 3aTE€M 3TO YHCIO MOXKHO
CKOPPEKTHPOBATH JI0 HY’>KHOTO 3HAYCHUSI.

Yucuio darapeii
WIH
Buemnne 6arapeu

Buenrnuii 6aTapeitHbIit HopmupoBanHBIe aMItep-4ackl (eMKOCTE Oartapeit) OarapeiiHOro mkada s
mKag BHELIHEro 0aTapeiHOro HCTOYHHKA MTUTAHHUS.

C mOMOIIIBIO 3TOTO TIOJIST MOYKHO H3MEHUTH CKOPOCTH 3apsanku Oarapeit BIT B

nponeHrax. 3aeck 100% mpencTaBiasioT CKOPOCTh 3apsSAKH, PEKOMEHIYEMYIO

nponsBoguTesieM. Hampumep, 4To0bI yBEIHYHUTH B 11Ba pa3a CKOPOCTD 3apsAKH,

ycranoBure 3HadeHne 200%.

Hamnpumep, korma 11t CKOpOCTH 3apsiIKu OaTrapen ycTaHoBieHO 3HadeHue 100%:

* [Ipu yBennueHuu o0IIei eMKOCTH OaTaper TOK 3apsIKu OaTapew,

TI0/IaBaeMBIH 3apsIHBIM ycTpoiicTBoM 1t Garapen UBII, aBromarnyeckn
YBEIIMYMBACTCS, YTOOBI COXPAaHUTH CKOPOCTH 3apsaku 100%, u ckopocThb

3apsAIKH MEHATH HE TpeOyeTcsl.
CkopocThb 3apsiIKH

Garapen * [Ipu ymeHbIIeHHN 00LIEH €MKOCTH OaTaper TOK 3apsiiku Oarapew,

TI0/1aBaeMBIH 3apsIHBIM ycTpoiicTBoM 1t Garapen UBI1, aBromarnyeckn
YMEHbIIAETCsl, YTOOBI COXPaHUTH CKOPOCTh 3apsiaku 100%, 1 ckopocTh
3apsAIKH MEHATH HE TpeOyeTcsl.
JlononHuTtenbHy0 HHGOPMAIIHMIO O eMKOCTH 0aTaper CM. B PyKOBOJICTBE
nonb3osatens UBIL.
Buumanne! 3apsaka mpu CIUIIKOM BBICOKOI CKOPOCTH MOYKET MPUBECTH K
3aKUNIaHUIO W/WITH YTEUKE DIISKTPOJINTA W/WITH MOBBILICHUIO JABJICHUS ra3a.
He u3MmeHnstiiTe 3Ty HACTPOIKY, €Cii He 001ajacTe JOCTATOYHBIMU 3HAHUSIMU
B OTOH 00MacTH.

Vxaxwure tun 6arapen, rie VRLA — ato0 «Valve Regulated Lead Acid» (cBunII0BO-
Tun 6arapen KUCIIOTHAsI OaTapest ¢ KIalaHHbIM PeryarpoBanieM), a Benruinpyemas siueiika —
9TO Garapest ¢ >KHAKAM 3JICKTPOIUTOM (KaK B aBTOMOOMIISIX).

Hcnonp3yiiTe 3TOT mapameTp Iis onpeneineHus oormel emkoctu 6arapeit BIT ot
7 no 200 amrep-gacoB (A-4). DTo 3HAUCHHE UCTIONB3YETCS IS OIICHKH BPEeMEHHU
paboTHI U oTlpeneneHus TOKa, HeOOXOAMMOTO s 3apsiaKku Oarapeii. Ecim Ha
O0mas eMkocTh 0aTapen | ucnonszyeMoM WUBII umeetcs mapameTp «O0mas eMKOCTb GaTapeny,
OOHOBJISIITE ero 3HaueHue npu JgodasieHnu 6arapeid B UBII ninm u3Bnedennn nx
n3 UBII. JlomomHUTENpHYIO HHPOPMAIIHIO O EMKOCTH OaTapen CM. B pyKOBOJCTBE
none3oBarens UBII.

JKpaH «PacnucaHme camoamarHOCTUKU»

Mytb: UBMN > KoHdurypauusa > PacnucaHne camoamnarHoCTuku

Hcnonp3yiiTe 3TOT napaMmeTp AJi1 HACTPOWKH BPEMEHH 3amycka camoguarHoctuku Ha UBIL.
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nﬂaHVIpOBaHVIe BbIKINTHOHeHUA

MyTb: KoHdurypauumsa > NnaHuposaHue

Ora ¢yrkmms nocrynHa He s Becex VBl OyHKImy miiaHIpOBaHUS CaMOTECTHPOBAHUS OTINYAIOTCS IS
pazsbix ycrpoiicts UBII.

IIpumeuanne. He co3naBaiite HakIaapIBaroIyecs Apyr Ha Apyra pacrucanust. [IpruMep HakiIaIbIBarOIMXCs APYT
Ha JIpyTa paclucaHHi BRIKITIOUEHNS: exxeiHeBHoe BhIkTodeHue ¢ 20:00 no 21:00 u pa3osoe Beikmouerue ¢ 20:10 1o
20:30. HanokeHwe pacmicaHtii BEIKITFOYCHHUS MOXKET IIPUBECTH K HEM3BECTHBIM M HETIPOBEPEHHBIM PE3YITETaTaM.

Ona o6oux napameTtpoB: UBI n «pynnbl po3eTok»

MoskHo HacTpouts BeikiItoueHue 11t UBIT B obmactu MBI umu 1u1st OTaeIbHON TPYIIIbI MEPEKITI0YaeMbIX
PO3€eTOK (ecii BO3MOXKHO) B obmacTu I pyibl pozerok.

[pu Be16Ope MBI nnm ['pyninst po3eTok I0ObIe HACTPOCHHBIC PACIIMCAaHUs OTOOPAXKAIOTCS BJIOJb BEpXHEH
YaCcTH dKpaHa C MOAPOOHBIMH CBEICHUSMU, BKIIIOYasi CBEACHUS O TOM, BKIIIOUCHBI OHH WJTU BBIKTFOUCHEI.

PepnakTtupoBaHue, BKntoveHUe, OTKIIOYEHME UNN yaaneHue 3anfaHnpoBaHHOIo BbIKITIOYEHUS.
[IlenxkHKUTE NMS paCIIMCaHUs B CIIUCKE PACIIMCAHUM, PACTIONOKEHHOM BAoib 3kpaHa MBI wim ['pyniisl
pozetok. OToOpaXKkaroTCsl MOJTHBIC CBEICHHS, © MOYKHO U3MEHHTH ITapaMeTphl. B TOM 4mncIiie MOKHO BpPEMEHHO
BBHIKIIFOUUTH YCTPOUCTBO, CHSIB (Di1ayKoK BK/II0YNTE, HIM yAaJIUTh YCTPOUCTBO MOJHOCTHIO.

Cos3paHue pacnucaHus BbiknodeHun UBI unu rpynnbl nepekntoyaeMbiX pO3eToK.

1. B paznmene llnanuposanue Beioepure UBII wm rpynny pozetok.

2. HWcnomnp3yiiTe MepeKIOUaTesu Iisi BRIOOPA TUIIA BHIKIIOUEHHS, KOTOPOE HAJ0 3aIIaHUPOBATh:
Onnopa3oBoe BbIKII0OYeHNE, ExkenHeBHOE BhIK/IIOUeHHE WU EjkeHene/bHOe BHIKJIIOUEHHE, 3aTEM
LIETKHUTE KHOMIKY JlaJiee.

3. YToOBI BpeMEHHO OTKJIIOUUTH PaclluCaHue, CHUIMUTE (Di1axoK Br/I0unTE.

VYKaxuTe uMsl, a TaKXKe JaTy U BpeMs Ui paciucaHus.
Jlns exxeHeenbHOTO BRIKIIIOUEHHS YKaKUTE MHTEPBAJ B pacKPBIBAIOIIIeMCs MOJIe.

5. yKa)KI/ITe, JOJIDKHO JIN YCTpOﬁCTBO WJIK rpynra po3€TOK IMOBTOPHO BKIIHOYATHCA MMOCJIC BBIKIIFOYCHUS !

[ToBTopHOE BRIIIOUEHNE: YKAKUTE, OymeT v BKItodaThest VIBI1 B KOHKpETHBIN IeHb M B KOHKPETHOE
Bpemsi: Huxorna (MBI Bkirouaetcst Bpyunyto) wnu Hemensenno (MBI BkitounTes mocne oxXugaHus
B 6 MUHYT).

TompKo U1 TPYHIIBI PO3ETOK YKAXKHUTE TPYIITY ISl BBIKIIOUCHUS, IIETKHYB COOTBETCTBYIOLIYIO KHOIIKY.

KuimenTel ceTeBoro Beikaw4Yenus mo curuany PowerChute: ykaxure, CIIyeT JIM YBEIOMIISIT KITHEHTHI
PowerChute; cm. pasznen «KimueHTsI ceTeBoro BeIKIoueHUsT PowerChutey.

DTH mapaMeTphl MO3BOJISAIOT MCIIOIB30BaTh YTHIIUTY CeTeBOTO BEIKIodeH!s PowerChute mst
BEIKITIOUEHHS 10 50 cepBEpPOB B CETH, TJI€ UCIOIB3yeTCs KIMEHTCKAask BEPCHS ATOH YTHIINUTHL

JKpaH «OOHOBIEHME NMPOLUNBKNY

MyTb: UBMN > KoHdurypauumsa > O6HoBRMeHUE NPOLUNBKN

Ota QyHknms noctymHa He 1 Beex MBI

DT0 0OHOBIIEHUE OTHOCUTCS K npowuske Ha MBI, He myTaiite ¢ o0HOBIeHHeM npomuBku [ICY
(cm. paznen «llepenada daitnosy).

CJ'IG,Z[yf/’ITC HWHCTPYKIHUAM Ha 5KpAaHC Oo0HoBJIEHHE IIPOIIIMBKH, YTOOBI OINpeACINTDb, HYKHO JIN
BBIKJIFOYUTH BBIXO HBII nepen OOHOBJICHHEM MMPOMINBKHU. DTO 3aBUCHUT OT onpez[eneHHoﬁ MOOCIIN
12108
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IIpumeuanue. /s npocMoTpa sKpaHa B Internet Explorer®

HCITONIB3YHTE Bepcuio Opay3epa 10 wim BEITIE ¢ BRIKITIOYCHHBIM ITPOCMOTPOM B PEKHME
COBMECTUMOCTH. DKpaH OOHOBIICHHUS MTPOITUBKH HECOBMECTHM C Opay3epoM Edge®.

BrimonHuTe 3TH NeiicTBUS 11 OOHOBJIGHUS MIPOIIMBKU. (AJIBTEPHATUBHBIN CIIOCO0 CM. TaKXKe B paszaesc
«UcnonezoBanne FTP qnst o6noBnenust npomusku MBID».)

L.

wokw D

Wuadopmarmro no nomydeHuto daiina ¢ 0OHOBICHHEM POLIUBKH U IaTbHEHITNE HHCTPYKIIUH CM.
B CTaThiX C WACHTHU(UKAaTOpaMH u B 06a3e 3HaHUU Ha

Bri6epure -
[{enxHUTE KHONIKY W HalIUTe 3arpy>KeHHBIN (aill 0OOHOBIEHHS Ha KOMIIBIOTEpE.
[lenkHuTEe KHONKY , 4TOOBI 00HOBUTH TipoIuBKY MBI,

[To 3aBepreHur 0GHOBIECHUS IPOBEPETE COCTOSIHUE B pa3zeie u
WK B KypHaJie COOBITH.

Oo6nosjsienne npomuBku UBII ¢ USB-nakonuTres (Toibko moaesib AP9641)

[Ipesxxne yem o6HOBIATE pomuBKy UBII, yoenutecs, uro USB-nakomurens nogaepxusaetr USB v1.1 u

ordopmarupoBat B daitnosoii cucreme FAT, FAT16 umu FAT32.

1.
2.

Bcrassre USB-Hakonutens B mopt USB Ha xomnbroTepe.

OTkpoiiTe cTaTbu u B 0a3e 3HaHMH Ha , YTOOBI 3aTPY3UTh
NpaBUIIBHBIN Qaiin ooHoBIeHus npommBku A UBIL, u coxpanute daiin B kopHeBoM katanore USB-
HaKoIuTells Win B kKaranore /upsfw/ na USB-Hakonurese.

Uzenekure ycrpotictBo USB, comepkamiee (haiisl IpomMBKH, U3 MOPTa KOMIBIOTEPA M BCTABBTE €0 B
mopt USB na IICV.

Ortkpotite BeO-unrepdeiic [ICY u nepeiimure B pasnen
Bri0Gepure (haiin mpoIMBKY B pacKpbIBAIOLIEMCS CIIHICKE MO TTaHeNbo 0OHoBneHus ¢ USB-HakonuTes.
Haxxmute kHODIKY , 4T00BI 00HOBUTH TpomuBKYy MBII.
MNPUMEYAHHUE. [l 0OHOBIIEHUST MOXET IOTPeOOBATHCS HECKOILKO MUHYT. He
uzBiekaite ycrpoiictBo USB u3 [ICY, noka obHoenenune npommmsku MBI He Oyner

3aBepiieHo. Ecnu USB-HakonuTens OyJeT U3BIICUEH 10 3aBEpPIICHUS] OOHOBICHUS,
0OHOBJICHHE HE OY/IET BBIMOJHEHO YCIICIIHO.

ITo 3aBepiieHHH OOHOBJICHHUS TPOBEPBTE COCTOSHKE B paszierie
WU B )KypHAJe COOBITHIA.

Ucnonb3oBaHue FTP ana o6HoBneHus npowusku BT

Ecnu Heo0x01uMo 0OHOBUTH CITMIITKOM MHOTO ycTpoiicTB MBI, MoxHO crenath 310 ObicTpee ¢ momorsio FTP.
[IpumMep HYXHBIX ACUCTBUI MPUBEICH B CISAYIOIICH MPOIeIype. DTOT CIOCO0 SIBISETCS aJIbTePHATHBHBIM
crioco0y «IkpaH «OOHOBJICHHE IMPOIITUBKIMY.

L.

IMPUMEYAHMUE. IIpotokon FTP oTkirodeH no ymoidaHuio. BKIIroUUTe €ro, mpexJie yeM
nponoinkuTh. CM. pazaen «Jkpan cepBepa FTPy.

HNudopmanmro no nomyueHuro daiina c 0OHOBIEHHEM HMPOILINBKY U JAaJTbHEHIINE HHCTPYKLUH CM. B
CTaThsIX C ACHTH(UKATOpaMH u B 0a3e 3HaHMI Ha

[Tepemaiite ¢aiin ooHoBIeHU: 110 FTP B xaranor upsfw Ha mrate, 9T00BI HaUaTh MPOIIECC OOHOBICHUS.

[Tepemaga npommBku 1o FTP MoxeT OBITH pepBaHa, eciu (aity1 0OHOBICHHS IIOBPEXKICH WITH
Henpumenum i UBIIL
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[Mpumep 3arpy3ku daiina 00HOBIEeHUS ¢ omotbio komanasl DOS FTP:

$ ftp <Azmpec cereroM myuatTH IICY>
Connected to <Ampec ceTeroMm mJjaTe [ICY>.
220 AP9641 Network Management Card AOS vX.Y.Z FTP server ready.

User (<Ampec ceTeBoM mjatTH IICY>: (none)): apc
331 User name okay, need password.

Password:

230 User logged in, proceed.

ftp> bin

200 TYPE Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark).

ftp> cd upstw

250 CWD requested file action okay, completed.

ftp> put «<IyTb k danny npommBkK VBII>»

200 PORT Command okay.

150 File status okay; about to open data connection.
226 Closing data connection.

ftp: 121984 bytes sent in 1.39Seconds 87.70Kbytes/sec.
ftp> quit

221 Goodbye.

3. Tlo 3aBepiieHrH OOHOBJICHUSI TPOBEPETE COCTOSIHNE B pasnelie Pesyibrart nocjieanero 00HoBIeHus
Ha CTpaHuIe OOHOBJICHHUS IPOITUBKY BeO-HHTEpdeiica WiIn B XKypHaIe COOBITHH.

KnueHTbl ceTeBoro Bbiknw4vyeHnsa PowerChute

Mytb: UBMN > KoHdurypaumsa > PowerChute

CereBoe BrikitoueHne PowerChute mo3BomnseT yaneHHO BRIKIIOUNTH yeTpoiictBa MBI

HpI/I YCTaHOBKE KJIIMCHTA CETECBOI'0 BBIKITFOUCHU A PowerChute on ,I[O6aBJI$ICTC$[ B O3TOT CITMCOK aBTOMATHUYCCKU.
HpI/I YAAJICHUU KIIUCHTA CCTCBOT'O BBIKJIFOUCHHU A PowerChute on aBTOMaTH4YeCKU YAQTACTCA.

lenkaure /lo6aBuTh KINEHT, 9TOOB 100aBUTH [P-aapec HOBOTO KIIMEHTA CETEBOTO BHIKIIOUCHHUS
PowerChute. [yt ymaneHus KiueHTa meiakauTe [P-ampec 3Toro KimeHTa B CIHCKE, a 3aTeM ISIIKHUTE
Yaanuts kjauedt. B atom cimcke MmoxkeT O06ITh 70 50 [P-aapecoB KiIMeHTOB.

[Tpu HamMuuK rpyIn po3eTOK HEOOXOOMMO TAKXKe yKa3aTh, Kakas rpymiia pO3eTOK MPEAOCTABISET NUTaHUE
knuenty PowerChute.
MNPUMEYAHMUE. PowerChute e moxet coequuuthbes ¢ IICY, ecnu ma [ICY BeIKIIOUEH
npotokon HTTP. UroOw1 BkatounTts nipotokon HTTP uiau HTTPS, cm. pasnen
«DKpaH BeO-10CTymay.

JKpaH «YHUBepcanbHbIN BBOA-BbIBOA»

MeHto YaugepcaibHblil BBO/I-BbIB0JI IPUMEHUMO, €CJIM YCTAHOBJICHBI NaTYUKHU TEMIIEPaTyPhl
n Biaxkaoctd (AP9335T/TH) nnm ycTpolicTBO BBOZIA-BEIBOA ¢ CyXHM KOHTakToM (AP9810).
Hcnonp3oBaHue 3TUX YCTPONCTB YaCTO HAa3bIBAIOT MOHUTOPUHIOM OKPYXKAIOILIEH cpe/ibl.

AkpaH «TemnepaTtypa U BNaXXHOCTb»

MyTb: YHUBepcanbHbIN BBOA-BbIBOA > TemnepaTypa v BaXXHOCTb

3mech 0TOOpakaeTcs UM, COCTOSTHHAE TPEBOTH, TEMITEpaTypa B BIAKHOCTh (€CITH TOICPKUBACTCS) IS
KaXa01ro Jat4yuka. H_IeJ'IKHI/ITe nMs JaT4dyvka, 4TOOBI U3BMEHHUTH UMSI U MECTOIIOJIOKEHUE WITH HaCTpOUTH
MTOPOTOBBIC 3HAYCHHS U TUCTEPE3HC.

MoporoBble 3Ha4YeHus. {1 KaKI0ro JaTdrka 3aIaF0TCsl TIOPOTOBBIE 3HAYEHHS TEMIIEPATYPhI M BIAXKHOCTH (€CITH
TIO/IAICPKUBAETCA Takoe M3Mepenue). [Ipn BbIxozie mokazaresist 3a TOpPOroOBbIe 3HAYSHHS 3BYUUT CUTHAJ TPEBOTH.

Coobmenust Bricokoe n Huzkoe siBisiores npeaynpexaaromumu. Coobmenns Makcnvym u Munnmvym
SIBISIFOTCS. KPUTHYECKUMH U TPEOyIOT BHUMaHHS.
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rVICTepe3V|C. I/ICHOJ'IBByf/iTe 3HA4YCHUC TUCTCPE3UCA BO n30exaHue MOBTOPHBIX CUTHAJIOB TPEBOT'U AJIsI OAHOTO
1 TOTO 7K€ HApYILICHUS TOPOTOB TEMIICPATYPhI WX BIIA’)KHOCTH.

Koma TeEMIICpaTypa UK BJIa)XHOCTb, BBI3bIBAIOIIAA BBIXO 3a IMOPOroBOC 3HAUCHUE, CKIIOHHA K
HE3HAYUTCIILHOMY KOJIEOAHUIO BBCPX M BHU3, OHA MOKET MHOTOKPATHO I'CHEPUPOBATL CUTHAJI. bonbiee
3HAa4YCHUC T'UCTEPE3NCAa MOKET 3TO NIPEAOTBPATUTD.

Ecmm 3nauenne TUCTEPE3UCa HEAOCTATOYHO BCIIUKO, Kojie0aHKe MOKET CHAYalla BhI3EIBATE HapyHICHHUC TOPOrOBLIX
3Ha‘I€HI/If/'I, a [IOTOM BOCCTAHABJIMBATb HOPMAJIbHYHO CUTYAILIHUIO, YTO O3HAYACT, YTO CUTHAJI TPEBOI' MOKET
Cpa6aTBIBaTI: HCCKOJIBKO pas. Cm. MpUMEPLI JajicC, MPECABAPUTCIBHO O6paTI/IB BHUMAHHC Ha CIICAYIOIINC 3aMCHaHUS.

- B CJIy4dac BbIXO[a 3a BEPXHEC U HUIKHEC ITOPOTOBLIC 3HAYCHUA TOYKOH C6pOC3. CHUIrHaJIa TpCBOTH
SIBIISICTCS IIOPOTOBOC 3HAYCHUC MUHYC YKA3aHHOC 3HAYCHUEC TUCTCPE3UCA.

o Jlns HapyIIeHUss MUHIMAJIBHOTO M HIU3KOTO IOPOTOBOTO 3HAYSHUH TOYKa cOpoca — 3TO TIOPOTOBOE
3HAuUCHHE AII0C 3HAYCHUE THCTepe3nca.

[Tpumep NOBBINIEHUS BIRKHOCTH € KoJleOaHUsMH. J{0ITycTUM, MakcumaibHoe OporoBoe 3Ha4eHUE
BIQXKHOCTH cocTaBisieT 65%, a ructepesnc BiaxkHocTH paBeH 10%. JlomycTim, 4TO BIaXKHOCTh MOIHUMAETCS
BhITIIe 65%, BBI3BIBAsI CUTHAJ TpeBorH. [locie 3Toro oHa MHOTOKpaTHO oIryckaeTcs 10 60% u mogHuMaeTcst 10
70%, onHako — Oraromaps 3HaueHHIo rucrepesnca B 10% — curaan TpeBoru He cOpachIBaeTCs U MOATOMY
HUKAKOW HOBOM TPEBOTH HE BO3HUKAeET. J[is cOpoca CyIecTBYIOIEro CUrHalla TPEBOTH BIAYKHOCTD JIOJKHA
ymacTh HIKe 55% (YTO COOTBETCTBYET 3HaUCHUIO 65% Mmunyc 10%).

[Ipumep mageHus TeMnepaTypsl ¢ koaedanusamMu. Jlomyctum, munumanbHoe MOPOTOBOE 3HAUCHHE
TeMneparypsl paBHo 12°C, a rucrepesuc tremmneparypsl — 2°C. JlomycTuM, 4To TeMIreparypa najiaeT Huxe
12°C, BbI3bIBas curHai TpeBoru. [locne 3Toro oHa MHOrokparHo nognumaercs 1o 13°C u onyckaercs 1o
11°C, ogHako — Onarofaps 3HaUe€HUIO TUcTepe3nca B 2°C — CHrHaJ TPeBOTH He cOpachIBaeTCs U IOSTOMY
HHUKaKOH HOBOM TPEBOTH HE BO3HUKAeET. [ cOpoca CyIiecTBYIOIIEro CUrHaia TPEeBOI'M TeMIIepaTypa 10/DKHA
nonuATbes Boite 14°C (uto cooTBercTByeT 3HadeHUI0 12°C naroc 2°C).

OKpaH «BxoaHble KOHTaKTbI»
MyTb: YHUMBepcanbHbIN BBOA/BbIBOA > BXOoOHblEe KOHTaKThbI

Ha sxpane 0TOOpakaeTcst UMsl, COCTOSIHUE TPEBOTH U COCTOSTHHE (OTKPBIT MIIH 3aKPHIT)
Ka)XJIOTO KOHTaKTa. JTH JaHHbIE aBTOMaTU4YECKHU II0Iy4aroTCs U OTOOPaKAr0TCs 34€Ch IIPU YCTaHOBKE
YCTPOKCTBA JUIsl MOHUTOPUHIA OKPYKAOLIEH CPEbL.

[{enaxHUTE UM BXOJHOTO KOHTAKTA JUISI TOTyYEHHS MTOIPOOHOTO OMUCAHMS COCTOSIHUS WM JUI HACTPOHKHU
3HaueHHH. [Ipy OTKIIOYEHNH JaHHBIA KOHTAKT He (JOPMUPYET aBapHUHHOTO CUTHAJA, Aa)Ke €CJIM OH HAaXOAUTCS
B @aHOMaJIbHOM HOJIOKeHHHU. OCTalIbHBIC IT0JIS1 PACCMOTPEHBI Aajee.

Mone Onucanue

CocTosHIme , €CJIU IaHHBIM BXOJHON KOHTAKT HE coo61uaef 00 aBapuifHOM CHUTHAJIE HJIH HE

TpeRorH co00IIaeT O CTENEeHHU OMACHOCTH MPH COO0IeHHN 00 aBapuitHOM curHaie. Eciu 1o mone
BBIKJTIOYEHO JIJIs1 KOHTaKTa, 0TOOpakaeTcst

CocTosinne Texyliee cOCTOSHUE JAHHOTO BXOJHOIO KOHTAKTa: WIH

Hopmanbnoe | HopmanbHoe (HeaBapHifHOE) COCTOSHHE TaHHOTO BXOJHOTO KOHTAKTa! WU

COCTOSIHHE .

CreneHs CreneHpb ONaCHOCTH aBapUUHOTO CUTHAJA, TEHEPUPYEMOT'0 aHOMAIbHBIM COCTOSHUEM
JIAHHOTO BXOJHOTO KOHTAKTa!

ONAaCHOCTH —

AKpaH «BbixogHoe pene»
MyTb: YHUBepcanbHbIi BBOA-BbIBOA, > BbixogHoe pene

— 37IeCh OTOOpaXkaeTcs UM M COCTOSTHIE KaXKIOTo pesie (OTKPBITO WK 3aKPBITO). DTH
AaHHBIC aBTOMAaTHYCCKU ITOJTy4Yar0TCA U OT06pa)KaIOTC$I 31CCh ITPU YCTAaHOBKE yCTpOﬁCTBa IJI1 MOHHUTOPUHTA
OKpY’Karoule cpebl.
[IlenkHUTE MM BXOIHOTO KOHTAKTa ISl IIOJIy4eHUS IOAPOOHOTO OMUCAHUS COCTOSIHUS WIIH U1l HACTPOHKH
3HaueHuil. [lons paccMoTpeHs! naee.

Mone OnucaHue
CocTosinue TGKYH.[ee COCTOSAAHMEC TaHHOTO BBIXOAHOTO peEJIC. NiIn
HopmaibHoe .
COCTOSTHIE HOpMaJ‘[LHOG (HeaBapmmoe) COCTOSIHUC JaHHOT'O BBIXOJAHOI'O peJIC. 1501051

I[H}I N3MCHCHUA TCKYIICTO COCTOAHUA JAHHOTO BBIXOAHOTO PEIIC YCTAHOBUTE 3TOT Cl)Ha)KOK n

Ynpasienue
menkHuTe «I[IpIMEeHUTHY.
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Mone OnucaHue

Bpewms B cekyHIax, B Te4eHHE KOTOPOTO BEIOPaHHBIH CUTHAI TPEBOTH JIOJDKEH CYIIECTBOBATS,
MpeXIe 9eM cpaboTaeT BEIXOAHOE pere. Mcnone3ylTe 3Ty HacTpOHKY, 4TOOBI H30eXKaTh
3anepxkKka AKTHBAIMY CUTHAJIa TPEBOTH BO BPEMS KOPOTKHX ITEPEXOIHBIX IPOIECCOB.

Ecmm mocie Haganma Tepuoaa 3aICPKKAU (I)OpMI/IpyIOTCSI JOIMOJIHATCIIBHBIC CUTHAJIBI TPECBOI'A,
3aZICPIKKa HC NIEPE3aIlyCKacTCsd, a IMMPOAOJIKACTCA 10 TEX 1OP, ITOKA HE cpa60TaeT BBIXOIHOC peCIIC.

MuHuMaIbHOE BpEMs B CEKYHAaX, B TCHCHUE KOTOPOT'O BBIXOHOC PEJIE€ OCTACTCSA aKTUBHBIM

MOCJIe MOJAYu CUTHaja TPEBOTH.
Yaep:xkanue
Jlaxke B ciIyyae KOPpEKTUPOBKH aKTUBU3UPYIOUIETO CUTHAJIA TPEBOT'H BHIXOIHOE peie

OCTaCTCA BKIIIOYCHHEBIM, ITOKA HC 3aKOHYUTCA I[aHHLIﬁ nepuona.

HacTtpoika nonutuku ynpasneHus

MyTb: YHUBepcanbHbIN BBOA-BbIBOA > [MonuTUKa ynpaBneHus

HaTICY AP9641, x xoTOpO¥ TOAKIIOYESHO JI0 IBYX YCTPONCTB BBOAA-BBIBO/IA C CyXUM KoHTakToM (AP9810),
MOKHO BBIMIOJIHHUTH CIEAYIOIINE ACHCTBUS:

®* HaCTPOUTH BBIXOAHBIC PCJIC HA OTKPLITUEC WJIN 3aKPBITUC HAa OCHOBAHUHN coOnrtrii Ha UBIT u BXOAHBIX
KOHTAaKTax; CM. pa3acit <<HaCTp0ﬁKa BbIXOJa IJI pCaKIUN Ha CO6LITI/I€));

* Hactpoutb MBIl Ha BeINOJTHEHHE IEUCTBUI HA OCHOBAHUM BXOJHBIX KOHTAKTOB; CM. pa3iel
«Hactpoiika UBII unu BbIxoAa 175 peakiluy Ha BXOJHOM CUTHAJ TPEBOTW».

He Bce ycrporictea MBI MO>XHO HACTPOUTh Ha PEAKLUIO HA BXOIHBIE KOHTAKTHI.

HacTpoiika Bbixoga Ansa peakumm Ha cobbiThe.

B menro Kondurypanus BeIOepuTe YHUBeEPCaIbHbBI BBOA-BBIBOA 1 [losMTHKA yrpaBjieHuUsI.
[lenkuure kHONKY [00ABUTHL MOJIUTHKY.
[eaxHUTE UM KATETOPUU WIIHA TIOAKATETOPUH ISl IPOCMOTPA COOTBETCTBYIOIIUX COOBITHIA.

JIns HacTpOIKY IMENKHUTE UMS COOBITHS, YCTAaHOBUTE (DIIaYKOK BBIXOJHOTO pele, KoTopoe Oymer
MEHSTh COCTOSTHUE B CIy4ae 3TOTO COOBITHS, U MENKHUTE COoXPanuTh MOJINTHKY.

Ll S

HacTtpouka UBI unu Boixoga ansa peakuum Ha BXOOAHOW CUrHas TPeBOru.

1. B mento Kondurypanus Beroepure YHnBepcaibHbIH BBOA-BHIBOA 1 [losiuTiKa ynpaBieHus.
2. Ilenkuute kHOMKY /l00aBUTH MOJNTHUKY.

3. lllenxaute moakareropuio KounTakT BBOIA-BLIBO/IA,

4

BBI66pI/ITC COOBITHE C TOIi XKe CEPLE3HOCTHIO, UTO U BXO,E[HOP'I KOHTAKT. HaanMep, €CJIM JJIs1 BXOAHOI'O
KOHTAaKTa YCTAHOBJICHA KPUTHUYCCKAsA CCPHE3HOCTD, BLI6CpI/ITC KPUTHUYCCKOC COOBITHE.

TICY nmoanepxuBaeT 10 4eThipeX BxoaoB. HeoOXoanmo yka3aTh BX0M, KOTOPBII OyAET CBSI3aH C 3THM
COOBITHEM.

5. B packpriBatomemcs criucke [lopT BeIOEpUTEe HOMEP YHUBEPCAIBHOTO MopTa garyuka (1 wim 2),
K KOTOPOMY TTOZIKITIOYAeTCs] YCTPOHCTBO BBOJA-BBIBOJIA C CYXHUM KOHTAKTOM.

6. B packpsiBaromemMcst criucke 3ona Beioepute OyKBy Aist 30HBI (A win B) koHTaKkTa, Ha KOTOPBIH
YCTaHOBJIEH BXOJ.

7. Ompenenure neiictue, koropoe UBII Oyaet BEIMOMHATE (€ciu 0HO TpeOyeTcs ), Koraa COCTOsIHUE BXOIa
WU3MEHSETCSL.

BriGepute BBIXOT, KOTOPBIA OyIeT OTKPBIBATHCS FITA 3aKPBIBATHCS (€CIIH 3TO TPeOyeTCs).
[lenxkaure CoxpannTh NOJUTHKY.
HactpanBaemas onepaiiusi IpoUCXOJUT OIHH Pas3.

Ecnm BoccTaHOBUTH Ha BXOJie HOPMAJIBHOE COCTOSHUE IO cOpOoca yCIOBHS TPEBOTH, Ha BBIXOJIE
COCTOSIHHE HE N3MEHUTCS, TIOKa YCIOBHE TPEBOTH He OyzieT cOpOIIeHO, a 3aTeM CHOBA YCTAHOBJIEHO.
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MeH10 «Be3onacHOCTb»

AKpaH «YnpaBneHue ceaHCoOM»

MyTb: KoHdurypauma > BesonacHocTb > YnpaBneHue ceaHCOM

Brurouenne ¢pyHkuu PazpemnTs 0JHOBpeMeHHbIe BX0/IbI 03HAYAET, YTO B CUCTEMY MOTYT OJTHOBPEMEHHO
BOKTH JBa MOJIb30BaTe/ s Wi Oosee. Kax oMy M0OIb30BaTeIN0 MPEI0CTABISCTCS PABHBIN JOCTYII, U KaXKABIH
untepgeric (HTTP, FTP, xoncois telnet, koHCONb ¢ ocienoBareabHbiM uHTEpdeiicom (CLI) u T. 1.)
paccMaTpHuBaeTCs Kak MOJIb30BaTellb, BOLICAIINN B cucTeMy. DyHKIMS PazpeninTh 0/IHOBPeMEeHHBIE BXO/IbI
o0ecrneunBaeT BO3MOKHOCTh OJTHOBPEMEHHOTO BX0/la BOCbMH T0JIb30BaTe/eH B BeO-uHTEpdeiic, msiTn — B
nHTepdhelic KOMaHIHONH CTPOKH U OJTHOTO — B KOHCOJIb C TIOCJICIOBATEIbHBIM HHTEP(EHCOM.

Ynanennas ayrentuduranna zadnoxnposana. [ICY moxnepxuBaer xpaneane Radius mis maporneit Ha
cepBepe. OHAKO, €CIT BKIIIOYHTH ATO nepeoripenenenue, [ICY mo3BoiIuT J0KaI-HOMY MOJIB30BATEIIO
BBIMIOJIHUTG BX0J ¢ oMotibio naposis ais IICY, coxpanennoro nokansHOo Ha [ICY. Cm. Takxke «JIokanpHbIe
TTOJTB30BATENN» U «AyTCHTH(HUKAITUS YIAICHHBIX MTOJIb30BaTEIICH.

OTBeT ping

MyTb: KoHdurypauma > BesonacHocTb > OTBeT ping

Yeranosute ¢naxok IPv4 Ping Response (Otet ping [Pv4), uToObI Iu1aTa ceTEBOTO yNpaBieHUs 3 MOIIIa
OTBEYATh HAa CUTHAJIBI 9XO-T€CTUPOBaHU. Takoil pexxuM He npumensiercs s [Pv6.

JlokanbHbIe Nonb3oBaTenu

Hcnonp3yiTe 3TH MyHKTHI MEHIO JUIs TPOCMOTpa M HACTPOMKH JTOCTYIa U OT/IENbHBIX TapaMeTpoB (HarpuMep,
¢dopmara oToOpakeHHs AaThl) nHTepdeiicoB mosab3oBarens [ICY. DTo NpUMEHNMO K MOJIB30BATENSM B
COOTBETCTBHUHU C UX UIMEHAMHU BXOJa.

MyTtb: Kondwmrypaums > BesonacHocTb > JlokanbHble nonb3oBatenu > YnpaBneHue

HacTtpouka goctyna nons3oBaTtens. C moMompi 3Toi GYHKIUN aIMAHUCTPATOP WITH
CYIEpIIOIb30BaTEIh MOKET COCTABUTD CITUCOK MOJIb30BaTeN e, KOTOPBIM AOCTYIIEH HHTEP(EC MOTb30BaTes,
¥ HaCTPOMTH THX Monb3oBareneil. lLleIKkHnTe CChUTIKY MIMEHH JUTS TIPOCMOTpA CBEICHUH, M3MEHEHHS WITH
yAaJIeHHs MOJIb30BaTeIs.

lenkuaute JlodbaBuTh nmoab3oBaTess Uis 400aBIeHUs moab3oBaTens. Ha oTkpriBIIEMcs SkpaHe
Kondurypanus mosn30Batesisi MOXXHO JOOABHUTH IOJIb30BATEIS U OTO3BATh JOCTYII, CHSB (iaskok /locTyi.
MakcuMalibHas JUTMHAa UMEHH | TTapoJist CoCTaBIsieT 64 GaiiTa, py UCTIOIb30BAaHUH MHOTOOAHTOBBIX CHMBOJIOB
3TO COOTBETCTBYET MEHBIIIEMY YHCITy CUMBOJIOB. HeoOXoMuMo BBECTH Mapoiib.

3HaueHus AnuHHEe 64 OaHTOB B MOJSX UIMEHU U TIAPOJIS MOTYT OBITh yCEUeHB!!
Cozpaiite mapoib, UCIOIB3yd COYETaHNE CHUMBOJIOB BEPXHETO W HIKHETO PETUCTPA, YUCENT U
CHelUaNbHBIX CUMBOJIOB. JlIiHA TTaponeil He MoXkeT npeBbimars 64 cumBona B gpopmare ASCIL.

I/IcnonmyﬁTe napameTp npeBl)IIIICIIO BpEMS OKMAaHUA C€aHCa I HaCTpOﬁKH BPEMCHU OKHUJAaHUA, 110
HUCTCYCHUU KOTOPOTO HHTCp(beﬁC ITIOJIB30BATECJISA BBIIIOJIHACT HpPIHy,I[HTeJ'ILHLIﬁ BBIXO/J ITOJB30BATCIIA U3
CHCTCMBI (1'[0 YMOJIYaHUIO — TPH MI/IHyTLI). HpI/I N3MCHCHHWH 3TOTI'O 3HAYCHUA H€O6X0,Z[I/IMO BBIMTH U3 CHUCTEMBI,
YTOOBI U3BMCHEHNE BCTYIIUJIO B CHUITY.

Ynanennas ayreHTHGUKALUSA NMOCTe10BATEIHHOI0 MOAK/IIOYeHNs 3a010kupoBaHa. Beibpas sty
¢dyskImio, MokHO 000t RADIUS, Bcons3ys MoaKIIIoueHHe KOHCOIHU C TIOCIIeA0BaTeIhHBIM HHTEpdeicoM
(CLI). Ha »ToM 2KpaHe MOKHO BKJIFOUUTH JaHHYIO (DYHKIIAIO JIJIST BRBIOPAHHOTO IOJIE30BATEIsI, OMHAKO €€
MOYKHO BKITIOUUTH U TIOOANBHO; CM. paszien « DKpaH « YIIpaBIeHHE CEAaHCOM».

Cwum. Taxke «Koudurypanus > bezonacHocTh > JIokabHBIE TIOIB30BaTENN > HacTpOMKHY TI0 YMOTIaHUIOY
nanee. JlomomHATENbHYI0 HHPOPMAIIMIO 00 YUETHBIX 3alTUCSIX CM. B pa3zese « THIbl y9eTHBIX 3amucei.
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MapameTphl Nnonb3oBaTens. . YcTaHoBUTE Graxkok LIBeToBast KoAMPOBKA JKypHAJIA COOBITHII, YTOOBI
BKJIFOYHTH (DYHKIIHIO BBIIETICHHUS [[BETOM TEKCTa COOOMIEHNA 00 aBapuitHBIX CUTHAJIAX, PETHCTPUPYEMBIX
B )KypHaJie COOBITHMA. (3aIMCH CHCTEMHBIX COOBITHI M N3MEHEHHSI KOH(UTYpAITUH HE H3MEHSAT CBOM IIBET.)

LiBeT TeKcTa Cepbe3HOCTb aBapUIMHOro cMrHana

Kpacwubrii Kpurnueckas: KpUTHUSCKUH aBapUIHBIA CUTHAJ, TPeOYIOMNIT HEMEAJICHHOTO PUHSTHUS Mep.

[IpeaynpeanTe/bHOe: aBapUIHBIA CUTHAN TpeOyeT BHUMaHMUS, TOCKONBKY HE yCTpPaHEHHAs

Opan:keBblii
BOBpeMs IIpo0IieMa MOXKET IPUBECTH K IMOTEpE AAHHBIX U IOpUYe 000pyTOBaHHS.

3enensblii Curnan cOpoieH: ycioBHsl, KOTOPBIE BEI3BAIM CUTHAJI, YCTPAaHEHBI.

Yepnorii Hopmanbnoe: curHanos TpeBoru Het. [11ara ceTeBoro ynpaBieHus U Bce NOAKIIOYEHHBIE K HEN
P yCTpo#cTBa paboTalOT HOPMANIBHO.

Commii Wundopmanmonnasi: CUTHAI TPEBOTH, IpeoCcTaBIsIOMmMi nHdopmaruio. [lnara cereBoro

YIipaBJIC€HUA U BCC MOAKIIFOYCHHBIC K Hel YCTpOﬁCTBa pa60Ta}0T HOPMAJIBHO.

@opmat KypHAIA IKCIOPTA. DKCIIOPTUPOBAHHBIE (ailsibl )KypHAJIOB MOTYT OBITH OTGOPMATUPOBAHEI B BHIIE
3HAUCHMH, pa3ieNeHHbIX 3amsIThiMU (comma-separated values — CSV) wiun 3Hakamu TaOyssiunu. CM. paszaen
«OTOOpaXkeHHe XypHasa COOBITHIN.

BribepuTe mikany Temmneparypsl s H3MepeHuid B 3ToM uHTepdeiice nonb3oBareins. 3Hauenue CLUIA,
00bIUHAsI COOTBETCTBYET rpagycam Papenreiita, a Merpuueckas — rpagycam Llenscus.

SI3BIK ITONTB30BATEIHLCKOIO I/IHTep(I)Cf/'Ica MOXXHO YyKa3aTh B IIOJIC S3bIK. SI3BIK MOXKHO TaKke YKa3aThb MIpHU 3arpys3Ke.

MOJKHO TaKKe 3a/1aBaTh Pa3IWYHbIC S3bIKH IJIS TOyYaTeieil 3IeKTPOHHOM MOYThl M IPUEMHHUKOB
npepbiBaHuil SNMP. Cum. paznensl «Ilomydarenu snexkTpoHHO# noute» U «llomyuarenu
MIPEPBIBAHUI.

nyTb: Kombwrypau,vm > besonacHocTb > JloKarnbHbIe nosfib3oBarenu > HaCTPOVIKM no ymMot4aHuio

Hactpoiika 3HaueHHi 10 yMOTYaHHUIO MOXKET YCKOPUTH J00aBIeHUE M10Ib30BaTenel. lcnonb3yiire 310 MEHIO
JUTSL HACTPOMKH 3HaUEHHI TI0 YMOTYaHHUIO JIJISl MHOTHX TTapaMeTpoB; cM. pasznen «Konduryparms >
bezonacHocTs > JIoKaJIbHBIE TIOJIB30BATENN > YIIPABICHHUE) BBILLE.

AYTEHTVI(*)VI KauunAa yaaneHHbIX NoNb30 BaTenemn

MyTb: KoHdurypauusa > BesonacHocTb > YaaneHHble nofib3oBaTenu > ayteHTUduKauma

AyTeHTUdUKaALUA. YKaOKUTE CITOCOO ayTEHTU(HUKAIIMY TI0JIh30BATENICH TIPU BXOJIE B CUCTEMY.

Nudopmariuro o 1okanbHOM ayTeHTH()HKaMU (0€3 UCTIONB30BaHuUs [ICHTPAIN30BaHHON
ayrenTudukanuu cepsepa RADIUS) cum. B , IOCTYITHOM Ha

[MomnepxwuBatotcs cieayromue GyHKINN ayTeHTU(UKAIUU 1 poepku noamuHaocTn RADIUS (Remote
Authentication Dial-In User Service — ciyx0a ynaneHHOH ayTeHTH(QHUKALUK NOIb30BaTelel o TeaeOHHBIM
JIMHUSM):

* Korzma nonp3oBarens OCYMIECTBISET JOCTYII K ILIATE CETEBOTO YIIPABICHUS UM K JPYTOMY CETEBOMY
YCTPOUCTBY ¢ BKItoUeHHBIME (pyHKIMsiME RADIUS, 3anpoc ayreHTH(UKAINHT TTepeaaeTcs Ha cepBep
RADIUS, uTo65!I onpenienuTh ypoBEHb AOMyCKa MOIb30BATEINS.

» Jlnuna umeH nons3oBarened RADIUS, ucnonsszyemsix B IICY, orpannuena 32 cumBoIamu.
Bri0epute oquH U3 CIEIYIOUIMX BAPHAHTOB:
e Toubko soxanbHas ayrentudurxanns. RADIUS orkmtouen. CM. paznen «JlokanbHbie

IIOJIB30BATCIIN .

o RADIUS, zarem siokaibuas ayrentuduranns. Brirodensr 06e ¢pynkiun. CHavyana 3anpanmBaeTcs
ayreHTu(ukanus ot cepepa RADIUS. Ecnu cepsep RADIUS He oTBeuaet, To HCIOAb3yeTCs
JIOKaJbHas ayTeHTU(UKALINS.

e Toasxo RADIUS. JlokansHas ayTeHTH(MUKAIAS OTCYTCTBYET.
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Ecnu BeiOupaetcs , a cepsep RADIUS HenocTyIeH, HempaBUIbLHO
UACHTH(GUIUPOBAH WM HENPaBUIBLHO CKOH(DUTYPUPOBaH, TO YAaJICHHBIA JOCTYII
HEBO3MOXEH JJIsI BceX Mosb3oBareineil. st BoccTaHOBIeHUs 10CTyNa He0OX0ANMO
HCTIONIb30BATh MTOJKIIOYEHNE K HHTep(]elicy KOMaHAHON CTPOKH II0 IIOCIIEA0BATEIILHOMY
KaHaJIy CBSI3U U H3MEHUTh HACTPOUKY Ha HIH

Hampumep, koMaH1a U3MEHEHH HACTPOUKH JOCTYTIa Ha HUMEET CIIeTYIOIINUNA BU/L:
radius -a local

Cwum. Taxke pazmen «Ikpad RADIUSy» mamee u «Kondurypuposanue cepsepa RADIUS.

AkpaH RADIUS

MyTb: KoHdurypauma > BesonacHocTb > YaaneHHble nonb3oBaTtenu > RADIUS
s ayTeHTHUKALNY yOaJeHHBIX M0JIb30BaTeseld MOXXHO ncronbs3oBath cepsep RADIUS. Mcnons3yiite 3Ty
(YHKIMIO [UIsl BBIIOJHEHUS CIEAYIOIINX ASHCTBUMI!

» TIpocmortpets criricok cepBepoB RADIUS (makcuMyM ABa), nocTynHbIX 11 [ICY, U Tepros BpeMeH!
OKUJAHUS IS KQXKJIOTO U3 HUX.

* HacrpouTs mapameTpsl ayTeHTH(PHUKALIKMHU AJI1 HOBOTO MM CylecTByloliero cepsepa RADIUS,
HIEJKHYB CCBUIKY

HacTtpoiika RADIUS OnucaHue

WNwms nnm IP-anpec cepsepa (IPv4 umu [Pv6).

IMpumeuanue. J{is ayrenrudukanun momap3osarenei ceppep RADIUS mo
Cepsep RADIUS YMOJIYaHHUIO UCTIONB3YeT TTopT 1812. UTo6kI HCIIONB30BaTh JAPYTOi MOPT, 100aBbTE K
nMenu win [P-anpecy cepsepa RADIUS aBoeroune ¢ nocnenyromum yKazaHueM
HOMepa HoBoro nopta. [ICY nogmepxuBaet moptel 1812, 5000-32768.

Cexpert Oo6mmii cexper s cepepa RADIUS 1 matsl ceTeBoro yrpasieHHs.

Bpems oxxuganus Bpewms B cexyHaax, B TeUeHHE KOTOPOTO IJIaTa CETEBOTO YIIPABICHUS 0XKUJIaeT OTBETa
oTBeTa ot cepBepa RADIUS.

Hacrpoiixu BBeanTe uMs 1 mapoib aAMHHNACTPATOPA, YTOOBI IIPOTECTUPOBATH HACTPOCHHBIH Ty Th
TeCTHPOBAHMSA k cepBepy RADIUS.

IIponycTurh

TeCTUPOBaHUE U [Iponyck Tecta mytu k cepsepy RADIUS.

NPUMEHUTH

CM. Taxke paznen «AyTeHTU(UKAIVS YIAICHHBIX MMOJIb30BaTenei» Boie u «KoHpurypuposanue
cepsepa RADIUS» nanee.

KoHndurypuposaHue cepsepa RADIUS

CBopHble AaHHbIe 0 npoueaype HaCTPOMKM.
Heob6xonumo Hactpouts cepBep RADIUS Ha paborty ¢ I[ICY; cM. neiicTBuUS qainee.

[prmeps! onb3oBarensckux daiimoB RADIUS ¢ arpubyramu, 3aBucsimmu ot nocrasumka (VSA), u
MpHMep 3aIKCH B CIIOBapHbIH (aitn Ha cepepe RADIUS npuBeneHs! B
Ha

Hobaewre [P-anpec IICY B cniucok (¢aiin) kmuentor cepepa RADIUS.

2. Tlomb3oBarenu TOMKHBI OBITh HACTPOESHEI C aTPHOYTaMU «THIT OOCITYKHUBAHUS», €CIIH HE 3a]JaHbI
arpuOyTHI MMOCTAaBIIMKA. EciM HacTpoeHHbIe aTprOyThI «THIT 00CITYKHBaHU» OTCYTCTBYIOT,
MOJIb30BaTeNy OyIyT UMETh TOJBKO TOCTYII JJIsl YTEHUs (TOJILKO B HHTepQeiice monb30BaTes).

WNudopmanmro o ¢aiine nons3osareneirt RADIUS cM. B ToKyMeHTanuu K cepBepy
RADIUS, a mpumep — B TOKyMEHTE .
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3. Bwmecto aTpuOyTOoB «THI 00CITy>KUBaHUS», IpeaycMaTrpuBaeMbix cepeepoM RADIUS, MmoxHO

MCIOIB30BaTh VSA.

Hnst VSA tpeOyercst 3anuch B cioBape 1 B nob3oBarensckoM daitne RADIUS. B cnioBapHoM ¢aiine
omnpexaenute nMeHa uis KioueBbix ¢iioB ATPUBYT u 3HAUEHUE, Ho He 1u1st TudpoBBIX 3HAYCHHI.
[pun m3menennn 1MpPOBBIX 3HAYeHUH (HyHKUIMK ayTeHTH(uKamy 1 aBropusad RADIUS mepecraror
(YyHKIHOHUPOBATh. VSA MMeeT NpenMyILecTBO epes cTanaapTHeIMU aTpudytamu RADIUS.

HacTpoiika cepBepa RADIUS B UNIX® ¢ TeHeBbIMM naponsimu.
Ecnu ¢aitner reneBoro naposs UNIX (/etc/passwd) UCmonb3yr0Tes BMECTE CO CIIOBApHBIMU (haitiamu
RADIUS, to mist ayreHTH()HUKALNN TOIB30BaTENICH MOYKHO PUMEHHTD JBa CIICAYIONIUX METO/A:

Ecnu Bce nonp3oBarenu UNIX umeror npaBa aAMUHHCTpATOpa, 100aBbTe B (aiisl moip3oBaTenei
RADIUS cnenyromue qannsie. UToOb! JOMYCTUTH TOJBKO MOJIB30BaTEICH YCTPOUCTB, 3aMeHuTe T
obcyxkuBanusi APC Ha Device (YCTpOHCTBO).

DEFAULT Auth-Type = System

APC-Service-Type = Admin
Jlo6aBbTe MMeHa MONIb30BaTeNeH U aTpruOyThI K «10Jb30BaTebckoMy» (aiiny RADIUS u nposepste
naponu 1 /etc/passwd. Huoke npuBenen npumep U1 nosib3oBarenedl bconners U thawk:

bconners Auth-Type = System
APC-Service-Type = Admin
thawk Auth-Type = System
APC-Service-Type = Device

MoppepxuBaemble cepBepbl RADIUS.

Monnepxupatorcst FreeRADIUS Bepcwuit 1.x 1 2., a Takxe cepBep nonutuku cet (NPS) Microsoft Server
2008 u 2012. MOoXHO HCITONIB30BaTh APYTHe 001IenocTyHbIe npuiokeHuss RADIUS, Ho, BO3MOXXHO, OHU HE
OBLTH IPOTECTUPOBAHBI B TTOJTHON Mepe.

JKpaHbl 6paHamMayapa

MyTb: Kondurypauua > BesonacHocTb > Bpanamayap > KoHdurypaumsa

Bxiouenne mnu BeikmoueHue GyHKIuM Opannmayspa. [To ymondanuio ykazaHa HacTpOEHHAsl TIOJIUTHKA.
VYeranoBute Guaxkok BriiiounTs, 4ToOB BKIIOUUTH Opanamayap. [1o ymomrdanuio 3ToT (iakok CHAT.

Haxwmure kHonKy [IpuMeHnTh, 9TOOBI MOATBEPAUTH BKIFOUYCHUE BHIOPAHHOW TTOTUTHKH.
OtxkpeiBaercs crpanuna Hoareepsxienne dOpanamayipa.

— Ha crpanurie noaTBep /IeHNs MPUBEICHA PEKOMEH/IAIHSI TECTUPOBATh OpaHMaydp Tepes
BKJTFOUCHHEM. JTa OTIepalns sSIBISICTCS 00s13aTeIbHOM.

— IlepBas rumepccrlika BEACT Ha CTPaHUILY MOJUTUKH OpaHaMayapa.
— BrTopas runepccbuika BeIeT Ha CTPaHUIly TIOJTUTUKHA TECTUPOBAHUS OpaHaMaydpa.

— Haxwmure kHonky IlpnvennTh, 9TO0BI BKIIOYATH OpaHAMAay3p W BEPHYTHCS HA CTPAHUILY
KOH(HUTYpaITiu.

— Haxwmure kHONIKY OTMeHa, UTOOBI BEPHYTHCS HA CTPAHHITY KOH(HTYpaIiH, He BKITFOUast OpaHaMayap.

Haxxmute kHomky OTMmena: BEIOpaHHas MOJUTHKA HE BKIIOYaeTCsl. BeI ocTaeTech Ha cTpaHHIEe
KOH(UTrypauuu.

MyTb: KoHdurypauusa > BesonacHocTb > BpaHamayap > AKTUBHasA NONUTUKA

Mnata ceteBoro ynpaeneHusa 3 ana UBI PykoBoacTBo nonb3oBartens 40



Br100p aKTUBHOHM MOMUTHKY B PACKPHIBAIOIIEMCS CITUCKE «/l0CTYITHBIE MOTUTUKNY, a TAKXkKe IPOCMOTP CPOKa
ee neiicTBusl. [1o ymonuanuto otoOpakaeTcs TEKylllasi akTUBHAs MOJUTHKA, IPH HEOOXOAMMOCTH BBl MOJKETE
BEIOPATh B CIIMCKE IPYTYIO MOJIUTHUKY.

* Haxwmure xHonky IlpuvennTsb, 4ToObI MPUMEHHUTH n3MeHeHus. Ecm ObLt BEIOpaH U BKITIOUEH APYTOH
OpaHzMay?p, 3TO W3MEHEHHEe IPUMEHsieTCsl HeMeuieHHO. Ecnu Obuia BeIOpaHa HOBast HACTPOCHHAs
MOJIUTHKA, PEKOMEH/TyeTCsl [TPOTECTUPOBATh HOBBIM OpaHaMaysp nepea BritodeHueM. (CM. IprBeIeHHOE
BBIIIE ONKCAHNE KOHPHUTYPAIKH. )

e Haxwmure KHOIIKY OTMt‘H‘d, 9TOOBI BOCCTAHOBUTH HUCXOOHYIO aKTUBHYIO ITOJIMTUKY U OCTAaTbCA Ha
CTpaHHULIEC AKTUBHOM ITOJTUTHKH.

MyTb: KoHdurypaumsa > besonacHocTb > BpaHamayap > AKTUBHbIe nNpaBuna
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Ecnu 6panamMaysp BKITIOUEH, Ha 3TOH CTpaHHIE, TOCTYITHON TOJIBKO IS YTEHHSI, OTOOpakaeTcs CIIMCOK
OTJENBHBIX MPABUII, IPUHYAUTENHHO IPUMEHEHHBIX TEKyIed akTUBHON moauThkoi. CM. pazaen Cosznanue/
pelaKTUPOBAHME IIOJNTHKN, Tae onucansl nois «lIpuopurer», «Hasnauenuey, «ctounuky, «IIpoTokom»,
«/[evictBue» u «KypHam».

MyTtb: KoHdurypaumsa > BesonacHocTb > Bpangmayap > Co3paHue/peaaktupoBaHue NONMUTUKU

Coszmanue HOBOW TTOJUTHKHY JTHO0 yIajleHne WM H3MCHEHHE CYIIeCTBYIOMICH:

Ipumeuanne. XoTs yIanuTh aKTUBHYIO BKIFOUEHHYTO MTOIUTHKY OpaHAMay?spa Helb3s1, HCIOIB3YeMYTO TIOIUTHKY
MOKHO M3MeHNTh. OTHAKO JIeNaTh 3TO He PEKOMEH/TyeTCs, TaK KaK M3MEHEHHs IIPIMEHSIOTCS HeMelIeHHO. BmecTto
3TOTO OTKITIOUMTE OpaHIMaydp, I3MEHHUTE TIOUTHKY, IPOTECTUPYHITE ee U CHOBA BKITIOUHUTE.

Cosznanne noaurnkn: Haxmure kHonky /Io0aBuTEL 10JMTHKY U BBEIUTE UMS [T HOBOTO (haiiyia
OpanaMayspa. ITo uMsl JOHKHO UMETh pacimpenue .fwl. Eciu He yka3biBaTh paciimpeHue, K IMeHH (aiiia
aBTOMaTU4eCKU nobasisercs .fwl.

e Haxwmure kHonky Ilpuvennts: Ecmu uMms daiina momycTuMo, co3aaeTcs IMyCToM (aiiir 11st MO THKHI
OpanmMayspa. OH HaXomUTCs B TIamke /fwl BMecTe ¢ IpyruMu OTUTHKAMU CHCTEMBI.

*  Haxmute kHONKY OTMena, 9T00bI BEpHYTHCS Ha MPEIBIIYIIYI0 CTpaHHUILy, He co3aaBas (aiin
OpanamMayspa.

U3meHeHwne Cyu.l,ECTByI-OLI.I,ei;I NMONMNTUKN:

Bribepure VzMeHuTE 110U THKY, YTOOBI HEPEHTH HA CTPaHUILy peIaKTHPOBAaHUS. MOKHO H3MEHHUTH ITOIUTUKY
OpaHIMayspa, KoTopas He SBIISIETCS aKTHBHOM.

Crpanunna npeaynpexaeHus: Eciu Bl IOMBITaeTeCh N3MEHUTH aKTUBHYIO BKIIFOYCHHYIO TIOJIUTHKY,
OTKPBIBAETCS CTPaHUIIA MTPETYTIPEKISHIS:

«H3MeHeHne aKTHBHOI MOJUTHKH OpaHIMay3pa NPUBeAeT K HeMeIJIeHHOMY MPUMEHEHHI0 BCeX
m3menennii. [lepen BKIIIOUeHHEM MOJTUTHKY PEKOMEHIYETCS] OTKIIOYNTH OpanaMay?Ip u
NMPOTECTHPOBATH €e.)

— Haxwmute kHonky IlpuvennThb, 9TO0BI IOKUHYTH CTPAHHUILY IPEAYNPEKICHNUS U BEPHYTHCS Ha
cTpanuny «V/3MeHeHHE TTOJINTHKIY.

— Haxwmmure kHONKy OTMeHa, YTOOBI TOKUHYTH CTPAHUITY TIPESAYTIPEKICHHS U BEPHYTHCS HA CTPAHHILY
«Co3znmanne/penakTHPOBAHUE TTOJTUTHKID).

1. BBI66pI/ITC HU3MCHACMYIO MMOJIUTUKY B PACKPBIBAIOIIECMCA CITUCKE Nms INOJIUTUKHU, a 3aTEM HaAXXMHUTC
KHOIIKY N3MeHUuTh MMOJIUTHKY.

2. Haxmwure KHOIIKY ,)106 ABUTD IIPAaBUJIO HIIN BI)I66pI/ITC I1 puopuTeT Ajis CymeCTBYOIICTO MIpaBuia,
YTOOBI HepeﬁTH Ha CTpaHUuIly N3meHeHue n paBulJjIa. Ha »Toit CTPAaHUILIC MOKHO U3BMCHUTH HaCTpOfIKPI
IpaBuJia UK yAaJInUThb BI:I6paHHO€ IpaBUIIO.

Hacrpoiika Onucanue

Ecnu 2 npaBuiia KOHQIUKTYIOT MEXTy COOOM, MPUMEHSETCS MPABIIIO ¢ HANOOIBIITHM

Priorit . <
¥ npuoputeroM. Hanbonsmmii npuoputet paBeH 1, Haumensmii — 250.

host: B mone «IP/any» BBenute oTnenpHsIi [P-agpec.
Type subnet: B mone «IP/any» BBenuTe ampec nouacery.
range: B oie «IP/any» BBeauTe nmuamaszon IP-anpecos.

Vkaxwure [P-aapec win quana3zon [P-aapecoB, kK KOTOPBIM MPUMEHSAETCSI 3TO MPABUIIO, JTHOO
BBIOEPUTE OTHO U3 CICAYIOIINX 3HAUCHHIA:

IP/any * any: NpaBMIIO IPUMEHSAETCA He3aBUCHMO OT IP-anpeca.
* anyipv4: paBmiI0 IpUMeHseTcs st Trodoro [Pv4-anpeca.

* anyipv6: mpaBui0 NpuMeHseTcs 11 aroboro IPv6-aapeca.

VYKkakuTe nopT, K KOTOPOMY IPUMEHSIETCS. IPaBUIIO.

P *None: IMpaBUJIO HC NPUMCHACTCA HU K OAHOMY M3 IOPTOB.
ort

* Common Configured ports: BEIOepuTe CTaHIAPTHEIH ITOPT.

* Other: yxaxxuTe HeCTaHIapTHHIN HOMEp MOpTa.
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Hacrpoiika

Onucanne

Protocol

YKkaxuTe mMpoTOKOJ, K KOTOPOMY IIPUMEHSIETCS TIPaBHIIO.
* any: JF0O0H POTOKOI.
* tcp: MCMONB3YeTCs TS HAICKHON rmepenadn HHPOPMAIIH MEXTY TPUIOKCHUSIMU.

* udp: ansrepHaruBa nporoxony TCP, ncmonbzyeMast IiIsl yCKOpEHHs Tepeaadr B YCIOBUSIX
MEHBIIEH MPOITYCKHOM crTocOOHOCTH. X0Ts B mpoTokosie UDP MeHbIIe 3a1ep:KKH, TIPOTOKOI
TCP nanexuee.

* icmp: HCIOJB3YCTCA JId BBIBOJA CBG,Z[GHI/Iﬁ 00 omubKax JJI1 YCTPpAHCHUSA HECIIOJIad0K.

* icmpv6: ncronb3yercs A BRIBOIA CBEICHUI 00 ommOKax Ui yCTpaHSHHSI HEMOIa 0K
B MIPIJIOKEHUX, UCTIONB3yIOmux [Pv6-aapeca.

Action

allow: pa3zpemnTh makeT, COOTBETCTBYIOIIUMA STOMY MPaBUITY.
discard: oTMEHHUTP MaKeT, COOTBETCTBYIOIINI 3TOMY ITPaBUITY.

Log

Ecnu 5T0 paBuIiIo MpUMEHSIETCS K MTAKETY, TO HE3aBUCHMO OT TOTO, pa3pellaeTcs M HaKkeT Wi
OJIOKHpPYETCsI, B )KypHaJI OpaHaMay3pa nqobasiseTcs 3amuch. Cum. pasaen «KypHai
Opanamayspay.

Pexomenayetcst 10OaBUTH OHO W3 CIEAYIOMINX MTPABIII B KaUYECTBE HU3KOTPHOPUTETHOTO MTPaBHIIa B
MONUTHKY OpaHaMayspa:

*  YroObl HCOIB30BATh OpaHIMAYIp B pEKUME OETIOro CIUCKA, T00aBETE
250 Dest any / Source any / protocol any / discard

*  YroObl HCITOMBH30BATh OpaHIMAYdP B PEKUME YSPHOTO CITHCKA, 100aBhTE
250 Dest any / Source any / protocol any / allow

YpaneHne nonnTukn:

Bribepute YiaauTh 10U THKY, YTOOBI OTKPBITH CTpaHULy «[loATBEepKICHUE yaaICHUs.

Haxwure knonky IlpuvennTs U1 MOATBEp KICHNS ylalleHUst BbIOpaHHOTO (aiina OpanaMayspa u3 ¢ailioBoit

CUCTEMBEI.

MyTb: MyTb: KoHdurypauma > BesonacHocTb > BpaHamayap > 3arpy3ka nofiMTuKm

3arpys3Kka NOJUTUKH (C pacmmperreM .fwl) U3 HCTOUHHKA, BHEILTHETO 1S JaHHOTO YCTPOWCTBA.

MyTb: MyTb: KoHdurypauma > BesonacHoctb > BpaHamayap > NpoBepka

Bpemennoe nmpruMeHeHre paByl BEIOPAHHOMN ITOJUTHKA Ha YKa3aHHBIH TTEPHOI.
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802.1 X KoHcurypaumsa 6esonacHocTu

MyTb: KoHdurypauua > BesonacHocTb > besonacHoctb 802.1 X

MCY GepeT Ha cebs ponb 3anpalunBatoLLEero ycTponcTea B apxutektype EAPoL (Paclumnpsiembiii npoTokon
ayTeHTMdMKauum No NoKanbHOW CeTh), NCNoNb3yemMon Ang ynpasneHns JOCTynoMm K cety no nopty B IEEE

802.1 X. IMCY noppepxmeaeT EAP-TLS kak meTon ayTeHTUMKaLMKN, KOTOPbIA TpebyeT 3arpy3kun Tpex

KIMMEHTCKMNX CEPTUGMKATOB. 3aKpbITbIi KoY XpaHUTCS B 3alumMcpoBaHHOM dhopmaTe. Bbl AOMmKHbI YkasaTb

OEeNCTBUTENbHYI0 NaponbHyo pady, 4ToObl NoNy4nTb JOCTYN K KOHGUrypauumn 6esonacHoctn 802.1 X.

MPUMEYAHUE: MNCY nogaepXvnBaeT TONbKO MeToq ayTeHTudukaumm EAP-TLS.

Beb-nHTepdelic npegnaraet cneayowme BapnaHTel HacTponku EAPOL.

MapameTphbl

OnucaHue

HocTtyn kK EAPoL

Mcnonb3yeTtcs Ans BKIOYEHUS UMK OTKIMIOYEeHNs 4ocTyna K 6e30nacHoCTy
802.1 X.

NMPUMEYAHME: no ymonyaHuto goctyn k 6esonacHoctn 802.1X OTKIOYEH.
[ocTyn MOXXHO BKNMIOYUTL TOFNBKO NPU HANM4YnmM AencTBUTENbHbIX
cepTUUKaToB 1 AEUCTBUTENBHON NaponbHOW bpasbl AN 3aKpbITOro Krtoya.

NpeHTndpukarop
3anpawmvBaroLero
ycTpoucTBa

[Mo3BonsieT 3agaTb COOGCTBEHHBLIM MAEHTUdUKATOP 3anpalLmBatoLLErO
ycTponcTaa (4o 32 CMMBOMOB, BKMoYasa npobensl).

NMPUMEYAHMUE: no ymonyaHuio ngeHTmdumkaTop 3anpawumsaroLero
ycTponcTBa umeeT 3HadeHrne « NMC-Supplicant-xx:Xx:XX:XX:XX:XX»,
rae Habop «xx» ato MAC-ID TCY.

CepTtudumkar LIC

3arpysute/3amennTe unu yganute kopHeson ceptudomkar LIC. MNogaepxrBaemble
dopmarthbl channos: PEM (noyTa ¢ ycoBepLUEeHCTBOBaAHHOM 3aLLmTon Privacy
Enhanced Mail), DER (ocobble npaBuna kogmpoBaHus Distinguished Encoding
Rules) n pacwmpenus cannos .pem, .PEM, .der, n .DER.

CepTtudukar
3aKpbITOro Krroya

3arpysure/3amenunTe unm yaanute 3ampoBaHHbIN 3aKPbITbIA KITHY.
MopaepxnBaemblie hopmartsbl parinos: PEM (nodta ¢ ycoBepLIEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna kognpoBaHus
Distinguished Encoding Rules) n pacwupenuns dannos .key n .KEY.

MPUMEYAHUE: He3alumdpoBaHHbIe 3aKpbITble KoY HEAOMYCTUMBI.

MaponbHas dpasa
3aKpbITOro Krkya

Ykaxute naponbHyto opasy Ans AemgpoBkn 3ainppoBaHHOIO 3aKpbITOro
kntoya. JlumuT: 64 cumBona Bkrnovas npobenbi.

Monb3oBaTenb-
CKUW/OTKPbITbIN
ceptudmkar

3arpysuTte/3ameHuTe unu yganurte nonb30BaTenbCKUN/OTKPbIThIN cepTudumKar.
MopopepxnBaemble hopmartsl parinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awuTton Privacy Enhanced Mail), DER (ocobble npaBuna kognposaHus
Distinguished Encoding Rules) n pacwupennsa ¢annos .pem, .PEM, .der,

n .DER.

Mnata ceteBoro ynpaeneHusa 3 ana UBI PykoBoacTBo nonb3oBartens 44




HacTtpounka napameTpoB: 2

C moMOIIIBIO 3JIEMEHTOB MEHIO0 KOH(OUTYpany MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoOB
UBIT u IICY.

Cwu. caenyromue pas3nensl U pasaen «Hacrpoiika mapametrpos: 1».
*  ««CeTb» B MCHIO KOHPUTYPAILTUNY
*  «MeHI0 yBEJOMIICHUI»
e «Menro «O0mme»»
*  «XKypHanabl B MCHIO KOHPUTYPAITUN

INNPUMEYAHMUE. Hexotopsle mapameTpsl KOHPHUTYpPAaLUU MOXKHO YBUAETh HA 3KpaHe ¢ 0030poM
koH¢uryparmu Configuration Summary (Configuration > Network > Summary).

«CeTb» B MeHIK KOHcurypauumm

OkpaH HacTpoek TCP/IP gnsa IPv4
MyTb: Kondurypauusa > Cetb > TCP/IP > Hactpoiiku IPv4

Jannas QyHKIHS TO3BOMSAET MPOCMOTPETH 000 TeKymuii anpec [Pv4, Macky mosceTs, IUTIO3 MO
ymomiaHuio, MAC-aapec u pexxuM 3arpy3ku miatel ceresoro ynpasienus 3 (IICY) ans UBIT. Huwknsis yacts
9KpaHa UCIOIb3YEeTCs ISl HACTPOMKHU 3THUX MMapaMeTpOB, B TOM UUCIE U A7 oTKiIroueHus [Pv4.

Wudopmarmro o DHCP u mapamerpax DHCP cM. B cranmaprax u
Mapametp OnucaHue
Pyunoii B stom pazaene MmoxHO ykazaTh ajgpec [Pv4, Macky nopceTy u UI03 O YMOTYAHHUIO.

YerpoiicTBo 3anpammBaet yepes 32-CeKyHIHbIE HHTEPBAIbI CETEBbIE HACTPOHKH y JT000TO 13
cepepoB BOOTP:

* Ecitn oHa monmy4aeT JOMyCTHMBIH OTBET, TO 3aIlyCKAeT CETEBBIE CITYKOBI.

* [Ipu HanmMuKMK paHee 3alaHHBIX CETEBBIX [TAPAMETPOB U IIPH OTCYTCTBUH AOIYCTUMOI'O OTBETa Ha
IISITH 3aIPOCOB (MCXOAHBIN M YETHIPE MMOBTOPHBIX) CUCTEMA MO YMOJIYAHHUIO UCTIONB3YET 3TH
napameTpbl. ITo obecreunBaeT JOCTYITHOCTb YCTpoicTBa, eciu cepsep BOOTP nenocrynen.

* Ecnu ycrpotictBo Haxoaut cepsep BOOTP, Ho HanpaBiieHHBII eMy 3anpoc He cpadaThiBaeT WiIH
3aBepIIaeTCs 0 TalM-ayTy, YCTPOHCTBO MPEKPAIIAET 3alpoC CETEBBIX MapaMeTPOB JI0 TIepe3arrycka.

BOOTP*

YeTpoicTBO 3anpamuBact yepe3 32-CeKyHIHbIC HHTEPBAJIBI CETEBBIC HACTPONKH Y JIF000TO 13
cepsepoB DHCP:
* Ecnu cepBep DHCP Oynet HaiifieH, HO HalpaBJICHHBIN eMy 3apoc HEe CpadaThIBaCT HIIH

3aBCPUIACTCS 11O TaﬁM-ayTy, CHUCTEMaA MPEKPAILIACT 3alPOC CCTEBBIX MAPaAMETPOB A0 I€pe3alycCcka.

DHCP*
* KpoMe Toro, MO>XHO HaCTPOUTh YCTPOMCTBO ¢ IOMOILBIO NapameTpa Tpedosars (aiin cookie,

XapakTepHbI I8 MoCcTaBINKA, YT00bI npuuaAThL agpec DHCP, uto no3BonseT npuHUMarh
BBIJIaBacMble 3HAYECHUsSI U 3aITyCKaTh CETEBBIE CITYXKOBI.

Cwm. paznen «I[Tapamerpsr otBeToB DHCP».

*Kiacc nocrasmuka: APC.
I/IIIGHTH(i)I/IKaTOP KJIMCHTA: MAC-aﬂpec yCTpOﬁCTBa. ECIII/I HU3MCHHUTH 3TO 3HAUYCHHC, HOBOC 3HAYCHHUC HOOJIKHO 6I)IT])

yHuKaasHEIM B JIC.
Knacc mone3oBarerns: Ha3BaHUE MOIYIISI MHUKPOIIPOTPaMMHOTO obectiedeHust; cM. pazaen «[lepenada daitnony.
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9KpaH HacTtpoek TCP/IP ansa IPv6
MyTb: KoHdurypauua > Cetb > TCP/IP > Hactpoiiku IPv6

JanHas (yHKIMS MO3BOJSET MIPOCMOTPETH JIF00BIE TeKyIHe HacTpoiku [Pv6 mmatel ceTeBoro ynpasieHus 3
(IICY) UBII. HuxHss yacTh 3KpaHa UCIIONB3YeTCs A1 HACTPOWKH 3THX MapaMeTPOB, B TOM YHCIIE U IS
oTkioueHus [Pvo.

MOo’KHO KCTIOIB30BATh PYUHYIO WM aBTOMaTH4ecKyto [P-aapecanuio. MoKHO TakKe 0OJJHOBPEMEHHO
HCIOJIB30BaTh 00€ HacTpoiiku. /g pydHoil agpecannu ( ) yctaHoBuTe (IIaXKOK U BBETUTE
v6 u

YcranoBute (raskok , 4TOOBI CHCTEMa IMoJTydasa MpehUKCH aipecoB OT
MapipyTu3aropa (eciu TakoBoil uMeetcs). Cuctema OyJeT UCIOIb30BaTh YKa3aHHBIC MTPEPUKCHI IS
ABTOMAaTHUYECKON HACTPOUKH anpecoB [Pv6.

Bo3morkHbie popmarbl IPV6 OnucaHue
fe80:0000:0000:0000:0204:61ff:fe9d:f156 nonHas ¢popma [Pv6
f€80:0:0:0:204:611f:fe9d:f156 MPOITYCK Ha4YaIbHBIX HyJeH
fe80:204:611f:fe9d:f156 CBOpaYMBaHUE HECKOJIBKUX HyJICH B :: B ampece IPv6

IPv4 ¢ OTACIbHBIMU YC€TBIPbMA CUMBOJIaMU, OTACIICHHBIMU

£e80:0000:0000:0000:0204:6111:254.157.241.86 .
TOYKOH B KOHIIE

MPOIYCK HadyaJIbHBIX Hyleil, [Pv4 ¢ oTaeIbHBIMH YeThIpbMS
CUMBOJIAMU, OTACICHHBIMU TOYKOH B KOHIIE

£e80:0:0:0:0204:611f:254.157.241.86

C OTJIEJIbHBIMU YETHIPbMS CUMBOJIAMHU, OT/IEJICHHBIMU
TOYKOH B KOHIIE, CBOPaYMBAaHUE HECKOIBKUX HYJEH

fe80:204:6111:254.157.241.86

:1 localhost
fe80: npedukc link-local
2001: 100aBHBIN OJHOAIPECHBIH pedHKC
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Hns CM. CJICIYIOIYIO TaOJuILy.

Pexxum DHCPv6 ana KoHdurypauum IPv6

Mapametp OnucaHue

Korga stoT dhimaxkok ycranosien, DHCPv6 ympasnsetcs draramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MOJTy9aeMbIMH B COOOIICHMSIX MapiipyTu3aropa [Pvo.

[Mpu mony4enuu coobmienus: Mapiipytusaropa [ICY npoBepsiet, ycTaHOBICHBI Jin (raard «M»
1 «Oy. TICY uHTEpHpeTUpYyeT UX CIASAYIONTUM 00pa3oM:

* Hu onmun oar ne 3agan. O3Hayaer, 4To JOKaJbHASI CETh HE MMeeT HH(PACTPYKTYPBI
DHCPv6. [Tnara ceTeBoro ynpasieHHS UCIIOIB3YET COOOMICHNS MapIIpyTH3aTOpa M PyJHBIC
HACTPOWKH IS TTOTyYEHUs aApecoB, He sBistomuxcs «link-local» (Mcmons3yeMbIx muist
CBSI3H B TIpEENIax OHOTO CETMEHTA CETH), a TAK)XKe IPyTHe HACTPOUKH.

Ynpas.isiembri *3ananbl paaru «M» wam «M» 1 «O». B 3ToM cirydae uMeeTcs moiaHass KOHQUTYpaITis
MapIIpPyTH3aTOP agpeca DHCPv6. DHCPv6 ucnone3yercs uisl IOJIy4€HUS aApEeCcOB U MPOYUX HACTPOEK
koH(UTypanuu. IToT pexum HazbiBaeTcs « DHCPvV6 ¢ coxpaneHueM aipecoBy.

[Mocne monyuenus ¢uiara «M» koupurypaius agpeca DHCPvV6 ocTaeTcs AeHCTBUTEIBHOIMA,
MOKa paccMaTpuBaeMblil HHTepdeic He OyAeT 3aKphIT, AaXKe €CITH MOCIECAYIOIUE TaKeThl
COOOIIEHNI MapIIPyTH3aTopa MOCTYNAl0T 0e3 YCTaHOBIEHHOTO (iara «My.

Ecnu nepeiM Oyznet momydeH ¢uar «O», a 3ateM ¢uar « My, I1aTa ceTeBOro yIpaBiIeHUs
MIPOM3BEAECT MOJHYIO KOH(HUTYPAIUIO aApeca o Mody4YeHHH ¢iara «My.

*3agan ToabKO (harar «O». B 3TOM ciydae miaTa CeTeBOro yrpasieHuUs OTChUIACT MaKeT
DHCPvV6 Info-Request (maker 3anpoca napopmanun). DHCPv6 ncnonp3yercs s
HACTPOMKH «IPYTHX» MapaMeTpoB (Takux Kak Mecromonoxenue DNS-cepsepor), HO HE
JUTS TIOJTY9EeHHS afpecoB. DToT pexkuM HasbiBaeTcst «K DHCPv6 6e3 coxpaHeHus aapecoBy.

Anpec u apyrue DHCPvV6 ucnonbs3yeTcst Ui MOIY4ICHUS apecOB U MPOYUX HACTPOCK KOHGUTYpAIHH. DTOT
CBeleHNs pexxum HasbiBaeTcs «DHCPv6 ¢ coxpaneHneM afipecoBy.

Tonbko cBenennsi, | DHCPv6 ucrionb3yercst Ui HACTPOHKHU «IPYyTUX» NapaMeTpoB (TaKUX KaK MECTOIIOJIOKEHHE
32 HCKJII0YeHHeM DNS-ceprepos), HO HE st noydenus agpecos. Otot peskuM HazbiBaetes «DHCPv6 6e3
ajgpecos COXPAHCHUS aJJPECOBY.

Huxorna DHCPv6 HE ncnonb3yercst sl KaKuX-11u00 HaCTPOESK KOH(DUTYpAITHH.

MapameTtpbl otBeToB DHCP

Kaxnprit nevicreurensreiii orBer DHCP copeprkut mapamerps ¢ Hactpoiikamu TCP/IP, koTopbie HeoOXoanMbl
TICY mist paboThl B ceTH. KaxIblif OTBET Tak¥Ke COASPKUT APYTYI0 MHPOPMAIIUIO, BIUIONIYIO Ha padoTy IICY.
CM. Takxe CTaTbio B 0a3e 3HaHUH.

CBefeHUsi 0 KOHKpeTHOM nocTtaBwumke (napameTtp 43). IICY ucnonb3yeT dTOT mapameTp oTkinka DHCP
JUTSI OTIpeICTICHUS TOCTOBEPHOCTH OTBeTa. JlaHHBIN mapameTp comepkut oTHocsmuecs K APC mapameTpsl B
dhopmare TAG/LEN/DATA, na3zwsiBaembie cookie APC. ITo ymMomgaHuto 3TOT apamMeTp OTKITIOUCH.

* Cookie APC. Tag 1, Len 4, Data «<1APC»
[Tapametp 43 coobmaet IICY, uto cepep DHCP HacTpoeH Ha 00CTyKUBaHUE YCTPOUCTB.

Jlanee B 1mecTHAIIATEpPUYHOM (popMare MpecTaBieH NprUMep HHPOPMAIHH, 3aBUCAIICH OT
TTOCTAaBIUKA, B KOTOPOH copepikarcs aaHHble cookie APC:

TapameTrp 43 = 0x01 0x04 0x31 0x41 0x50 0x43
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MapameTpsl TCP/IP. TICY ucnons3yeT st onpeaeneHus cBoux Hactpoek TCP/IP cremyroniie mapaMeTpsl,
cozpepkamuecs B foctoBepHoM oTkiimke DHCP. Bee ykazanHble mapaMeTpsl, 3a HCKITIOYEHHUEM NIEPBOTO,
onucanbl B RFC2132.

IP-aapec (u3 nons yiaddr orxnuka DHCP, onmucanroro B RFC2131): [P-aapec, BeigaBaeMblit
cepsepom DHCP IICY.

Macka noaceru (mapameTtp 1). Macka nozicetu onpeienseT 3HaueHHe, HeoO0xoaumoe it padotst [ICY
B CETH.

MapupyTu3arop, T.e. IIUTI03 [0 YMOJTYaHUIO (mapamerp 3). AJpec IUT03a M0 YMOTYaHHIO,
HEoOXOAUMEIH [Tt paboThl IICY B ceTH.

Bpems Boinaun IP-agpeca (mapametp 51). [IpomexxyTok BpeMeHH, B T€IEHHE KOTOPOTO BBIAETCA
[P-agpec mns TICY.

Bpemst ooHoBienus, T1 (mapametp 58): Bpems, kotopoe IICY moDKHA 0KUIATH MTOCIE BBIIAUN
[P-anmpeca nepen TeM, Kak OHa CMOXKET 3alIPOCUTHh OOHOBJICHUE 3TOTO HA3HAYCHHMS.

Bpemst mpoasienust ucnosb3oBanus, T2 (mapamerp 59). Bpems, kotopoe IICY momKHA 0XKUIATH
nociie Belgauu [P-agpeca nmepen Tem, Kak OHa CMOXKET MPOATIUTH HCIOIB30BaHUE a/ipeca.

Opyrve napameTtpbl. IICY Taxke UCHOIb3YET ClEAYyIOLUE TapaMeTPbl, COIEPKaIlUecs B JOCTOBEPHOM
otknuke DHCP. Bee ykazaHHbIe mapamMeTpsl, 3a HCKIIOUYEHHEM ABYX MOCIEAHNX, onucanbl B RFC2132.

CepBepbl MPOTOKOJa ceTeBOro BpeMenn (mapametp 42). Jlo neyx NTP-cepBepoB (nepBudHbIit
(OCHOBHOI) M BTOPHYHBIN (BCIIOMOTaTENbHBIH)), KOTOPbIE MOXKET NCIOIB30BaTh [ICY.

Cnsur Bpemenn (mapametp 2). Capur Bpemenu nojcetu [ICY OTHOCHUTEIBHO YHUBEPCATIBHOTO
koopauaupoBanHOTO BpeMenu (UTC), 3amaBacMbIil B CeKyHIaX.

CepBep noMeHHBIX nMeH (apameTp 6). Jlo nByx cepBepoB gomeHHbIX uMeH (DNS) (nmepBuuHbINA U
BTOPHUYHBII), KOTOPHIE MOXKET UCIIOIB30BaTh [ICY.

Hmsa xocTa (mapametp 12). M xocT-y371a, KoTopoe ucnomnb3yeT [ICY (MakcuMaibHas JyinHa — 32
CHMBOJIA).

HNms nomena (mapametp 15). Ums momeHa, KoTopoe ucronb3yet IICY (MakcumanbHas aauHa — 64
CHMBOJIA).

Boot File Name (u3 moss file orkimika DHCP, onricarroro 8 RFEC2131). [TomHOCTRIO Onpe e IeHHbIN Ty Th
JI0 TTOJIb30BATENbCKOTO (haiia koHduryparmu (ini-¢haiiia), KCHOIL3yeMOro mpu 3arpy3ke. [Tomne siaddr
oreera DHCP onpenensier [P-anpec cepsepa, ¢ kotoporo IICY ocyIiecTBisieT 3arpy3Ky ini-gaiina. [locie
3arpy3ku IICY UCHONB3yeT ini-(haii B KadecTBe 3arpy309HOro (hariia ¢ MeTbio H3MEHSHNS HaCTPOCK.

Monnoctnio onpenesnennoe ums gomena (FQDN, mapametp 81). IlonHOCTBIO ONIpeAeIcHHOE UMS
nomena [ICY.

JKkpaH «CkopocTb nopTa»

MyTb: KoHdurypauumsa > Cetb > CkopocTb nopTa

[TapameTtp ckopocTH opTa 3aaaeT cKopocTh oOMeHa ganHbIME mopta Ethernet. Texymmii mapametp
orobpaxaeTcs B pazfene Texkymas cKoOpocTh.

HapaMeTp MOXXHO U3MCHUTD, BLIGpaB MEPCKIIIOYATCIIb B PA3ACIIC Cl\‘O])OCTl) nmopra:

Ipu 3HaYeHUN ABTOCOIIIACOBAHNE (TTO YMOTYAHHIO) CETEBBIC YCTPONUCTBA OMPEICISIOT MAKCHMATBHO
BO3MOXKHYIO CKOPOCTh TIepe/iaudl JaHHbIX. ECITH pH 3TOM CKOPOCTH Niepeiadl JaHHbBIX JIBYX YCTPOWCTB
HE COBIAIAIOT, 0OMEH Oy/IeT OCYIIECTBIATHCS Ha O0Iee HU3KOW CKOPOCTH.

MoskHo Taroke BbIOpars 10 umum 100 MouT/c; ast KaXIoro 13 3THX MapaMeTpoB MOYKHO YKa3aTh 3HAUCHHE:
— moayaymiexe (epeaada JaHHBIX TOJBKO B OHOM HAlpaBICHUH 34 CAMHULYY BPEMEHH) HIIH

— HOJHBII Aymuiexe (OQUH KaHaJ MOXET HCIIOIb30BaThCsl ISl IIEpeiady JaHHbIX cpa3y B IBYX
HaIpPaBICHUSAX).

MNPUMEYAHMUE. N3MeHUTh MOXHO TOJBKO CKOPOCTH mopta go 1000 M6uT/c, BEIOpaB onuuio
aBTOCOIIacOBaHMs Auto-negotiation.

OKpaH DNS

MyTb: KoHdurypauua > Cetb > DNS > KoHdurypauus
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3HaueHHS B pasaeie 0T06pa)KaIOT TCKYIIEC COCTOAHUC U HaCTpOfIKy.

[TapameTpsl B pa3znene UCIIONB3YIOTCA JUIsl HACTPOMKHU
cuctemMsbl JoMeHHBIX UMeH (DNS):

L]

BxitoueHue MeHIO MO3BOJISICT YCTAaHOBUTD, YTOOBI TaHHBIE
KOH(UTypaluu OT ApyTUX HCTOYHUKOB, Takux kak DHCP, umenu npuoputeT nepes BHIMOJTHEHHOU B
9TOM pazfelie pyYHOU KOHpHUrypanuei.

Vkaxute aapeca [Pv4 wiu IPv6 miist napametpa Y TIPH HEOOXOMUMOCTH JIS
napaMmerpa . UTOOBI OTIIPABIATH IEKTPOHHYIO TIOYTY ¢ ToMotIsio TICY,
Heo0X0omMMO Kak MUHUMYM yKa3aTh IP-ampec mepBuanoro DNS-cepsepa.

— TICY xnet oTBeTa 10 15 cexkyH oT nepBUYHOro Ui sropuaHoro DNS-cepsepa. Eciu IICY He
MOJIy4aeT OTBET B YKa3aHHOE BpPeMsl, COOOIIEHUE INEKTPOHHOM MOYTHI HE Oy[eT OTIPaBICHO.
Ucnons3yiite DNS-cepBepsl B TOM ke CeTMeHTe, Tie pacnonoxena I[ICY, Uau B cOCEAHEM
CerMeHTe, HO He B APYTHX yAajeHHbIX cermMeHTax cetd (I'C).

— Tlocne onpenenenns [P-anpecos cepBepoB DNS BEIIOTHUTE X TPOBEPKY; CM. paszell « IKpaH
mpoBepku DNS».

. [To3BomnseT cuaXpoHM3NpoBaTh HMs Xocta DNS ¢ mmenem TICY.
[lenkuure ceblky «MMs cucTemMbl» 1Sl ONpeieNIeHNs 3HaYeHUSI.

Ecmu mmst xocta DNS w umst cuctems! [ICY cHHXpOHU3UPOBAHEI, ITMHA IMEHH CHCTEMBI
OTpaHUYCHA OTPECICHHBIM KOJTHIECTBOM CHMBOJIOB B 3aBUCUMOCTH oT DNS RFC. Ecmu
OHU HE CHHXPOHH3UPOBAHEI, UMl CUCTEMbI MOXKET COJIEPIKaTh 10 255 CHMBOJIOB.

. Ilocne 3aganus 31ech UIMEHHU XOCT-Yy3J1a M YKa3aHUs JOMEHHOTO HMEHH B I10JIe
, TOJIb30BATEIb MOXKET YKa3bIBaTh UMsI XOCT-y311a B Jr000M nosie uarepdeiica IICY (kpome
aIpecoB MEKTPOHHOI [OYTHI), KOTOPBIE Pa0OTAIOT C JOMEHHBIM HMECHEM.

. Ans untepdeiica IICY B aToMm pazzaene noTpedyeTcs yKa3arh TOIbKO HMS
nomeHa. Bo Bcex ocTtanbHBIX NOssIX uHTEpdeiica noms3osaress [ICY (kpome nonei aapecos
3NEKTPOHHOMN IOYTHI), PA0OTAIOIIUX C JOMEHHBIMU UMEHAMH, I171aTa CETEBOI'0 YIPABICHHUS I10
YMOIJIYaHUIO 100aBUT JaHHOE JOMEHHOE UM, €CIH OyAeT BBEJEHO TOIBKO UM XOCT-y3J1a.

— Yr00BI IIEPEOIPENEINUTD PACIIUPEHUE YKa3aHHOIO UMEHH XOCTa IOCPEICTBOM no0aBIeHUS
MMEHH JOMEHa, 3aJ[aiiTe B M0JIe UMEHHU JJOMEHA 3HaYeHHUe 10 YMOTYaHUI0 somedomain.com
wuiu 3HaueHue 0.0.0.0.

— Yt0oOBI N3MEHHUTDH PACIIIUPEHUE KOHKPENHO20 UIMEHHU XOCT-y371a (HarpuMmep, MpH onpeaeicHIN
TOJTyYaTelisi PePhIBaHMUI ), TOCTaBbTE KOHEUHYIO TOUKY. [ICY pacto3HaeT UMS XOCT-y371a ¢ TOUKOMH
(HanpuMmep, mySnmpServer . ) Kak MOJTHOIICHHOE IOMEHHOE UM 1 He TOOABIIIET JOMEHHOE MM

. Ykaxxute nomeHHoe uMs [Pvo.

AkpaH npoBepku DNS

MyTb: Kondurypauusa > Cetb > DNS > TecTupoBaHue

JlarHas GyHKIHS HCIIOIB3YeTCs T OTIpaBky 3ampoca DNS, koTopelii mpoBepsieT HacTpoiiky DNS-cepBepa mytem
rorcka 1o IP-anpecy. [porremypy HaCTpOHKH CEPBEPOB CM. B BBIIICTIPUBEICHHOM pazzerne « IKkpaH DNSy.

[IpocMoTpuTe pe3ynbTaTsl MPOBEPKHU B TIONE

Jlna mapametpa YKKUTE METOT HICTIONTB30BaHM 3arpocoB DNS; cM. citemyroly o TabmITy.
B nosne YKaXUTE 3HAUCHUE, KOTOPOE OyIeT UCIIOIL30BaThCS IS BRIOPAHHOTO THTIA
3arpoca B COOTBETCTBUU C IAHHBIMHU TaOJHIIBI.

Bbi6paHHbIii TN 3anpoca Ucnonb3yemblii 3anpoc

10 XOCTY Nwms xocta, URL

110 MOJTHOMY TOMEHHOMY ITommoE JOMCHHOC UM BHUA

HUMEHH MOV _CepBep .MOM HOMEH.COom

no IP-aapecy IP-anpec cepsepa

no MX Anpec Mail Exchange
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AKpaH Beb-gocTyna
MyTb: Kondurypauusa > Cetb > WWW > [locTyn

Jannas QyHKUMs UCMoNb3yeTcs A HACTPOWKU METOAa A0CTyna K BeO-uHTepdeiicy. (s akruBammm mo0b1x
W3MEHEHUH, BBIMOJIHEHHBIX B 3TOM paszzene, motpedyetcs nepesarpy3uts [ICY. Cum. pasznen ««CeTb» B MEHIO
yIpaBiIeHuS» Ha CTp. 22.)

C momMompio (raxXkoB « BKIFOUMTEY MOKHO BKJTFOUUTH JJOCTYTI K HHTEpdelicy Tonb3oBaress 1o npotokory HTTP
mwm HTTPS (v o o6oum mpotokosiam). I[Iporoxonm HTTP otkimroden mo ymonmdanuio, a mpotokoi HTTPS
BKJIFOUEH 1o ymomrdanuto. [Iporokon HTTP He BeimonHseT mudpoBanue.

HTTPS rtaxxe BeimonusieT ayreHTH(UKanuto [ICY ¢ momormpio nudpoBoro ceprudukara. Onucanue
Pa3INYHBIX CIIOCOOOB MCIONB30BaHUs IM(PPOBBIX cepTUHHUKATOB CM. B paszaeie «Co3aaHue U yCTaHOBKa
IUQPPOBBIX CEPTUHUKATOBY B Ha .

JIJis TOTIOTHUTENBHOM 0€30TTIaCHOCTH TS TapaMeTpa MOPThI MOXKHO U3MEHUTH 3HaUCHHE, YKa3aB JIF000H
HEHCITONIb3yeMbIi TTopT B quana3one 5000-32768. HeoO6xonnMo HCIIONh30BaTh ABOCTOUHE (:) B aIpeCHOM TI0JIe
Opay3sepa [t yka3zaHus Homepa mopra. Hampumep, st Homepa ropra 5000 u [P-agpeca 152.214.12.114:

http(s)://152.214.12.114:5000

Beb6-akpaH cepTudumnkarta SSL

MyTb: KoHdurypauua > Cetb > WWW > SSL-ceptudumkar

Jobaenenue, 3aMeHa u yganenue cepruukaros 6e3onacnoctu. SSL (Secure Socket Layer) — 3To npoTtoko,
UCTIONIb3yeMBIH T K(POBaHUs JaHHBIX, IepeaBaeMbIX MEXAY Opay3epoM U BeO-cepBepoM.

MOI‘YT HCIOJIB30BATLCA CICAYIOIINEC 3HAUCHUS ITapaMeTpa Cocrosinme:

e Toauwiii ceprudgurar. Ilnaroi ceTreBoro ynpasieHus ObUT yCTAaHOBIEH WM CO30aH ACHCTBUTEIbHBIN
ceprudukar. LI{enKHUTE 3Ty CCBIIKY, YTOOBI yBUIAECTH COAEPKUMOE CepTU(HKATA.

e Ceprudurar ne ycranopien. Ceprudukar He ycTaHoBIeH win 011 ycraHoBieH FTP niu SCP B
HemnpaBwIbHOM MecTe. C IToMOITsI0 KOMaH bl /l00aBuTh win 3aMeHuTh (haiin cepTudurara
YCTaHOBHTE CepTU(HKAT B HaJIexkaiee MecTo: /ssl Ha TICY.

e Coznanne. [Inara ceTeBoro ymnpasieHus cO31aeT CEpTHU(PUKAT, TOCKOIbKY He 00HApYKEeH
JEeUCTBYIOIIUI cepTU(HKAT.

e 3a Irpy3Ka. Brmonnsercs AKTHUBallUs CepTI/I(i)I/IKaTa Ha 1J1aTe CETCBOTO YIIPABJICHU.

Ecnu 6vin ycmanoenen nedeticmeumenvHulil cepmughuxam iy cepmu@uram He Obli 3a2pyiHceH npu
exmouennom SSL, niama cemesozo ynpaenenus cozoaem cepmupuram no YMOIUaHuio, 3mom
npoyecc Modicem 8bl36amy 3a0epiHCKY 00paueHus K unHmepghericy npumepHo Ha OOHY MUHYNLY.
Ceprudukar no yMOIT4aHHIO MOKHO HCIIONB30BATh TS 00SCTICYeHHs] OCHOBHBIX (DYHKIIMIHA
0€30IacHOCTH ITyTeM M (POBAHUS JaHHBIX, HO TIPU 9TOM IIPH BXOJIE B CUCTEMY OyZIeT BHIBOJHTHCS
TpeaynpexaeHue 0 0e30IMacCHOCTH.

JlobasuTe nin 3aMeHuTs (haiin ceprudukara. Hainure daiin ceprudukara, CO3AaHHBIA ¢ TOMOIIBIO
MacTepa OezonacHocTH. 111 BEIOOpa MeTo/1a HCIIONIb30BaHus IU(POBBIX CepPTU(HUKATOB, CO3JAaHHBIX
MacTepoM 0e30macHOCTH WK creHepupoBaHHBIX TICY, cM. pasmen «Co3nanne U ycTaHOBKA IMTH(DPOBBIX
cepTudUKaToB» B Ha .

YnannTh. Yoanenue cepTudukara. CM. TaKKe TEKCT Ha DKpaHe.

AKpaH KoOHconun

MyTb: Kondurypauusa > Cetb > KoHconb > [loctyn
MyTtb: Kondwmrypaumsa > Cetb > KoHconb > Kntoy xocta SSH

HocTtyn k koHconu. [ oOGHoBeHus Mukponporpammsl MBI noTpedyeTrcst BKIIOYUTH JOCTYI K KOHCOJIH;
cM. pazzen «Okpad «OOHOBIEHHE IPOLIMBKU»». JJOCTYII K KOHCOJIN TTO3BOJISIET UCIIONB30BaTh HHTEpdelic
KOMaHJHOH CTPOKH.
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C nomombio (raxxkoB «BKIIOYNATE MOKHO BKIIIOYUTB AOCTYN K HHTEP(EHCy KOMaHIHOW CTPOKH IO
MIPOTOKOITY WIH (umu o o6oum mpoTokonam). [Iporokon Telnet oTKIIOUEH MO YMOIYaHUIO, a
nporokon SSH Bkirouen no ymonuanuto. Telnet He mudpyeT nMeHa nop30BaTeNei, Tapoiny U JaHHBIE BO
BpeMs Iepenayn, a mpotokosa SSH BeimonHseT mudposanue.

Hpumeuanue. [Tpu Brmouennu SSH srurouaercs takxe SCP (SeCure CoPy) ans 3amuIiieHHoi nepenadu
¢aitnos. JJomonmanTensayro nHGOpMaIuio 06 ucronszoBannu SCP cM. B pasnene «llepemaua dhaitmony.

Jli1st mapamMeTpa mopThl, KOTOPBIA OyIeT UCTOIB30BaThCs s CBs3H ¢ [ICY, MOXKHO TIPHCBOUTD JTIO00M
cBOOOMHEIH TIOpT B auamazone 5000—32768 mis obecreueHus TOMOTHATEIHFHON 3aIINTHI.

. . ITo ymomyanuto umeer 3HaueHue 23. J{s onpeneneHus IopTa, He 3aIaHHOTO 110 YMOTYaHUIO,
HEOOXOIMMO MCIIOJIB30BaTh JIBOCTOUHE () WK IPO0EJI, Kak TpeOyeT TOro KIMeHTcKas nporpamma Telnet.

Hampumep, anst mopra 5000 u [P-agpeca 152.214.12.114 xnuenrckas nporpamma Telnet TpeOyet
UCIIOJIb30BAHUS OJIHOM U3 CIEAYIOIIUX KOMaH[;

telnet 152.214.12.114:5000 wau telnet 152.214.12.114 5000

. . [lo ymonuanuto nmeer 3naueHue 22. @opMar KOMaHIHON CTPOKH, HEOOXOAUMBIH JIs
3a/1aHHs HE UCIIOIb3YEMOTO [0 YMOIYAHUIO MOPTa, MPUBEICH B JOKYMEHTALUU TPOrPaMMBbI-KIUEHTA
SSH. Cwm. taxxe «Kiroua xocta SSH» manee.

Kntou xocta SSH. [Ipu ucnons3zoBanuu npotokona SSH (Secure Shell Protocol) myist noctyna k kKoHCOIH
MOXKHO J00aBIISITh, 3aMEHSTH WA YIAISTH KIIFOY X0CTa Ha 9kpaHe «Kimroa xocta SSLy.

YKa3bIBAET, ABIAETCS JIM KITFOU XOCTa (CEKPETHBIN KITI0U) NeHCTBUTENHBIM. MOTyT
UCIIONIb30BAThCA CIEAYIOIIUE 3HaueHHs napamerpa «CocTosHUE»:

. : OTCYTCTBYIOT HCIIOJIb3yE€MBIE KITFOUH XOCTA.

. . Ilnara ceTeBOro ynpasieHus CO3JaeT KIII0U XOCTa, IOCKOJIbKY He ObLIO HaliICHO HU OHOIO
JEHCTBYIOILLErO KIIF0Ya.

. . BeinonHseTcs akTUBaLUs KIII04a XOCTa HA IUIATE CETEBOTO YIIPABJICHHUS.

. . OnuH u3 crenyomux JOMyCTUMBIX KITFOUeH XocTa HaXoAUTCs B Karasore /ssh

(pexoMeHyeMOe MECTOIIOIOKEHUE Ha TJIaTe CETEBOrO yIPaBJIEeHU):
— 1024- nnn 2048-pa3psiiHBI KIIIOY XOCTa, CO3MAaHHBIH MacTepOM HACTPOMKH 0e30MacHOCTH

— 2048-pazpsaanbiii ko4 xocta RSA, co3maHHbIM MI1aTON CETEBOrO yIpaBICHUS.

. 3arpysure ¢aiis KJro4a XocTa, CO3IaHHOTO MacTEPOM HaCTPOHKH
6e3onacuocty. MHbopMario 06 HCIoIb30BaHUH MacTepa Oe30IacCHOCTH CM. B PYKOBOACTBE 110 O€30I1aCHOCTH Ha
. UToOBI HCIOMNB30BaTh BHEIIHHUHN KIII0Y XOCTa, 3arpy3UTE €ro Iepell BKIIOUCHUEM (CM. pa3aert
«JlocTyn K KOHCOW BBILIE).

[pumeuanne. YToOBI COKpaTUTH BpeMsl, HeoOXoauMoe JTst BKiroderns SSH, coznaiite u 3arpysure Kiod
x0cTa 3a0maroBpeMeHHo. Eciu exaouums SSH, He 3a2py3us kirou xocma, niama cemego2o YnpaeieHus.
ROMPamum npUMEPHO MUHYmy 071 co30anus Kaouda, a cepsep SSH Oyoem 6 3mo epems nedocnyner.

. Y,Z[aJ'IeHI/Ie Ki1roda xocta. CM. TakKe TEKCT Ha OKpaHe.

YroOsl ucmonb3oBath SSH, HE0OX0AMMO UMETH ycTaHOBIEHHBIH KiueHT SSH. BoipmuHaCcTBO
mnatdopm Linux 1 UNIX umeror B cBoeM coctaBe KiMeHT SSH, HO B onepallMOHHBIX CHCTEMax
Microsoft Windows oH otcyTcTByeT (3a uckiroueHuem Windows 10). JlocTynmHbI KJIHMEHTCKHE
nporpaMmMbl Windows pa3MiHBIX pa3padoTunKoB, HanpumMep nporpamma PuTTY, noctynHas mo
azpecy

AkpaHbl SNMP

Bce numena, maponu u nmeHa coo6mects st SNMP niepenarorcs o cetr B BHJIe 0OBIYHOTO TeKcTa. Ecim ceTh
TpeOyeT BBICOKYIO CTeNeHb Oe30macHoCTH mudppoBanus, oTkIrounTe qoctyn SNMP wnu yctaHoBuTe st
Ka)X/IOTO U3 COOOIIECTB MpaBa AocTymna Ha yTeHne. (CooOmIecTBO ¢ TOCTYIIOM Ha YTSHHE MOXET MOIy4arh
MH(POPMAIIHIO O CTAaTyCe U UCIIOIB30BaTh NpepbiBaHus SNMP).
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IIpu ncnons3oBanuu cpeactsa StruxureWare Data Center Expert nst ynpasnenus UBII B oTkpeITOMH ceTu
cucteMsl StruxureWare reo6xodumo Bkimoants SNMPv1 unmun SNMPv3 B untepdetice IICY. JlocTyn Ha
YTEHHE I03BOJISIET yCTPOoiicTBY Struxure Ware nomyuars npepsiBanust ot IICY, a JOCTYN Ha 3alIUCh HEOOXOAUM
npu pabote ¢ uaTepdeiicom nmonszosatens [ICY mis nucnonszoBanus ycrpoiicTa StruxureWare B kadecTBe
MoJTyvaressl NPEPhIBAaHAM.

JlomomHUTENRHY0 HHPOPMAIIHIO 110 YIIPABICHUIO 0€30MaCHOCTHIO CHCTEMBI CM. B
Ha

SNMPv1.

MyTb: KoHdurypauua > Cetb > SNMPv1 > [loctyn n KoHTponb goctyna

[Tapametp WCTIOJB3YeTCs IS BKITIOUeHHs WK BeIkiroueHust SNMP Bepcun 1 xak metona
B3aumonericteus ¢ IICVY.

[To ymomuanuro SNMPv1 orkimouen. HeoOxonmnmo onpenenuTs uMsi cooOIecTBa
IO TOTO, KaK Oy/IeT yCTaHOBJIEHA CBA3h ¢ MpoToKooM SNMPv1.

Hcnons3opanue SNMPv2c¢ nmonaepxupaercs ¢ momorbio GyHkiuit SNMPv1.

KoHTponb goctyna. Mo)KHO HACTPOUTH JIO YETHIPEX 3alMCei KOHTPOIIS TOCTYTIA, YTOOBI ONPEICIUTh, KaKast U3
ceTeBbIX cucteM yrpasineHus (NMS) umeer noctyn k HICY. [l peqakTipoBaHus MIENKHUATE UMS COOOIIECTBA.

o ymorqanuto oiHa 3amych Ha3HAYaeTcs Ha KaX10€ U3 YeThIpeX JOCTYMHBIX coodiectB SNMPv1. Brl moxere
W3MEHSTh 3TH HACTPOUKH, YTOOBI IPHUMEHUTD Dosiee 0OHOU 3anucu Oisl 1100020 coobujecmea, IUTs TIPEIOCTaBICHUS
JIOCTYTIa TIO HECKOJIBKUM onpeziesieHHbIM ajipecam [Pv4 u IPv6, nmenam xocToB mwin mackam [P-aapecos.

* Ilo ymomuanuto coobmectBo nmeeT goctyn k IICY u3 qro6oro Mecra B CeTH.

M HpI/I HaCTpOﬁKe HECKOJILKHUX 3aIuCceH TpaBJICHUA JOCTYIIOM IJIsA COO6I].I6CTBa ¢ J100BIM UMEHEM 3TO
3HA4YMT, YTO OAHO HUJIM HECKOJIBKO COOOIIECTB UMCET JOCTYII K YCTPOUCTBY.

. Ims1, xoTopoe cuctema ynpasnenus cetbto (Network Management Station — NMS)
JOJKHA UCTIONB30BaTh JJIsl IOCTYMa K coo0mmecTBy. MakcumansHas anuaa — 15 cumBonoB B popmare ASCII.

. Anpec IPv4 unu IPv6, macka [P-anpeca nian uMs XocT-y3ma, KOTOPBII
ynpasisieT goctynom cucteM NMS. Ums xocT-y3na unn onpeneneHnsiii [P-agpec (manpumep, 149.225.12.1)
OTKpBIBAET AOCTY TOJBKO cucteme NMS B nanHom cermente cetu. [P-anpeca, conepxkamue 255,
OTPaHUYMBAIOT JOCTYII CIICAYIOIIUM 00pa3oMm:

* 149.225.12.255: noctyn NMS tonbsko B cermente 149.225.12.
e 149.225. : moctyrmt NMS Tonbko B cermMenTe 149.225.
*  149. : roctynn NMS Tonbko B cermente 149.

e 0.0.0.0 (HacTpOWKH IO YMOTIAHHIO ), KOTOPHIE MOTYT OBITh TAK)KE MPEICTABICHEI B BUJIC
255.255.255.255: nocryn nr0060# cuctembl NMS B 11000M cermMeHTe.

. deiicTBHA, KOTOpBIE MOXKET BBHITONHATH NMS B cooOrmiecTBe.

. . Tonmsko oneparnu GET, B mro60e Bpemsi.

. . [Tonyuars (GET) B mo0oe Bpems u pasmemniats (SET) urdopmaruio, ecinu npyrue
MOJIL30BATENH HE pa0OTarOT B MHTepdelice Monbp30BaTells WK B MHTEepQeiice KOMaHAHON CTPOKH.

. . [Tonyuars (GET) u pasmemiars (SET) uadopmartiio B 11060€ BpeMsl.
. . 3anpemeno nomy4ars (GET) u pasmemmars (SET) undopmanmio B modoe Bpems.
SNMPv3.

MyTb: KoHdurypauua > Cetb > SNMPv3 > [loctyn, MNMpocdunu nonb3oBatenen n KoHTponb
aocTtyna
s 3anpocoB GET u SET u nonyuateneii npepbiBanuii B SNMPvV3 nipu naentudukanuy moiabp3oBareiei
MCTOJIB3YyeTCs cucTeMa npoduier moms3oBareneid. [lonp3zosarens SNMPv3 nomkeH umets mpohuib

MOJIBb30BaTels, Ha3HaueHHbIH B iporpamme MIB anst Bemmonnenus onepanuii GET/SET, npocmorpa MIB u
MOJIy4ECHHMsI IPEPBIBAHUMN.
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o ymomyanuto potokoid SNMPv3 orkimtodueHn. HeoO0xomqumo akTHBUPOBATh ACHCTBUTEIILHBIH
MPOQHIb MOIB30BATENSI, UCTIONB3YS MapOJIbHBIE Ppassl (
) 1o TOTO, Kak OyZIeT yCTaHOBJICHA CBI3b ¢ IpoToKoIIoM SNMPvV3.

Jlist ucrionp3oBanuss SNMPv3 HeobxomuMo uMeTh mporpammy MIB ¢ momnepsxkoit SNMPv3.

[ICY nmonnepxxuBaet ayrentrudukanmo SHA nmu MDS, a Takke 3amury ¢ moMmoimbio AES wmm
DES (mmdposanue).

[ICY nmonnepxkupaet ayrentudukanmio SHA nmu MDS, a Takxke mmdposanue AES wmm DES.

[TapameTp Bxmtounts goctyn k SNMPv3 no3BosisieT HCIOAB30BaTh JaHHBINA METOA
B3aUMOJENCTBHUS C YCTPOUCTBOM.

Mpodomnu nonb3oBaTtenei. [lo ymon4anuio 0oToOpaXkaeT CIIMCOK HACTPOEK IS YeThIpeX
npoduiieit monp3oBareneii ¢ IMEHaMH OT hi () , HE UCTIONB3YOIINX
ayTeHTHU(UKAIMIO 1 3auTy (mmdposanue). YToOb H3MEHUTH CIIEITYIONINE HACTPOHKH ITOJIb30BaTEILCKOTO
npoduIIs, MIETKHATE UMS TT0JIh30BATEN B YKa3aHHOM CITHCKE.

. . Unentudukarop npoduis monszoBarens. SNMP Bepcun 3 otoOpaxaer
¢yakuun GET, SET u obecnieurBaet 3aXBar B MOJIB30BaTENECKAN TPOQUITH ITyTEM COMOCTABICHHS
WMMEHH TI0JIb30BaTeNs MPo(UIIs C UMEHEM T0JIB30BATeNs B IEPEAaBaeMOM IaKeTe AaHHbIX. MMs
TI0JIB30BATENS MOXKET conepkarh 10 32 cuMBonoB ASCII.

. . ®paza u3 15-32 cumBomnoB ASCII, poBepsiroas B3anMoIeHCTBIE
crcteMsl NMS ¢ yerpoiictBoM 1o Tipotokoiry SNMPV3, nomkHa ObITh yeTaHOBIeHa B cricteMe NMS. Ona
TaKoKe MPOBEPSIET, ITOOBI COOOITICHIC HE MEHSIIOCHh BO BpeMsI TIepe/Iadi, a TAKXKE CBS3b C COOOIICHIEM
TIEPUOTMUECKH TIOICP KABAIIACE. ITO TIO3BOJISIET Y3HATH, YTO COOOIICHHIE HE 3aIepyKaHo U He ObLIO
CKOTMPOBAHO ¥ TIOBTOPHO OTIPABIICHO B HECOOTBETCTBYIOIIIEE BPEMSI.

. . ®paza u3 15-32 cumBonos ASCII, kotopast obecrieynuBaeT
KOHGHUACHITNAIBHOCTD JaHHBIX, OTIPABIIEMBIX cucTeMoit NMS Ha 1aHHOE yCTPONCTBO UITH
MIPUHUMAEMBIX OT JaHHOTO ycTpoiicTBa uepe3 SNMPv3.

. . [Ipotoxon SNMPv3, nognepkusaroniuii ayreHtudukanuo SHA u
MDS5. J1oy15KHO OBITh BBIOPAHO OJTHO M3 3TUX 3HAYCHUH.

. . [Iporoxon SNMPv3, nogaepxuBaroiuii B kKauecTBe MPOTOKOJIOB
muQpoBanus U aenudpoBanus JaHHbIX TpoTokonbl AES u DES. Heo0xonuMo ucnonb30Bath Kak
MPOTOKOJ KOH(PUICHITHAILHOCTH, TaK ¥ Mapoiib KOH(PHUICHIIMATLHOCTH, B IPOTUBHOM CJIy4ae 3arpoc
SNMP He Oyner 3amm¢ppoBaH.

OnHaxo Henb3st BEIOpaTh MPOTOKO KOH(DUACHIINATBHOCTH, €CIIM HE BBIOPaH MPOTOKOI
ayTeHTH(UKAIIH.

KoHTponb gocTyna. MoXHO HACTPOUTH JI0 YETBIPEX 3aHUCEH KOHTPOIIS JOCTYIIA, YTOOBI ONIPENEIUTh, KaKas U3
ceteBbIX cucteM yrnpasieHus (NMS) umeer goctym k [ICY. [l pemaktupoBaHus MIETKHATE UMSI TIOTb30BaTEIS.

[To ymMoT4aHHIO OIHA 3aITMCh HA3HAYAeTCsl Ha KayKIIbI U3 YeThIpex npoduiieii moap3oBareneii. Ber Moxere
M3MEHSITh 3TH HACTPOUKH, YTOOBI IPUMEHUTH OoJiee 00HOU 3anucu 0ist npohuisa NOIb308amels, I
NPEOCTaBICHHS IOCTYIIa IO HECKOJIBKUM olpeiesieHHbIM [P-anpecam, nmMeHaM xocToB mim Mackam [P-anpecos.

* Ilo ymomganuio Bce cucteMbl NMS, ncrionb3yroniye 3ToT Npouib, UMEIOT JOCTYI K 3TOMY YCTPOWCTBY.

» Ilpu HacTpoiiKe HECKOMBKHX 3aIACeH YIPaBICHUS JOCTYIIOM TSl OJHOTO PO TOIB30BATENS 3TO
3HAYHT, YTO OJIMH FJIF HECKOJIBKO JPYTHX MPOQIIIel OIbh30BaTeei JOIDKHBI IMETh TOCTY K YCTPOHCTBY.

. B packpriBaromemMcst criucke BeIOepUTE MPOGMITH ITOTH30BATENIS, IJIsT KOTOPOTO OymeT
MpUMEHEHa JIJaHHAS 3alUCh YIPaBIeHHUs A0CTYHoM. JIJist BEIOOpa TOCTYITHBI YEThIPEe UIMEHU MOJh30BaTEIIs,
HACTPOEHHBIX ¢ moMombio GpyHkmu «IIpodrnm none3oBareneii.

. IP-anpec, macka [P-agpeca uinm uMst XOCT-y31a, KOTOPbIN yIPaBISIET JOCTYTIOM
NMS. Nms xocT-y371a win onpeaeneHnsiit [P-anpec (Hampumep, 149.225.12.1) OTKpBIBaCT JOCTYIT TOIHKO
cucteme NMS B manHOM cermente cet. Macka [P-anpeca, koTopast COMEp>KUAT YHCIIO 255, oTpaHUIHBACT
TOCTYII CIIETYIONTIM 00pa3oM:

e 149.225.12.255: noctyn NMS Tonpko B cermenTe 149.225.12.
e 149.225. : moctyrmt NMS Tonbko B cermMenTe 149.225.
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*  149.255.255.255: noctyn NMS Toibko B cermente 149.

e 0.0.0.0 (HacTpOHKH MO YMOIYAHUIO), KOTOPHIE MOTYT OBITh TAKXKe HPEICTaBICHEI B BUE
255.255.255.255: nocryn nro6oi cuctembl NMS B m1000M cerMeHTe.

AkpaHbl Modbus

HUcnons3yiite mapamerpst Modbus, uto6s1 HacTpouts [ICY Ha renons3oBanue nporokona Modbus mist HOAKITIOUEHHS
CHCTEMBI AUCIIeTYCpU3alMK HHXeHepHOTro o0opynoBanus (Building Management System — BMS). [Tnara ceteBoro
ynpasnenus AP9640 nognepxusaet unrepdeiic Modbus TCP, a miara AP9641 nonnepskuBaer nocneaoBaTenbHbIN
unTepdeiic Modbus.

JononHuTenpHy 0 HHpopMaLuio 06 ucrnons3oBaHnu nporokoia Modbus Ha [ICY, cM. B
Hononnumenvrou ooxymenmayuu no npomoxkony Modbus u Kapmax pecucmpos npomoxkona
Modbus, xoTOpBIE TOCTYITHBI HA

Jliist monyyeHust HHGOPMAITUH 00 YITPABICHUH IPYIIION MEPEKITI0UAaEMbIX PO3ETOK C TIOMOIIIBIO
Modbus ans moaeneit Smart-UPS ¢ npedukcamu SMT, SMX, SURTD, SRC u SRT obparurech k
, TocTymHOH Ha Beb-caiite APC.

IMPUMEYAHME. Jlatuuku TemMnepaTypbl U BIaKHOCTH, MOJKII0YaEMbI€ K TTOPTaM BBOJIa-BbIBOA
[ICY AP9641, e mommep KuBarOTCs pH UCITob3oBannu Modbus.

MocnepoBaTtenbHbIN NopT Modbus (Tonbko Ansa nnatbl AP9641).

MyTb: KoHdurypauusa > Cetb > Modbus > NocnegoBaTtenbHbIN NopT

1. Tapamerp /locTyi UCHONB3YETCS ISl BKITFOUSHHUS WIIH BBIKITFOUSHHS MTOCIIEA0BATEILHOTO MTOPTa
Modbus kak metona B3zaumonuericteus ¢ [ICY.

2. 3amaiiTe mapaMeTpsl MOIKIIIOYSHHS 110 TTOCIeIoBaresHoMy mopty Modbus:

— CxopocTh nepenatin — CKOPOCTh Tiepe/ladn JaHHBIX B OMTaX B CEKyHIy. MOXHO 3a/1aTh
3ragenne 9600 (mo ymomganuto) wim 19200.

— but "yernocTn — OUT A7 MPOBEPKU YETHOCTH. MOXKHO YCTaHOBUTH 3HaUEHNE «UeTHBIN»,
«HeueTtHplit» nnu «Her».

— IlesieBoil yHMKAJILHBI WICHTU(GUKATOP — YHUKAJIBHBIN HIEHTH(PHUKATOP IEIEBOTO
ycTpoiicTBa. MOKHO yCTaHOBUTH 3Ha4eHUE OT 1 10 247.

3. Ulenkaure «[IpuMeHNUTH», YTOOBI COXpPAaHUTH H3MEHEHUSI.

Modbus TCP.
MyTb: Kondurypauusa > Cetb > Modbus > TCP

1. TTapametp /locTyi UCTIONB3yeTCs ISl BKITIOUCHUS WM BhIKITIOUeHHs porokoia Modbus TCP kak
Merona B3auMmoxueiictaus ¢ [ICY.

2. 3apaitte Homep noprta st coeaunenust TCP. MoxHo ycTranoBUTH 3HaueHue 502 (10 yMOIYaHUIO) WK
3Hadenue ot 5000 no 32768.

3. Ulenkaure «[IpuMeHNUTH», 4TOOBI COXpPAaHUTH H3MEHEHUSI.

AkpaH BACnet

Ucnonw3yiite mapamerpsl BACnet, utoOsr HacTpouts [ICY Ha ncnons3obanue nporokona BACnet mist
npenocrapneHus qaHHbx 00 MBI ciucreMe aBTOMaTH3UPOBAHHOTO YIPABICHHS 3[IaHUEM.

JononHutenbHbIe cBeneHus o Toukax AanHbIX UBII, mpegocraBnsiembix nocpeactsom BACnet,
cM. B tokyMeHTax BACnet Application Maps (Kapts! peanuzaiuu BACnet) na Be6-caiite APC
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Kondurypauuss BACnet

ITapamerp Onucanue
Yeranoute 3T0T (h1akoK, 4ToOs! BKIItounTh BACnet. B npornBHOM cityuae k [ICY
Henb3s Oyner obparutses yepe3 BACnet. [To ymomuanuio BACnet oTkitrodeH.
Hoctyn INPUMEYAHHUE. HeBo3MoxHO akTUBUPOBaTh IpoToKosl BACnet, moka He ycTaHOBIIEH

Hapoib A7 yIpaBleHus CBs3bto ¢ yeTrpoiictBoM Device Communication Control
Password.

ID ycrpoiicTBa

VYHUKaNEHBIN HACHTUDUKATOP Ui yeTporicTBa BACnet, HCITOMB3yeMBIi T 0OpaIeHus
K HeMy. Jlonyctumbiil auanazon: 0—4194303.

Hwms yerpoiicTBa

Wwmst narnoro ycrpoiictBa BACnet, KoTopoe OIKHO OBITh YHUKATLHBIM B paMKaX CETH
BACnet. [To ymorganmto [ist ycTpoicTBa HCHONB3yeTcst uMs B popmare «BACntrociename
BoceMb udp MAC-anpeca [ICY». MunnmanbHas AjiMHa paBHa | CHMBOITY, MAaKCHMaITbHAS —
150, ipu 3TOM pa3pemnieHo UCTIOIb30BaTh CIISITHATEHBIC CUMBOJTHI.

CeTeBoii MPOTOKOT

Bribepure HyXHBIH IPOTOKOI:
*  BACnhet/IP

Bpems oxxkuganus
APDU

Cpok B MIJITHCEKYH1aX, B TedeHne kotoporo [ICY oxumaeT orBeT Ha 3anmpoc BACnet.
Jomyctumeriii auanazon: 1000-30000. Crangaptaoe 3Ha9eHne — 6000.

HOBTOprIe NMONBITKH

UucIo MOBTOPHBIX MOMBITOK BRIMOMHUTH 3arpoc BACnet, npeanpuaumaemsix [ICY, mpexne

APDU 4eM 3ampoc OyaeT npepsaH. JlomyctumMelit apanason: 1-10. CrangaprHoe 3HadeHne — 3.
Cmyx06a Device Communication Control ucronssyercs kimeHToM BACnet, 9To0BI naTh
KOMaHIy yAaJleHHOMY ycTpoicTBy (Hampumep, [ICY ¢ momaepxkoit BACnet)
MIPEKPATHTh OTIPABIATH 3anpockl APDU winm oTBeyaTh Ha HUX (KpOME OTHOCSIIIMXCS K
ciyx0e Device Communication Control) B TedeHHE 3a1aHHOTO ITEpHOIA. DTy CIIYKOy
MOKHO HCIIOIB30BAaTh [UISl TUarHOCTHKH.
Mapoasb VYraxwure naponb Device Communication Control, uto6s1 kimenT BACnet He MOr ynpaBisiTh
Device B3aumoneiicteueM c [ICY uepe3 BACnet, He penocTaBuB 3aJaHHBIHN 371eCh MAPOJIb. ITOT
Communication NapoJb JOJHKEH UMETh UTMHY OT 8 10 20 CHMBOJIOB M COIEPKATh CIIEAYIOIIEe:
Control
* Uucno
* CUMBOJII B BEpXHEM PETHUCTPE.
» CUMBOJI B HIDKHEM PETHUCTPE.
¢ CrierinanbHbIH CUMBOIL.
PexomeHnyercs M3MEHUTD apoJib IpH nepBoM BkitoueHnn BACnet. 1 3TOr0 3HaTH
TEKYIIHH Mapoib He TpeOyeTcs..
BACnet/IP
IMapameTtp Onucanue

JlokabHbI MOPT

Iopr UDP/IP, ucnions3yemstit [ICY st oripasku 1 nomyuenust coodmennit BACnet/IP.
Jomycrumsrii quamazon: 5000—65535. Hactpotika mo ymomdanuto: 47808.

IIpumeuanne. Anpec IICY ¢ nognepxxoit BACnet/IP onpenensiercs B Bune IP-anpeca
IICY u nokanbHOrO NMOpTA.
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IMapameTp Onucanue

YcranoBuTe 3TOT Qraskok, 9To0BI 3apeructpupoBath [ICY Ha ycTpoiicTBe ynpaBieHUsS
mmpoxkoseniaareM BACnet (BBMD).

IIpumeuanue. Bam HyxHO 3apeructpupoBats [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha yctpoiictee BBMD, ecnu B moacetu [ICY ceifuac HeT ycTpoiicTBa
BBMD snu6o IICY ucnons3yer apyroii iokaipHbli mopt aiust BBMD.

IP Router

BBMD A BBMD B

NMC Vv NMC X NMC Z
BrJIIOYUTH Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHHUX YCTPOUCTB NMC W NMC Y

Port: 47808 Port: 47809

Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIIE IPIMEpE:
* BBMD A ynpasnsier muipokoeareabHpiMu coodmenusimu Ha [ICY 'V u W.
* BBMD B ympasisier mupokoBemaretbHbIMu coobmenusmu Ha [ICY X n Y.

* Toneko IICY Z nyxHO 3aperucTpupoBath Ha ycrpoiictee BBMD A miu B B
KayecTBE CTOPOHHET0 YCTPOMCTBA, TaK Kak B ee nmojcetu Her BBMD.

* [Tocne perucrpamym [ICY Z MOKeT IpUHAMATE IIHPOKOBEIIATENIFHBIE COOOIICHHS OT
BBMD, Ha KOTOpOM OHa 3aperrcTpHpOBaHa, a TAKXKE OTHPABIIATH Ha HETO COOOIIICHHS,
kotopsle BBMD TpaHcimpyeT Ha Bce yCTpOMCTBA B CBOEH MOZACETH, a TAKOKE HA IpyrHe
ycrpoiictea BBMD B cetu uepe3 IP-mapipyTtuzarop.

Craryc peructpanmu cToporaero ycrpoiictsa (FDR):
* Perucrpanusi CTOPOHHUX YCTPOICTB HEAKTUBHA
FDR sBisieTcst HEaKTUBHOM B CIEAYIOIIUX CITyYasixX:
— FDR Bkitouena, a BACnet oTKIIFOueH.
— FDR ortkmrouena, a BACnet BxiroueH.
— FDR u BACnet oTKIIFOYEHBI.
* PerucTpanusi BHIMOJTHEHA

Perucrpanusa FDR ycrnenrHo BhIoigHEHa.

Craryc
* Perncrpanusi OTKJI0OHEHA
Peructparus FDR 3aBepinena ¢ omubkoii. [ICY aBToMaTH4eCKH MOBTOPUT
MOMBITKY PETUCTPALIUH, HO MOXKHO YCTAaHOBHUTH (PIaXKOK
, 4r00bI [ICY moBTOpHMIIa MOMBITKY
perucTpanuu.
e PerucTpanusi oTmpasiieHa
3anpoc FDR ornpasineH, HO ellie He BBITIONHEH.
YerpoiicTBo
ynpaBJjeHust [P-anpec nnu nosHOE TOMEHHOE UMl YCTPOMCTBA YIIPABIICHUS IIMPOKOBEIIAHUEM
HIHPOKOBEIIAHHEM BAChnet, ¢ xoTopsiM OyzieT 3apeructpuponana gannas [ICY.
BACnet/IP
IlopT Iopt yctpotictea BBMD, ¢ kotopbiM OyaeT 3apeructpupoBana 3ta [ICY.
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IMapameTp Onucanue

Cpoxk Ku3HHM

[epuon B cekyHmax, B TeueHue koroporo BBMD Oyner cuntars ganayto [ICY
3aperucTpupoBaHHbIM ycTpoiicTBoM. Ecnu IICY He MOBTOPUT PErUCTPaLIUIO 10
HCTEeUYCeHNUS 3TOTO cpoka, BBMD ymamuT ee 3 cBoeii TabIHIBI CTOPOHHIX YCTPOMCTB,
nocie gero I[ICY He cMOXET OTIPaBIATh WM IIPHHAMATH [INPOKOBEIIATEIbHBIC
coobmerns gepe3 3To ycrpoiicteo BBMD. JlaHHBIN TapaMeTp onpeaessieT, Kak 9acTo
[ICY peructpupyercs Ha ycrporictBe BBMD, Tak kak IICY noneitaercs noBTOpUTH
PETHCTPAIHIO 10 HCTEYEHHS 3TOTO CPOKa.

OkpaH cepBepa FTP

MyTb: Kondurypauua > Cetb > Cepep FTP

Hcnonws3yiTe 3TOT 3KpaH AJid paspelieHus goctymna k cepsepy FTP u onpenenenus nopra.

MapameTtp

OnucaHue

Hocryn

Cepgep FTP nepenaet daiinet 6e3 mudposanus. [1o ymoruanuro nmpotokon FTP orkiroueH.

Jlist g poBaHHOM NIepenadn (aiiioB UCTIONB3YHTE 3aITUICHHBIN POTOKON KorupoBanus Secure CoPy
(SCP). ITpotoxon SCP (¢ momoripro potokona SSH) BrimrodeH 1o ymonmdanuto. OmgHako nepenada Gpanios
OyaeT HeBO3MOXKHA, TI0Ka HE M3MEHEH T1apoJib CYNEPIIONb30BaTels (apc), YCTaHOBICHHBIH 110 YMOTYaHHUIO.

IMPUMEYAHMUE. B mo6oe BpeMms, korja moTpedyeTcst A0CTYT K YCTPOHUCTBY depe3 Struxure Ware
Data Center Expert wim Operations, cepsep FTP nomkeH ObITh pa3pelieH B HaCTpOHKax IiaThl
cereBoro ynpasienus gaaHoro MBI,

JlononauUTENEHY 0 HH(OPMALIUIO TI0 YIIPABICHUIO O€30IaCHOCTHIO CHCTEMBI CM. B
Ha .

opT

Hopt TCP/IP cepsepa FTP (1o ymonmuanuto 21).

Cepsep FTP ucrnonb3yeT Kak yka3aHHBIN ITOPT, TaK U TIOPT ¢ HOMEPOM Ha €IUHHITY MEHBIIIE.
Pa3zperiennrle, He yCTaHOBJIEHHBIE TI0 YMOIYaHUIO HOMepa MOPTOB YKa3aHbl Ha dkpaHe: 21 u 5001-32768.

IIpumeuanue. Vcnons3oBanue B HacTpoiikax cepsepa FTP nopra, He 3agaHHOTO 110 yMOJTYaHUIO,
YCHIIMBAET 3aIIUTY, IOCKOJIBKY 3aCTaBIISIET TOIb30Barenell J00aBIsITh UM ITopTa K aapecy IP B
komanaHou crpoke FTP. Tlepen nobaBieHHBIM HMEHEM MOPTA JOJDKEH OBITH IPOOEN UK JBOETOYHE,
B 3aBUCHMOCTH OT UCHOJIb3yeMoro kiuenta FTP.

MeHI0 yBeaOMMNeHUU

CM. criepyroniye pa3ueibl:

*  «Tunel yBegoMnaeHuin»

* «KoudurypupoBanne neicTBUH 1151 COOBITHIDY

*  «OKpaH yBeIOMJICHHHU IO 3JICKTPOHHOHN MOYTE)

*  «OKpaH TecTUpOBaHUA NpepbiBaHuit SNMP»

* «DOKpaH nonyy4areneil CHCTEMHBIX npepbiBaHui SNMP»
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Tunbl yBegoMneHnn

MoxHO HAaCTPpOUTHb ﬂeﬁCTBHH YBCAOMIJICHUS TPU BO3BHUKHOBCHHUH ONIPCACIICHHOTO cOoOBITHS. MOKHO
YBCAOMIJIATH IOJIB30BATCIIA O COOBITHH JTFOOBIM U3 YKa3aHHBbIX CII0COOOB:

*  AKTHBHOE, aBTOMaTH4YE€CKOE yBEeJOMIICHHE. YKa3aHHbIE [10JIb30BATEIN KOHTPOIUPYEMbIX YCTPOUCTB
OyZIyT yBEAOMIISITHCS HETTOCPEICTBEHHO.

— YBemoMIIeHHE 110 SJIEKTPOHHOH 1mouTe

— IIpeprsBanus SNMP

— YBemomiieHue CUCTEMHOTO KypHana (Syslog)
* KocBeHHoe yBegoMIieHNE

— XKypnain cobsrtuii. Ecin He ckoHUTYprpoBaHa nepenada NpsSMbIX YBEIOMIICHHH, TOJIb30BATENN
JOJDKHBI IPOBEPSATH KYPHAJ, YTOOBI CMOTPETh, KAKUE COOBITHS MPOU30LLIH

MOJKHO TaK)ke perucTpUpOBaTh JaHHBIE O pabOTE CHCTEMBI C LIEIbIO UCIIONb30BaHUs
9THUX JAHHBIX U1 KOHTPOJIs paboThl ycTpoiicTB. CM. paszen «KypHaa JaHHBIX) AT
03HAKOMJICHUSI ¢ HACTPOMKOM M MCIIOIb30BaHUEM (PYHKIIMU PErUCTPALN JaHHBIX.

— 3ampocsl (SNMP GET)

JlononHuTENbHBIE CBEIEHUS CM. B pa3lieNnax « DKpaH MoyrydaTeseil CHCTEMHBIX
npepeiBanuit SNMP» u «Okpan tectupoBanus npepeiBanuii SNMPy. [Ipotokon
SNMP no3Bomnsier NMS BbIIONHATS HHGOPMAMOHHBIE 3anpockl. [Tpu
UCTIONIb30BaHUH ITpoToKosna SNMPvV1, KOTOpEIid He OCyIIeCTBIsET MH(POBAHHS
JaHHBIX MIEpe/l epenayeii, HacTpoiika Hanbosee OrpaHMYEHHOTO THIIA JOCTYIa
SNMP (UTEHUE) no3BonsieT BEINONIHATE WH(GOPMAIIMOHHBIE 3aIPOCHI 0€3 prUcKa
JIMCTAaHIMOHHOTO M3MEHEHHUSI KOHPUTYpaLlUH.

Kapra cereBoro ynpasnenus noggepxxusaer REC1628 MIB (6a3a ynpasmnstomeil nHGOopMaIum).
Wudopmanmro o HacTpoiike ModyvaTess MpepbiBaHU CM. B pa3ziene «DKpaH MoxydaTesieid CHCTEMHBIX
npepeiBannit SNMPy». I'pynna u3 tpex coOpituii 1628 MIB coBMecTHMa TOJIBKO C 3TOi 6a30# ynpasistonien
nHpOpMAINHY, HE C aNbTepHaTHBHOH 0a3oii Powernet MIB. OHu MOTYT OBITH HACTPOEHBI, KaK J1I000€ Apyroe
cooniTre (cM. «KoHduryprupoBanue neiicTBUil 1 COOBITHID) HIKE).

KoHdurypmupoBaHue gencteum ans coobIiTun
KoHdurypaums no cobbituio.

MyTtb: KoHdurypauus > YBegomneHue > [enctBus ansa cobbitum > Mo cobbiTuio

IIo YMOJIYaHUI0 TPOTOKOJINPOBAHUC HACTPOCHO AJId BCEX COOBITHIA. I[Jlﬂ OmnpeacJICHNA OTBETHBIX JIeHCTBUI HA
OTACIBHOC COOBITHE:

1. BriOepure menro Kondurypanus, 3atem YBenomiienue, /leiictBus nisi coobrtuii u [lo codniTHio.

2. UrtoObl HaliTH COOBITHE, MEIKHUTE 3aT0JI0OBOK CTOJIONA JUISI IPOCMOTpPa CITUCKOB Kareropuu Co0bITHsd,
cBsi3aHHBIe ¢ muTaHueM, CoOBITHS B OKpY:Karomieii cpene wid CoObITHS B CHCTEME.

MOKHO Takke BBIOPATh MOAKATETOPHUIO IO/ JAHHBIMH 3arojoBKaMu, Harpumep CocTosiHie BXOTHOM
Junum win Temneparypa.

3. Jlnd mpocMOTpa 1 N3MEHEHHs TEKYIIMX HACTPOEK, TAKUX KaK aJJpecarhl, OMIOBEIaeMbIE 110 JJIEKTPOHHON
TouTe, WK CUCTeMBbI ypasneHus cersamu (NMS), nomydyaroriue onoselieHys myTeM npepbisanuii SNMP,
mienkHuTe ums coobiTust. Cm. pasaen «[lapamerpsl yBenomneHuit». YeranoBute Graxok AKypuasi codnITuii,
YTOOBI BKJIFOYUTH HITM BBIKITIOUHTH 3aITUCh KypHaa COOBITHI /ISl 3TOTO COOBITHSL.

Ecnu cepBep Syslog He CKOHGUTYpUPOBaH, MMyHKTHI, OTHOCAIIMECS K KOHPHUryparuu Syslog,
MOKa3aHbl HE OyAyT.
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[IpocMarpuBas mapameTpbl KOH(PUTYpaIKu COOBITHS, MOYKHO BKJIFOYUTH UM OTKIIFOYHTh
PETUCTpPALIMIO COOBITUI MK JKypHaT Syslog, TM00 OTKIIIOUYUTE OTHPABKY YBEIOMIICHUS
OTIPE/ICTICHHBIM IOJTyYaTeIIsAIM 3JICKTPOHHOMN MOUTHI MITH TPUEMHUKAM TPEPhIBaHMA, HO 100aBUTh
WM yAQJIUTh MOJIydaTelici U yCTPOUCTBa-NPUEMHHUKY HElb3s1. UTOOBI 100aBUTh WU YIAIUTh
aJipecaToB WK YCTPOHCTBA-IPUEMHHUKHU, IIOCMOTPHUTE CIEIYIOIIEE.

* «nentudukanus cepepos Syslog»
* «[Tomyuarenu 3I€KTPOHHON MOYTHI»
* «[lomy4arenu npepsIBaHUN»

KoHdurypupoBaHue no rpynnam cobbIiTUNA.

MyTb: KoHdurypauua > YBegomneHue > [lencteus ans co6bitun > Mo rpynne

[Nopsinok omHOBpeMEHHOH HACTPOWKH TPYTIITHI COOBITHH:
1. Bribepure menro Koudurypanus, 3atem Yeenowienne, /leiicreus 1is coosrtuii u [lo rpymnme.
2. BribepuTte, kKakuM 00pa3oM TPYIIITAPOBATE COOBITHS ISl KOH(DHUTYpaIHA:

— Bri6epute myHKT CoOBLITHSA 110 CTENEHN 0NACHOCTH, ITOCJIE YeTro BEIOEPUTE OTUH MIIH HECKOJIBKO
ypoBHEH onacHOCTH. I3MEHSTh YPOBEHb OMMACHOCTH COOBITHSI HEJIb3S.

— Bribepute nmyHkT CoOBITHS 110 KATErOpUH, TIOCIE Yero BEIOEpUTE BCE COOBITUS OTHON HITH
HECKOJIBKUX NPEABAPUTENBHO 3a1aHHBIX KATETOPHM.

3. Jlns mepexofa K IpyroMy 3KpaHy HenkHuTe «Jlanee». BeimonHuTe ciaenyromue 1eHCTBU:
a. BriOepute nelicTBUA O COOBITHAM TSI TPYIIIBI COOBITHH.

* YTtoOBI BEIOpATH I000€ U3 JACHCTBUM, 32 HCKITIOUCHHUEM EHCTBU Benenne skypuasia
(o ymonm4aHuio), A7l Hadasia He00XOIUMO UMETh, KaK MUHUMYM, OTHOTO
CKOH(HUTYPHUPOBAHHOTO ACHCTBUTENBHOTO IOMyYaTelis MM OTHO YCTPOUCTBO-IIPHEMHHUK.

* [Ipu Be1OOpE mapameTpa Beaenne skypHasia 1 HacTpoiike cepBepa Syslog Ha ciemyromemM
sKkpaHe BeibepuTe KypHas codbiTuii wim Syslog (v 06a xypHaia). (CM. pa3men
«OKypHaJsl B MEHIO KOH(DHUTYpaITAm. )

0. Ykaxwure, HYXHO JIX COXpPaHUTh HOBOE CKOH(MHUTYPHUPOBAHHOE JEHCTBHE 110 COOBITHIO JIJIST TPYIIIIBI
COOBITHH MM OTKJIIOYUTH JAHHOE JIEHCTBHE.

Cwu. caemyromuit paznen «IlapaMeTpsl yBeTOMIICHHAN.

MapameTpbl yBeAOMMNEHUN. DTH HAaCTpauBaeMble MOJISI ONPEALIISIOT TapaMeTPhl OTIPABKU YBEIOMIICHUH
o coObITuaAM. CMm. pazaens! «Kongurypanus no codsituion u « KoHpuUrypupoBaHue 1o rpymnmnam coObITHID.

Kak MMpaBUJIO, AJId JOCTYIIda K HUM HYXXHO HICJIKHYTh NPUCMHUK HUJIU UMA MMOJTYy4aTCIIA.

Mone OnucaHue

Ecnu coObITHe coXpaHseTCs B TeUEHHE YKa3aHHOTO ITPOMEXKYTKa BPEMEHH,
3agep:KKa yBeIOMJICHHS HochlIaeTcs yBeoMieHue. Eciiu JaHHOe yclioBHe Hcue3aeT 10 TOro, KaK UCTEK
3aJlaHHbII HHTEepBaJl BpEeMEHH, YBEJOMIICHHE HE MOCBLIAETCS.

YBGZ[OMJ'IeHI/Ie NEPUOANICCKH OTIIPABIIACTCS C YKa3aHHBIM MHTCPBAJIOM (HO YMOI4YaHHIO

HUurtepBan nosropa
Ka)XIbIe 2 MUHYTHI /IO OYHCTKH YCIIOBHSA).

KosnmyecTBO yBenoMIIeHUI

IToka coObITHE IEHCTBYET, YBEAOMIICHHE OyICT OBTOPEHO YKa3aHHOE YKCIIO Pas.
mocji¢c HAYaAJIbHOI'0 A YeT, YBen YA p y p

UIn

YBeaoMiasaTh 10
YCTPpaHeHMs yCJI0BHS
BO3HUKHOBEHHUSA

YBeIOMJIEHUE MOCBIIAETCS PEryIspHO J0 TEX MOp, OKa YCIOBHE HE YCTPAHUTCS WU
He OyAeT yperylnnpoBaHo.

OTH mapamMeTpbl MOYKHO TAKXKE YCTAHOBUTH JIJIsI COOBITHIA, aCCOIMMPOBAHHBIX C OUUCTKON COOBITHSL.
(ITpumep COOBITHS C OUUCTKON VEIl: pasopeaHa CBA3b C OJjokKamu GaTapeit H
UBIl: BOCCTaHOBJIEHA CBA3b C OJoKaMM GaTapeti).
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JKpaH yBeJOMIIEHUIN NO INEeKTPOHHOM noyTe

0630p ycraHoBKU. Mcnonb3yiite mpoTokosr SMTP miist orripaBku cooOIeHn 2IEKTPOHHON TTOYTHI Cpa3y
YeThIpeM MOTyYaTeNsIM P BOSHUKHOBEHUH COOBITHS.

Urto0bI HCTTONMB30BaTh (DYHKIIHIO OTIIPABKH JIEKTPOHHOH ITOYTHI, HEOOXOIUMO 33/1aTh CIEAYIONINE TapaMeTPHhI:

e [P-ampeca mepBUYHOTO U (HEOOSI3aTEIIEHO ) BTOPHYHOTO cepBepa JoMeHHBIX nMeH (DNS).
(Cm. pazgen «Oxpan DNSy»)

o IP-appec wmm umst DNS ms mapamerpoB Ceprep SMTP u Aapec oTnpaBuTeis.
(Cwm. pazmen «Cepep SMTP» nanee)

* AJpeca 3MEeKTPOHHOM MOYTHI AJIS YEThIPEX Moyydarened (MaKCuMyM).
(Cw™m. pazmen «llomygarenyu 37IEeKTPOHHON TTOYTHD»)

MOoHO HCIIONIB30BATh 3HAYEHUE AJIpec I10JIy4aTe/isd [MapaMerpa oy 4aresin 1
OTIIPABKH JIEKTPOHHOM IIOYTHI HA TEKCTOBBIM JKPaH.

CepBep SMTP.

NyTb: KoHdurypauus > YBegomneHue > AneKTpoHHas noyTa > CepBep

Ha »toM sKpaHe yka3aHbI epBUYHBIN 1 BTOPHYHBINA cepBephI (CM. pazaer «xpaH DNS») u criemyrorye mosst:

Mone OnucaHue

Kondurypauus ucxoasiuiei no4Tsl

Coneprkanue moist OT B COOOLIEHUSX 2IEKTPOHHOU MouThl otnpasisiercs [ICY:
* B dpopmare nonwzosamens@, [IP_adpec] (ecim [P-anpec ykazan xak Jloxansuwiii cepeep SMTP)

Anpec * B dopmare nonvzosamens@oomen (ecim ckonpurypuposan DNS, u nmst DNS ykazaHo kax
OTHPABUTEJIsA Jloxansuerii cepsep SMTP) B cOOOMICHUAX SMEKTPOHHOH ITOUYTHL.

Mpumeyanne. Jlokansusiit SMTP-cepBep MoXkeT OTpeOOBaTh YUETHYIO 3alIUCh CepBepa Ui
3a/1aHusl JaHHON HacTpoiiku. CM. TOKYMEHTAIUIO CepBepa.

Anpec IPv4/ IPv6 i umst DNS nokansHOTO cepBepa SMTP.

Cepep SMTP IIpumeuanue. ITOT mapamerp TPeOYeTCs OMPEIENATh TOJBKO B TOM CITy4ae, SCIH JUT apamMerpa
Cepeep SMTP ycranosneHo 3HaueHue Jlokanbubiii. CM. pasaen «[lomydareny sIeKTpOHHOM TOUThDy

AyTeHTH(UKAIUS Brurtounte 3TOT mMapametp, eciu cepBep SMTP tpedyeT ayreHTHMKAIIH.

Hopt IHopt SMTP no ymomuanuto — 25. AnsTepHaTUBHBIE NOPTHL: 465, 587, 2525, 5000-32768.

Hma
moJib30BaTeJis/
Mapoas/
HoaTBepautp
napoJib

Ecnm mouToBsIit cepBep TpeOyeT ayTeHTH(HUKALNY, YKKUTE 31€Ch UM ITOIb30BaTeNs 1
mapois. TakuM crmocoO6oM OyIeT BHITOMHATHCS MPOCTeHIIas ayTeHTuduKanus, Ho He SSI.

JlomoJIHUTENBLHO

* Hurorna. Cepep SMTP He TpeOyeT 1 He OANEPKUBACT MU POBAHHE.

e Ecam nopnep:xusaercs. Ceppep SMTP o0wsBnsieT o moanepkke STARTTLS, Ho ne
TpeOyet 3ammudposanHoro coennHernsa. Komanga STARTTLS ornpasisiercs mocie nogaqn

Hcnoab3oBarh OOBSIBICHHSL.

SSL/TLS * Beerna. Cepeep SMTP 1Ipu yCTaHOBJIEHMHM COEMHEHNS TPEOYET OTIIPABKY KOMAHJIbI

STARTTLS.

e Hesizno. Cepep SMTP npunumaeT Tonbko 3amudpoBannbie coenuHeHns. CoolmeHmne
STARTTLS He oTmpainsercs Ha cepBep.

Heo0xonum
<ODHEBOI DTOT napaMeTp HY)KHO BKIIOYUTH TOJBKO B TOM CIIydae, €CIIM MOJIUTHKA 3alIThl OPraHu3aliuu
ce an (ukar HE pa3pellaeT ycTaHaBIMBaTh sIBHBIC JoBepeHHble coennHenus SSL. Eciu atot mapamerp

P BKJIFOYEH, JICHCTBUTEbHBI KOPHEBOH cepTH(UKAT CepTH(GUIMPYIOIIETro OpraHa JI0JKeH ObITh
cepTH(PUKALHOH-

3arpysket B [ICY mis mudpoBaHust OTIIPABISEMBIX COOOIICHUH 3IEKTPOHHOMN MOUTHI.
HOT'O OpraHa
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Mone

OnucaHue

Umsa ¢aiina

JlaHHOe 1oJIe 3aBUCUT OT KOPHEBOTO CepTU(HKATa CepTU(HHULMPYIOLIETO OpraHa,
ycranoBneHHoro Ha [ICY, a Takxke oT Toro, TpedyeTcs JIh KOpHEBOW cepTU(HKAT
CEPTUHIUPYIOIIECTO OpraHa.

Mony4aTtenu 3aNeKTPOHHOM MOYTHI.

MyTb: KoHdurypauua > YBegomrneHue > AneKkTpoHHas noyrta > NMony4yatenu

YKakuTe 10 YeTHIpEeX MOMydaTeNIel AIeKTPOHHOM MouThI. [|j1s1 HacTpoiKK mapaMeTpoB MIeIKHUTE uMs. CMm.
Taoke pasaen «Cepsep SMTPy, mpuBeIeHHBIH BHIIIIC.

Mone OnucaHue
Co3nanne
€0001IeHHSA .
.. | Bxirouaer (o yMOTYaHHIO) FITH OTKIIIOYAET OTIIPABKY AIIEKTPOHHOH MOYTHI ITOTyYaTelo.

3JIeKTPOHHOIA

MMOYThI
Wms monp30Bareis U TOMEHHOE UMS TToTy4aTelis. UToObI NCTIONB30BaTh aipec I YBEIOMIICHHS Ha
nenpKep, 3a1aiTe aapec MEKTPOHHOM MOUTHI UTI03a NeHKEPHON yUeTHOH 3anKcH MoTydaTels
(manpumep, myacct100@skytel. com). CooOieHre OyaeT TeHepUpOBaTh LT3 MEHIKepa.

Anpec o

“0;) waress Urto0Osr 00oiiti morick DNS [P-agpeca mogtoBoro cepBepa, B ckoOkax ykaxure [P-agpec BMecto

y MMEHH JOMEHa 3JIEKTPOHHOM MOYTHI, HAPHMEP, UCTIONB3yHTe jsmith@[Xxx.XXX.X.XXX | BMECTO

jsmith@company.com. 910 mosne3Ho, Koraa nouck mMeH DNS paboTaeT HenmpaBUIIBHO.
Hpumeuanne. [eitmxep momyyaress JODKSH MOACPKUBATE pa0OTy ¢ TSKCTOBBIMHU COOOIICHHUSIMU.

Dopmar JnuHHRIH hopMaT comepKUT UMs, pacloioKeHne, KOHTAKT, [P-aapec, cepuitHbIi HOMep yCTpOWCTBa,

P JIaTy U BpeMs, KO B onrcaHue coOsTus. KopoTkuit popmar comepKuT TOIBKO ONMMCaHNE COOBITHS.

Bribepurte 361K B pacKpbIBaromeMcs circke. Bee muckMa OyayT OTIPaBIATECS HA YKA3aHHOM SI3BIKE.

SA3bik MO’XHO UCTIONB30BaTh Pa3INYHBIC S3BIKH JUIS PAa3HBIX Moyb3oBareneil. CM. pazgen «CMeHa s3bIKa
nHTepdeiica MmoIb30BaTelIs.
BribeprTe ovH U3 CIEAYIOMIX CIIOCOOOB JOCTABKU IEKTPOHHOMN ITOYTHI:

* Jlokansubiii. C UCTIONB30BaHUEM JIOKaJIbHOTO cepBepa SMTP. OToT pekoMeHTyeMBbIil mapameTp
o0ecrieyrnBaeT OTIPABKY JIEKTPOHHOM MOYTHI C TIOMOILBIO JIOKaIbHOTo cepsepa SMTP. Beidop atoro
mapaMeTpa OrpaHUIMBACT 3aJICPIKKH, OTKA3bI CETH U MTOBTOPHYIO OTIIPABKY ANICKTPOHHOH TIOYTHL

ITpu BEIOOpPE JTOKATEHOTO 3HAYECHUST HEOOXOIMMO TaK)Ke BKIIIOUNTH IEPECHUTKY Ha cepBepe SMTP

yCTpOﬁCTBa 1 HACTPOUTH CIICHHUAJIBbHYIO BHCIIHIOIO YYCTHYIO 3allMCh JJI TOJTY4YCHUA

nepechUIaeMOot 3IeKTPOHHOU 1ouThl. [leper BHeCeHneM 3TuX U3MEHEHHUit 00paTuTech K
Cepsep aaMuHucTparopy cepsepa SMTP.

e [Tosnyuarens. C ucnons3zoBanueM SMTP-cepsepa nomydaresns. I[ICY BeINoTHSAET TOUCK 3alMCH
MX B azpece 27EeKTPOHHOH MOYTHI TIOJTyYaTels ¥ HCIONb3yeT MOTyYEeHHYI0 HHPOPMALUIO B
kagectBe cepBepa SMTP. Coolbenne 31eKTpOHHOM MOYTHI OTIPABISIETCS TOIBKO OfIMH pas,
MIO3TOMY OHO MOXXET OBITH IIOTEPSHO.

e [lonb3oBarensckuii. JlTaHHBIA apaMeTp MO3BOJIAET KaXI0MY II0Jy4YaTellr0 AIEKTPOHHOH 10YThI
UMeTh COOCTBEHHbIE HACTPOWKHU cepBepa. DT HACTPOHKH 3aBUCST OT MTPOLEAYPHI B
BhILIETIpUBEAeHHOM paszzeine «Cepsep SMTPy».

Ceptucomkarbl SSL aneKTpOHHOM NOYThI.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > Ceptudumkarbl SSL

3arpyska ceprudukara SSL anekrponnoit moutsl Ha [ICY o0OecrieunBaeT JOMOIHUTENBHYIO 3amuTy. Daiin
JIOJDKEH MMETh PaCIIMpeHUe .crt WM .cer. B m1000H MOMEHT MOXKHO 3arpy3uTh JI0 MSATH (aiiioB.

[Tocne ycraHOBKHM CBelleHHs O cepTH(HKaTe 0TOOpakaroTcs B 3Toi obnactu. [ HeAOMyCTHMOTrO
cepTu(durKkara Bo BCeX MOJAX, 32 HCKIIOUCHUEM UMEHH (aiina, oToOpakaeTcs 3HAUYCHHUE «H/I».

Ha stom skpane MoxHO ynanuth ceptudukarsl. JIoOble momyJaTeny 3MeKTPOHHON TOYTHI, HCTIONB3YIOIIHE
cepTuduKar, JOIDKHBI OBITh BPYYHYIO H3MEHEHBI [T yAaJICHHsI CChITKY Ha JaHHBIN cepTH(HKAT.
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TecTupoBaHue 311€KTPOHHOM MOYTLI.
MyTtb: KoHdwmrypaumusa > YBegomneHue > JrneKkTpoHHasa noyrta > TectupoBaHue

[MTochutaeT TeCTOBOE COOOIICHHE YKAa3aHHOMY MOJTy4YaTeio.

SKpaH nony4varenen cucTteMHbIX npepbiBaHun SNMP
MonyyaTtenu npepbiBaHUMN.

MyTb: KoHdurypauua > YBegomneHue > MNpepbiBaHna SNMP > NonyyaTtenu npepbiBaHUN

C moMo1u1p0 IpeprIBaHMS MIPOCTOTO MPOTOKOJIA yIpaBieHus ceTbio (SNMP) MOXXHO oy4aTh aBTOMaTHYECKHE
yBenoMIIeHHs 0 BaxHbIX coObITHAX UBII. D10 cpenctBo ncnomnb3yercst 1t MOHUTOPUHIA YCTPONCTB B CETH.

[Tomywarenu mpepsiBanmii 0TOOpaxkaroTces 1o 3HaueHuto Mvisi [P-anpeca/xocta NMS, rme NMS o3Hadaet
CETEeBYIO CUCTEMY yHpaBieHUs. MOXHO HACTPOUTH A0 IIECTH MOIydarenaei mpepbIBaHUM.

YrtoObl CKOHPUTYPHUPOBATH HOBBIH IPHEMHHK MPEPBIBAHUMN, METKHUTE MYHKT /[00aBUTEH moJyuarein
npepeiBannii, YToOBI H3MEHHUTH WK YIAJIUTh OJTHO U3 3HAUEHUH, NenkHuTe ero [P-aapec wim ums xocra.

[Tpu ynaneHun nomydaresst IpepbIBaHUI BceM MapaMeTpaM ONOBEILEHHS, HACTPOCHHBIM B pa3zere
«Konpurypuposanue neicTBUH 17151 COOBITHI AT yAATISIEMOT0 NOIydaTessl IPEephIBAHUH, IPUCBAUBAIOTCS
3HAYCHHS 110 YMOTYAHHIO.

Bri6epure nepexnmrouarens SNMPv1 wau SNMPv3, 9T008! yKa3zaTs THI npepbiBanus. YToObI cuctemMa NMS
MOTJIa TTOJTy9aTh 0Oa THITA TIPEPHIBAHUIN, HEOOXOIMMO OTIEIHLHO HACTPOUTH I TaHHOH NMS nByx
noJjty4yaresieil mpepblBaHU, 10 OTHOMY Ha KaXK/IbIi TUIT TPEPbIBAHUSI.

Mone OnucaHue
Co3nanue CHCTEMHOTO Bxomrouenue (110 yMOTYaHHIO) WITH OTKITIOUEHUE CO3TaHUS MPEPHIBAHUS ISl JAHHOTO
npepeiBaHus N10JIy4aTelis IpephIBaHUM.

Bribepure onyH U3 3THX ABYX THIIOB TeHEPALNH MPEPBIBAHUM [T KaXKIOTO
CO3[1aBaCMOTO TIPEPHIBAHHUS.

Oyukmus Powernet aganruposana ais Schneider Electric n comepXutT MHOXXeCTBO
JIOTIOTHATEIHHBIX IIEPEMEHHBIX B COOTBETCTBHUU CO CIEITU(PUKON MPOAYKIIHH
xommanud. RFC1628 — 310 06mas cranmapTHas 6aza yrpapisomeil nHhopManun
(MIB) ms yerpoticts MBI

ITpu ucronb3oBannu 6a3et RFC1628 MIB Takke MOKHO HCIIONB30BATh TPH
m3BenieHns o coopITusX RFC1628 (cM. «KonduryprupoBanve neiicTBuid 1is
coObITHiI»). FIX Bcnonb30BaHKe TO3BONIAET N30€kKaTh HEOOXOANMOCTH HACTPOUKU
u3BemieHuit BHe cpensl [ICY, cm. RFC1628 MIB.

TI'enepauusi npepbIBaHU
Powernet MIB/
RFC1628

Anpec IPv4/ IPv6 uiam uMs XOCT-y3J1a TaHHOTO ITPUEMHUKA ITPpEepbIBaHINA. 3HaYeHHE

HNmsa IP-agpeca/xocta NMS .
o ymomrdanuto (0.0.0.0) ocrasiser morydarenab MpepbIBaHUA HEOMPEICICHHBIM.

BI)I6€pI/ITe SA3BIK B PACKPBIBAIOIICMCA CIIMCKE. OH MOXET OTIINYAThCA OT S3bIKa

SI3bIk N o .
nHTepdeiica moap30BaTeNs U A3BIKOB IPYTHX MTOydareNell mpephIBaHmi.
Nwms coobmiecTBa: MMs, HCIIONB3yeMOE B Ka4eCTBE HACHTH(PHUKATOPA TIPH OTIPABKE
npepbiBanuit SNMPv1 Ha maHHBIA TPHEMHUK.

SNMPv1 Ayrentudukarms npepbiBanuid. Korna 3tot mapamerp BKITFOUEH (IT0 YMOIYAHUIO),

cucremMa NMS, onpeziesieHHas ¢ TOMOIIBIO IMEHH XocTa win [P-anpeca, Oymet
MTOTy4aTh MPEphIBaHUS ayTeHTH(HUKAIUH (TIpephIBaHus, CPOPMUPOBAHHEIC
HeIeHCTBUTEIBHBIMH HOITBITKAMH BX0/Ia HA 3TOM yCTPOHCTBE).

Wwmst nosnp3oBarenst: BeIOepuTe HACHTH(UKATOP MPOQMIIA M0IB30BaTENs ATl JAHHOTO
SNMPv3 nonyuareis npepbiBanuii. Cm. Taxke «IIpoduiam nons3oBareneil» B pasnene
«Oxpansl SNMP».
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AKpaH TecTUpoBaHuA npepbiBaHnm SNMP
MyTb: KoHdurypauusa > YBegomneHue > MpepbiBaHnsa SNMP > TectupoBaHue

[Tocnenuuii pesyasrar TecTuposanns. Pe3yasrar nocnensero trecta npepsiBanusg SNMP. Yenemnslii Tect
npepbiBanust SNMP noarsepskaaeT TOIBKO TO, YTO MPpephIBaHUE OBUIO OTIPABIECHO, HO HE IIPOBEPSIET €TO
MOJTy4eHHe BEIOpaHHBIM MOydaTeseM mpepbiBanni. CUUTaeTCs, 9TO TECT NPEPhIBAHMH 3aBEPIICH YCIELIHO,
ecJii COOMIOICHBI BCE U3 IEPEYHCIICHHBIX YCIOBUI:

* Ha nannom yctpoiictBe noctynna oxHa u3 Bepcuit SNMP (SNMPv1 niu SNMPv3), nHactpoennas s
YKa3aHHOTO TOJIy4yaTens IpepbIBaHui.

* Tlonmyuarens npepbrIBaHUN BKITIOUEH.

* Ecnm uMs X0CT-y311a yKa3sIBaeTcs B mone aapeca K, TaHHOe UM MOXKET OBITh 3aMEHEHO Ha
JercTBuTENbHBIN [P-aapec.

K. Beioepure IP-anpec niam uMs XocTa, JUIsl KOTOPOTO OYZIET OTIIPABIICHO TIPOBEepodHOE pephiBanne SNMP.
Ecnm nomygarens mpepsiBaHus HE HACTPOEH, 0TOOpakaeTcs CChUIKA Ha 9KpaH KoHuryparuu Ilosyuarens
npepsigannii. CM. BEIIETIPUBEIACHHBINA pa3ael « IKpaH MoiydaTelield CHCTEMHBIX TpephiBaHuit SNMP».
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MeHro «OOLwWwme»

B naHHOM MEHIO MpeCTaBICHBI Pa3IUYHbIC SIEMEHTHl KOH(QUTypallH, BKII0Uas HICHTUDHKALIUIO
yCTPOMCTBA, JaTy ¥ BpeMsl, IKCIIOPT U uMNopT KoHurypauuu [ICY, Tpu cChUIKM B HIKHEH YacTh dKpaHa U
00001IeHHbIEC JaHHBIE [T IOUCKA U YCTPAaHEHUS! HEUCTIPAaBHOCTEH.

AkpaH «UpeHTUdUKauna»
MyTb: KoHdurypauusa > O6wue > UaeHTtudukauums

VYxaxwurte 3HaueHus 1 mapametpoB Mvist (ums cuctemsl IICY; cm. pasnen «Okpan DNS»), Pacnosnoxenne
(dpu3uueckoe pacronokenue) u KonraxT (OTBETCTBEHHOE JIUIIO). DTH TaHHBIE UCTIONB3YIOTCS CIICAYIOIIUMHU
KOMITOHEHTaMHU:

* Arent SNMP nnatel ceTeBoro ynpaBieHus
» StruxureWare Data Center Expert

Hanpumep, nmone numeHn ncnoib3yercs uaeHtupukaropamu o0bexkros (OID) sysName,
sysContact u sysLocation B areare SNMP miater ceTeBoro ympasieHus. JJOMOIHATETEHYIO
nHpopmaruio 00 uaertuduraropax MIB-II OID cm. B Cnpasournom pykogodcmee k baze
ynpasnenusi ungopmayuei (MIB) npomoxona PowerNet® SNMP na .

OKpaH aatbl 1 BpeMeHU

Pexum.

MyTb: KoHdurypauua > Obwue > [lata/Bpems > Pexum
3anaeT BpeMs U Jary, ucnoib3yemsble [ICY. Bol MokeTe M3MEHUTH TEKYIHe HACTPOMKHU BPYyYHYIO UIIH C
TTOMOIITBIO cepBepa MpoTokoia cereBoro BpeMeHu (Network Time Protocol — NTP):

[Tpu rcnonb30BaHKH 000UX KOMIIOHECHTOB BPEMEHH HYXKHO BBIOPATH “aCcOBOI M0sic. ITO pa3HUIA MECTHOTO
BpPEMEHH C YHUBEpCaAITbHBIM KoopAuHUpoBaHHBIM BpeMeHeM (UTC), koTopoe Takke Ha3bIBACTCS CPEIHUM
BpeMeneM 1o ['puaBuay (GMT).

e Pyunoii pesxum. BbIITOMHATE OOHO U3 CAEAYIOIUX ACHCTBUN:
— Bseaute gary u Bpems aia I[ICY unmn

— YCTAHOBHTC qma)xox “pllMCllCllll(‘ JJOKAJbHOI'0 BpEMEHH HK, 4TOOBI JaTa 1 BpeMsA COBIIaJaInd
C KOMIIBIOTCPHBIMU YaCaMU, U IPUMCHUTC HaCTpOﬁKH.

o Cunxpoumsuposats ¢ cepeepom NTP. Bosmoxnocts gt NTP-cepBepa (ceTeBoii MpOTOKOM CyKObI
BpPEMEHH) 3a1aBaTh AaTy u Bpems [ICY.

[To ymommuanmio Bece IICY Ha moib30BaTenbcKoi cTopone Struxure Ware Data Center Expert
MTOJTYYar0T HACTPOWKH BPEMEHH, HCIIONB3Ys Iporpammy Struxure Ware Data Center Expert B
kauecTBe cepBepa NTP.

Mone OnucaHue

IIpu BEIOOpE 3TOTO MapaMeTpa AaHHBIC OT IPYTUX UCTOUHUKOB (KaK
npasuio, DHCP) nomy4aror mpuopuTteT Haj yKa3aHHBIMH B 3TOM
pasnene HacTpoiikamu NTP.

3a010KkupoBaTH pyYHbIe
Hactpoiiku NTP

IlepBuunbiii NTP-cepBep Bsenute [P-aapec nnu nomenHoe ums nepsuyHoro NTP-cepsepa.

Bsenute [P-aapec unu nms nomena BropuuHoro NTP-cepsepa npu

Bropuunbiii NTP-cepsep
HaJIM4MH TAKOTO CEpBeEpa.

VYkaxwure, kak gacto [ICY Oynet momydars noctyn k cepsepy NTP ms

Wurepsas obHosaenusn obHoBnenus. Munumym: 1; Maxcumym: 8760 (1 rom).
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Mone OnucaHue

Hemenjiennoe o0HOBJIEHHE

3amyckaeT MOMEHTaILHOE OOHOBIIEHHE 1aThl 1 BpeMenu 1o NTP-cepsepy.
JaHHbIX npu oMo NTP Y P PBCPY-

I'Iepexon Ha neTtHee BpeMs.

MyTb: Kondurypauua > Obwue > [lata/Bpems > lNepexon Ha neTHee Bpemsi

[To ymomuanuro nepexox Ha sietHee Bpems (DST) BoikimtoueH. MoXHO BKITIOUNTH TPAJAUIIMOHHEIHN ITepexo Ha
netHee Bpemsi CLIA (DST) nnu BKIIOYUTE U HACTPOUTH COOCTBEHHOE MOSCHOE JIETHEE BPeMS B COOTBETCTBUH
C MECTHBIMH NpaBUWJIaMH YCTAHOBKH JIETHETO BPEMEHHU.

IIpu HacTpolike nepexona Ha JIETHEE BpeMsl CUCTEMA TIEPEBOAMT Yachl BIIEPE HA OJIUH 4aC IIPU HACTYIUICHUM
BPEMEHHM U JIaThl, yKa3aHHBIX B nosie [lyck, 1 Ha OOUH Yac Ha3aJ P HACTYIUIEHUH BPEMEHH U JIaThl,
YKa3aHHBIX B IIOJIE 3aBEpIINTh.

* Ecnu MecTHOE eTHee BpeMs BCETNla HAUMHAETCS U 3aKAHYMBACTCA B Yemeepmylii ACHb HEJEIH
OTIPE/ICTICHHOTO Mecslia (HalpuMep, B YeTBEPTOE BOCKPECEHbE), BEIOepuTe NapameTp YeTBepThIii/
nocjaeqnuii. Eciau B 3TOM MecsIie HaCcTyIaeT MmiToe BOCKPECCHbE, HEOOXOIUMO TaK:Ke BHIOPAThH
napameTp UeTBepThlii/mocseaHuii.

* Ecnm MecTHOe JeTHee BpeMs BCera HAUWHACTCS U 3aKaHYMBAETCS B HOCIeOHUU, YETBEPTHIN WK
TIATHIN TeHb HEACIN ONPEISIICHHOTO MecsIa, Beioepute mapametp IlsiThiii/mocaennuii.

Co3gaHue n UMNOpPT HAaCTpPoOeK ¢ noMoLlbio dpanna KoHcpurypaumm
MyTtb: KoHdurypauus > O6wue > Pann koHpUrypaumm nonb3oBartens

C nomo1bko 3ToH QYHKIMH MOYKHO YCKOPHUTB U YIIPOCTUTH KOH(QUTYPAIIHIO HOBBIX YCTPOUCTB € TIOMOIIBIO
MOBTOPHOTO MCIIOIb30BaHMSI CYIIECTBYIOMMX HAacTpoek. [lapamerp O1TipaBuTh UCTIONB3YETCS IS IEpeaadn
JAHHBIX KOH(QUIypaluy B 3TOT HHTepdeiic, a mapamerp 3arpy3uTh HCHOIb3YETCs Al Iepefady JaHHbIX U3
sTOoro MHTEp(deiica (A MOCIeIyIOMEero UCIIOIb30BAaHMS IPU HACTPOiiKe Apyroro uHTepdeiica). 1o
ymom4aHuio (aiin umeer ums config.ini.

Wudopmanmro o 3arpy3ke U n3MeHeHnH (aiina HacTpoeHHOi [ICY cM. B pazzaene « IKCIOpT
napamMeTpoB KOH(PUTYpamuuy.

OKpaH KOHhUrypupoBaHUA CCbISOK
MyTb: KoHdurypauusa > O6wwue > BbicTpble CCbINKK

JlaHHBII TapaMeTp UCTIONB3YyeTCs ISl MPOoCcMOoTpa U u3MeHeHus ccbliok URL, oToOpakaeMbIX B HIKHEH
JIeBOM YacTH KaXJ0ro 3KpaHa HHTepdeiica.

I[JISI N3MCHCHUA CCBIJIKU IICJIKHHUTC Ha3BaHUC CCBIJIKU B CTOJI6He Mmsi. MOXXHO BOCCTaHOBHUTH 3HAUCHUS I10
YMOJIYaHHUIO CCBIIOK, IICJIKHYB 2JICMCHT BoccTaHoBJIeHBI HZICTpOﬁl\‘H Mo YMOJT4YaHUIO.
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XXypHarnbl B MeHK KOH(uUrypauumm

MyTb: Kondurypauusa > XKypHanbl > Syslog > napamempbi

[ICY MOXeET MOChLIaTh COOOILICHNUS cpa3y Ha YeThpe cepBepa Syslog B ciydyae BOSHUKHOBEHUS COOBITHSL.
Cepsepsl Syslog perucTpupyroT coOBITHS, TPON3OLIEIINE B CETEBBIX YCTPOUCTBAX B XKYpPHAIaX, KOTOphIE
00ecrneunBaloT HEHTPAIM30BaHHYIO PETUCTPALIHIO COOBITHA.

PyKoBOZICTBO TOJIL30BATENSI HE CONEPIKUT MOAPOOHBIX ONHMcaHuii cepBepa Syslog u ero
koHuryparmu. Cm. RFC3164 mis momydenwst moapooHoi nHbopMaIun o cepBepax Syslog.

UaoeHntndpukauma cepsepoB Syslog

MyTb: Kondurypauua > XKypHanbl > Syslog > CepBepbl

MNone OnucaHue
Cepgep Ucnonesyer anpeca IPv4/IPv6 nim mMeHa XOCT-y3JI0B VI HACHTH(UKAIIMHA OTHOTO U3 YETHIPEX
Syslog cepBepoB I IoydeHus coobmernit Syslog, moceuaemsix IICY.

[TopTt mpoTokona onb3oBarenbekux gararpamm (UDP), KOTOpEIi HCTIONB3YET I1aTa CETEBOTO
Mopt yHOpaBIeHUs UL OTIIpaBKH coobmernit Syslog. ITo ymomuanuro nmeeT 3HadeHue 514, mopt
UDP naznauen st Syslog.

SA3bIk Br16op s13p1xa coobmiennit Syslog.

IMpoTokoJ Br16op nporokona UDP wim TCP.

HacTpoiku cucteMHOro XypHana

MyTb: KoHdurypauusa > XKypHanbl > Syslog > Hactpoiiku

Mone OnucaxHue
Cosnanme Bxittouenune popmupoBanus (M BEACHU )KypHaia) cooommennii Syslog amst coObITHI, KOTOpbIE
00 gmemm HacTpoeHbl B Syslog B kauecTBe MeTona yBenomieHus. CM. pazaen «Konpurypuposanne

IEUCTBUI IS COOBITHIN.

Bribupaet ko 00bekTa, Ha3HAYCHHBIH [T coo0IIeHni cuctemHoro xxypHaia [ICY (mo
ymonuanuto — llosin3oBares).

Kon o0bexra | Tpumeuanue. [Tapamerp ITosin30BaTe1n Tydile BCETo ONpeeNseT HACTPOHKH cOOOIIeHH it
Syslog, nocemaemsix IICY. He m3MmeHsiiTe 3TH HaCTporku 6e3 pekoMeHaannu cetu Syslog
WM aIMUHHCTPATOpPa CUCTEMBI.
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Mone OnucaHue

CorrocraBmnseT KaxXIplii ypoBeHb omacHOCTH coObIThil [ICY mimm cpepl ¢ COOTBETCTBYIOIINMUA
npuopuretamu Syslog. JIokalbHBIMH TapaMeTpaMH SBISIOTCS: «KpuTHaeckas,
«[Ipenynpenurensaoe» u «npopmannonnas». HeoOXoanMOCTH MEHSTh COTTIOCTAaBICHHAS HET.

Crenyrouue onpenenenus B3saTsl u3 RFC3164:
* ApapuiiHasi cuTyanus: CHCTeMa HEPUTOIHA K UCTIOIb30BaHMUIO.
* Onosenienne: Tpedyerca He3aMeUIUTEIEHOE BMEIIATEIbCTBO.
* Kputnueckasi: KpUTHIECKAE COCTOSHHS.

* OmubKa: COCTOAHMS OLINOKH.

ConocTapJie- e [IpeaynpeanTeibHoe: COCTOSHNS, TPEOYIOIHE BHUMAHHUSL.
HHe CTeNeHn e [IpnMeuanie: HOPMAIBHBIN PEKUM PABOTHI C CEPHE3HBIMU COCTOSHUSIMH.
OTaCHOCTH e Undopmanmmonnas: nHGOPMAITHOHHEIE COOOTIEHHS.

e Otaaaka: COO6H.ICHI/I}I YPOBHSA OTJIAAKH.

Janee nmpuBeneHbl HACTPOUKH, YCTAHOBJICHHBIE TI0 YMOIYAHUIO JJIsl TApaMeTPOB
JlokaJIbHBII MPUOPHUTET;

* [Tapamerp Kpurnueckasi COOTBETCTBYET COCTOSHHUIO KPUTHYECKOMY COCTOSHUIO.
e [Tapametp Ilpenynpeaure/ibHoe COOTBETCTBYET IPe/1yIIPesk/IeHUsIM.
* [Tapamerp Mupopmanmnonnas COOTBETCTBYET HHMOPMAIINOHHLIM COOBITHSIM.

Mpumeyanne. Madopmanmro 06 oTkirodeHun coodiennii Syslog cm. B pasnene
«KonpurypupoBanue 1edCTBUI U1 COOBITHI».

Mpumep Tecta n hopmara Syslog
MyTtb: XypHansbl > Syslog > TectuposaHue

[To3BosIeT OTIPABUTH TECTOBOE COOOIICHNE Ha CepBEPHI Syslog (HaCTpOeHHBIE ¢ MTOMOITLI0 (PYHKIINH,
OmHMCcaHue KOTOPOU mpuBeaeHo B pasnene «neatudukarus cepeepoB Syslog»). Pesynsrar Oyaer oTnpapieH
Ha BCE HaCTPOEHHBIE cepBephl Syslog.

Bri6epute BaxXHOCTh, HA3HAYaEMYHO TECTOBOMY COOOIIEHUIO, 3aTEM YKaXXKHTE TECTOBOE COOOIIICHUE.
Brutrounte B opmat cooOrienus tur coobiTus (Hanpumep: APC, cuctema nitl yCTPOUCTBO) C MOCIICAYOITIM
JTIBOCTOYHEM, TTPOOETIOM M TEKCTOM COOBITHS. [IJInHA COOOIICHUS HE TOJHKHA NIPEBhIIIaTh S0 CHMBOJIOB.

e IIpuoputet (PRI). [IpuopureT Syslog, ykazaHHBIH TSI COOOIAEMOTO COOBITHS, a TAKXKe KO 00BEKTa
CoO0TIeHMH, OTIpaBIsieMbIX Ha IICY.

e 3aromoBok. OTmeTKa Bpemenu u IP-aapec IICY.
* Temo coobmenus (MSG).
— Tlone TAG, 3a KOTOPBIM ceoyeT JBOCTOUME U POOET, ONPeaesieT THII COOBITHSL.
— Tlone COJEPXXMMOE conepkuT TeKCT COOBITHS, 32 KOTOPBIM CIIEAYET MPOOEI U KOl COOBITHS.

[Ipumep. APC: Test Syslog gBideTCHS LOMYCTUMBIM.
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MeHo «TeCcTbI»

TecTnpoBaHue U KanubpoBKa

MyTb: Tectbl > UBI

Ota QyHknms noctymHa He 1 Beex MBI

Ha nexotopseix ycrpoiictBax MBI MOXHO 3ayCcTUTh caMOTECTUPOBAaHUE, TECTUPOBAHUE CUTHAJIOB TPEBOTH
nnu auHamuueckyto kanuoposky UBIIL. B momsix Camonnarnocrunka u Kanndposka orodpaxarorcs
PEe3YIIBTaThI IOCIEAHET0 TECTa U KaIUOpOBKY.

B xone nuHamuueckoit kanuOposku UBII nepecunthiBaeT qocTymHOE BpeMs paboThl B 3aBUCHMOCTH OT
TEKyIel Harpy3Kku. ITo obecrednBaeT 0ojIee BEICOKYIO TOYHOCTH COO0IIaeMOro BpeMeHH padoThl. [Tockombky
IpY KaJMOpOBKeE CyIIECTBEHHO pacxoxyercs pecypc Oarapeit MBI, HeoOXoarMO BEIOTHATE KaTUOPOBKY MpU
100% 3apsaxe 6arapeil. UToObI rapaHTHPOBATh, YTO KaIMOPOBKa OyneT npuHATa, Harpy3ka Ha MBI nomkHa
cocTaBIATh HEe MeHee 15% 0e3 xonebanuii.

Bunmanue! J[nnamudeckast kanuOpoBka rimyooko paspsikaer 6arapeu MBI, Bcienctsue wero MBI
MOXeET OBbITb BpEMEHHO HECIIOCOOEH IOAIepKaTh OAKIIOUEHHOE 000pYI0BAHUE B Cllydyae
MIPEKPAIIeHAS TTOaYH AIEKTPOITUTAHHS.

YacTbsle KaTMOPOBKU COKPAIIAIOT CPOK CITyKObI OaTapeil.

BrmmonsstiiTe kKaauOpOBKY NPH KaXKIOM 3HAUYUTENFHOM YBEIIMUSHUH HArpy3Ku, oaaepxkusaemoii MBI

Tect curnanos tpesoru st MBI1 BeImonHseTCS A71s1 KOHKPETHOTO YCTPOMCTBA U MOKET OBITh HEAOCTYICH LIS
ucnonszyemoro MBII. MHdopmanuio o BKIIOUEHNH CUTHANIA TPEBOTH cM. B paszaene «JkpaH «MBIl: obmee».

* [IIpu BeIOOpe Qynkiuu TecTupoBanue curnanaa tpesoru UBIT MBI nonaer 3BykoBoii cUrHal B
TEYEHHE YEThIPEX CEKYH/I, U €T0 CBETOJIUO/IbI TOPSIT.

* [Ipu BeIOOpe QyHKME TecTupoBanue curuasa rpesorn UBII: nenpepsiBublii UBII monaer
3BYKOBOM CUTHAJI, @ €r0 CBETOIUOABI FOPAT 10 OTMEHBI TecTa. Ha 3ToM skpaHe oToOpaxaercs
OTAEBHBIA MYHKT OTMEHHUTH TeCTHPOBAHME HEeIPEPbIBHOI'O CUI'HAJIA TPeBOrH. YTOOBI OTMEHHUTH
TECT, BEIOEPUTE ATOT 3JIEMEHT U IIeIKHUTE «IIpruMeHnTh». MOXKHO Takke HaXaTb JTI00yI0 KHOIKY Ha
unrepdetice XKK-aucres UBIL. OTot Tect nonesen mist onpeneneHus pacnonoxenus WUBIL.

BknroyeHne muraHua ceeroguonoB NCY

MyTb: Tectbl > CeTb > CBeTOAMOA MepLUaeT

Ecnu He ynaercs Haiitu ycrporictso MBI, ykaxure KoIM4ecTBO MUHYT B IToJie [1uTe/IbHOCTE MepuaHusi
cpeTonnoaa, menkaute «lIpumeHnTh», U cBeTonuoaHbe MHAUKATophl Ha IICY HauHyT MUTaTh. DTO MOXKET
ITOMOYh HAUTH (PU3HIECKOE YCTPOUCTBO.
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MeHio «XypHanbi» n «O nporpamme»

Ucnonb3oBaHue XXypHanoB COObLITUM U AaHHbIX

B xypnan «KypHai coObITHID 3aHOCSTCSI OTACIBHBIE cOOBITHS. B xKypHane « KypHan TaHHBIX» comepkarcs
MTHOBEHHBIE CHUMKH COCTOSIHHSI CICTEMBI, TOTy4aeMble C MOMOILBIO 3allMCH 3HAUEHUH C PerySIpHBIMUA HHTEPBAJIaMHU.

XypHan cobbiTum

MyTb: XypHanbl > CobbiTusA > docmynHblie napaMmempsbi

[To ymomuaHHIO B )KypHaJIe OTOOpa)karoTcs BCe COOBITHS, 3alIICAHHBIC B TEUCHUE TTOCJICAHUX ABYX IHEH,
Ha4yMHas ¢ nocjaegHux coOrtuil. CM. pasnen «Konpurypanus no coObITHION.

Kpome Toro, B sKypHaI 3aHOCATCSL: 1) IE000€ COOBITHE, KOTOpOE OTHpaBisieT npepbiBanne SNMP, kpome MmonbITok
ayreHTuuKauun SNMP; ii) aHoManbHbIe BHYTPEHHHE CUCTEMHBIE COOBITHSI.

B paznene «JIokanbHbIC TONTB30BATENNY MEHIO KOHGUTYPAIIMHA MOXKHO BKJIFOUHUTH IIBETOBYIO KOAUPOBKY
COOBITHA.

OToOpaxeHue XXypHana coobITUMN.

MyTtb: XypHanbi > CobbiTua > XKypHan

[To ymonuaHuIo B )KypHaJe COOBITHH CHaYasa 0ToOpaXKaroTcs MOCIeAHne coObIThs. [IJIst MpocMOTpa CIHCcKa
COOBITHIA Ha OJJHOH BeO-CTpaHUIIe IEIKHATE KHOTIKY 3alycTuTh KyPHAJ B HOBOM OKHe. JI7s BBITOJIHEHHS
3TOM omepanuu Tpedyercs, 4ToObl B HACTPOiKax Opay3epa ObLI BKIIOYCH mapametp JavaScript.

UToOBI OTKPBITH JKypHAJI B TSKCTOBOM (haiiyie WiIM COXPAHHUTh €ro Ha AMCK, MICIKHUTE 3HAYOK TUCKETHI E—'
B CTpOKE 3aroyioBka /KypHaJi coObITHii.

Jliist mpocMoTpa )KypHaia COOBITHIH MOKHO Takke uctonb3oBath FTP umu Secure CoPy (SCP). Cum.
paznen «Mcnonb3oBanue npotokona FTP uau SCP mis nonydenus daitnos xypHanay.

dunesTpaums xxypHana cobbITU. UToOs! He 0TOOpaXkaTh JTUIIHIOK WH()OPMAIIUIO B KypHAJIE,
BOCIIOJIB3YHTECh (DYHKIUEH (QHIBTpan.

OuIbTpanus KypHaIa Bocnonsayiiteck nepekiodarensmu Ilociennee nm C. (Hactpoiika ¢punbrpa
10 JaTe WJIH 110 BpeMeHHU coxpanseTcs 10 nepe3amycka I[1ICY.)

MenkanTe PuasTposars sxkypHais. OTMEHHTE YCTaHOBKY (DIa’KKa, YTOOBI OTMEHHTH €r0
orobpaxenue. [Tocne Haxkatust [IprviennTH TEKCT B BEPXHEM ITPABOM YIITy CTPaHHIIBI

OuabTpanus KypHaia JKypHaJa COOBITHI YKa3bIBaeT Ha TO, YTO (BT BKIFOUeH. DUIBTP aKTHBEH JI0 €ro

M0 CEPbhe3HOCTH WJIH ouncTKH Wi nepesamnycka IICY. /Inst ynaneHust akTHBHOTO (DMIIBTpa ILETKHHUTE

KATeropusiM coOBITHIT OuIbTpoBaTh KypHAT, 3aTeM OuncTHTH GUILTP (M0KA3aTh Bee). B kauecTse
aJIMIHUCTpATOpa MeNKHATE COXPAHNTEL KAK JIeMeHT 110 YMOJIIAHNI0, YTOOBI COXPaHUTh

3TOT (GUITBTP VTS OTOOPaKEHHST HOBOTO JKypHAJIA M0 YMOTYaHHUIO TSI BCEX ITOTb30BATEIICH.

Bakubie 3aMeuaHus Mo GUIbTpam:

*  CoObiTust 00pabaTeIBatOTCs GUIBTPOM C MOMOIIBIO Jorudeckoro oneparopa UJIN. Pabora dunsrpa He
3aBUCHT OT JIPyTUX (QUIBTPOB.

*  CoObITusl, OYMIIEHHBIE B CIUCKE PUJILTPOBATE 110 CTEeNeHN 0IIACHOCTH, HUKOTAA HE 0TOOpa)KatoTcs B
OT(UIBTPOBAHHOM >KypHaJle COOBITHI, JaXe €CIIM OHH BBIOpaHBI B CIUCKE DUJILTPOBATE 110 KATET 0PI,

* AHaHOFI/I‘{HO, CO6I)ITI/I$I, OYHIICHHBIC B CITUCKE (I)l/l;lb’l‘pOB‘d'l'b 10 Kareropunuy, HuUKoraa He
0TOOpaXkatoTcs B OT(QUIBTPOBAHHOM XKypPHase COOBITHH.

YnaneHue xxypHana co6bITUiA. [l ynameHus Bcex coOBITHIA menkauTe OuncetuTs skypuadi. [Touck
VIaJICHHBIX COOBITHIT HE BBITIOHACTCS.
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OnucaHne OTKIIOYEHHUS] pETUCTPALMH B KypHaje COOBITHI Ha OCHOBAHWH MPUCBOCHHON CTENEHU
OIMAaCHOCTH WJIM KaTeropuu coOBITHS cM. B pazzene «KonduryprupoBanue mo rpynmnam cOOBITHID.

HacTpowka ob6paTtHOro npocmorpa:

MyTb: XKypHanbl > Co6biTua > O6paTHbIN NPOCMOTP

Ecnu gyskimst o6paTHOro mpocMoTpa BKIIF0UEHA, TP BO3HUKHOBEHUH COOBITHH, OTHOCSIIIMXCS K CETH, BMECTE C
cOOBITHEM B JKypHaJ coObITHi 3aHOCATCs [P-anpec u mMs qomeHa ceTeBoro ycrpoiictBa. Ecim B ycTpoiicTBe
OTCYTCTBYET 3aIlliCh HIMEHHU JIOMEHA, TO B CBS3U C COOBITHEM B )KypHaje perucrpupyercs Toiabko [P-anpec.

Tak kak UMEHa JOMEHOB, KaK IPaBUJIO, H3MECHSIOTCS peke, yeM [P-anpeca, BkiroueHne GyHKIIMKU 00paTHOTO
MPOCMOTPA MOXKET YIIYUIIIMTh CIOCOOHOCTh OMPEICIICHUS aJIPECOB CETEBBIX YCTPOMCTB, BBI3BABIIUX COOBITHE.

OOpaTHBIi MPOCMOTP BBIKIIIOYEH N0 YMOTYaHHt0. He BKIIF0OYalTe 9Ty QYHKIIHIO, €CITH OTCYTCTBYET
HacTpoeHHBIH cepBep DNS Mt yMEHBIAeTCsl CKOPOCTH CETH M3-3a TUIOTHOTO TpaduKa.

U3meHeHMe pa3mMepa XypHara cobbITUn.

MyTb: XKypHanbl > Co6biTuA > Paamep

HUcnoneayiite mapamerp «Pa3mep KypHaia COOBITHIN», YTOOBI YKa3aTh MAKCUMAaJIbHOE YHCIIO 3alKCel KypHaa.

Buumanwue! [1pu uamMeneHnn pasmepa xypHaia COOBITHH C LIETbI0 YKa3aHUS MaKCUMaJIbHOTO
pasmepa ece cywecmgyiowue 3anucu yoansiomces. JInst Toro 4ToObl He OTEPSITh NaHHbBIE U3
XKypHana, ucnonb3yire nporokon FTP unu SCP nns nonyueHus xypHaia, CM. pa3aei
«HcnonszoBanue npotokona FTP umu SCP mis monmyuenust daiinos xypHanay. Ecimu xxypHan
JOCTUTAEeT MaKCUMAJILHOTO pa3Mepa, CTapble 3alUCH YAAIAI0TCA B OCIEN0BaTEIbHOM MOPSIKE.

XypHan gaHHbIX
MyTb: XKypHanbl > [laHHble > onyuu

Ucnons3yiite GyHKIuio « KypHan maHHBIX» 715 0TOOpakeHus KypHaia usMmepenuit mapamerpos UBIL, Bxoma
nutanust B, a Taxoke Temmeparypsl okpysxatomieit cpenst BI1 u 6arapeit.

JecTBus 1J1s1 OTOOpasKeHUsI M N3MEHEHUSI pa3Mepa KypHaia JaHHBIX aHAJIOTMYHBI ISHCTBUSAM [UIs )KypHaia
COOBITHH, 38 UCKITIOYEHHEM TOTO, YTO HY’KHO HCIIONIb30BaTh MapaMeTpsl MeHIo /lanibie BMecTo CoObITHs.
Cwm. pasnensl «OToOpakeHHe )KypHana coObITHi» U «/3MeHeHne pa3mepa KypHaiia COOBITHID.

Jns uasTpanuy KypHaia JaHHBIX 10 AaTe WIM BPEMEHHU HCIob3yiiTe nepexmodarenu Ilociennee nmn C.
(Hactpoiika ¢punsrpa coxpansercs no nepesamycka [ICY.) [lns ynaneHust Bcex JaHHBIX, 3alIMCAHHBIX B
XKypHaJe JaHHBIX, IEJKHUTe QOuncTuTh KypHaJ JanHbIX. IIOUCK yoaneHHBIX TaHHBIX HE BBIOIHACTCS.

YcTtaHoBKa uHTepBarna c6opa gaHHbIX (XKypHanb! > [JaHHble > UHTepBan). B Hactpoiikax UuTepBa
JKypHAJIa OTIpeIeINTe YacTOTy MOMCKa TaHHBIX B kKypHaie. Eciu BeIOpaTh «l[puMeHUTHY, YUCITIO BO3MOXKHBIX
THEH XpaHSHUS BRIUUCIISAETCS ITIOBTOPHO M 0TOOpa)kaeTcsl B BEpXHEH YacTH dKpaHa.

IMocne Toro Kak *ypHa 3al0HEH, HAYMHACTCS YIAICHUE CaMbIX CTapbiX 3amuceid. UToObI n30exkaTh
ABTOMATHYECKOTO YIallCHHS CTaphIX JaHHBIX, CM. CIIeIyrOIui pa3nen «Hactpolika 0OHOBICHHUS )KypHAa
naaHbeIX (OKypHais! > Jlanasie > OOHOBICHHE).).

IMpumeuanue. Tak Kak HHTEPBAT ONPEACISIET YACTOTY 3aIllCH IAHHBIX, TO YeM MeHblie UHMepEal, TEM Yallle
3aMMUCHIBAIOTCS TAHHBIC U TeM OOJIbIne (paiii sxypHaa.

HacTtpoiika o6HoBRNeHuUsA xypHana aaHHbiX (XXypHanbi > [laHHbIe > O6HoBReHue). OGHOBICHHE
BbI3BIBACT )106&BII€HI/IC COACPKUMOT0 KypHaJla JaHHBIX K (1)a17my C YKa3aHHBIM UMCHEM U MCCTOIIOJIO)KCHUCM.
9T0 3HA4YUT, YTO MOXKXHO COXPAaHUTH JAaHHBIC MIEPEA UX YIAJICHUCM, CM. BI:IH.IGHpI/IBCI[eHHHﬁ pasaci «YcTaHOBKa
uHTepBana coopa nanHbx (JKypransl > JlanHsle > UHTEpBan).».

HaHHaﬂ (I)YHKLII/I)I HCIIOJIB3YCTCA IJIs1 YCTAHOBKHU 3allIUTHI C ITOMOIIBIO MAPOJIA U APYTUX TApaMETPOB.
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Mone OnucaHue

Cepsep FTP [P-anpec i mMs X0ocTa cepBepa, Ha KOTOPOM HaXOOUTCs (aiii.

Vmst monp30Baresis ¥ apoiib, HEOOXOIUMBIE JUISl OTIIPABKU JaHHBIX B (aiiil ¢ apXxuBoM
JTaHHBIX. J|aHHBII ONTB30BATENb TOMKEH 001a1aTh IPAaBOM JI0CTYIa Ha YTCHHUE U 3aIlUCh
JTaHHBIX JUIs (aiiiia apxyBa H JUIs KaTaiora (TarkH), B KOTOPOM 3TOT (haidil XpaHHuTCsI.

HUms noab3oBareist
ITapoanb

yTth K paiiry [IyTh K ¢aitmy apxuBa JaHHBIX.

Nwms daiina apxusa qanHbix (TekctoBbiii ASCII-daiin), Hampumep datalog.txt.

Umsa daiina N
Bce HOBbIE faHHBIE JOOABISIOTCS B 3TOT (aiiil, OHU He Mepe3antCchIBaIOT €ro.

Bribepute 3TOT (riaskok, 9TOOBI COXPAHUTH JKypHAI JaHHBIX B (hopmare
YHUKAJIBHOE HMSI MMEOTTTT <muMms_dana>. txt, re «uMs_daiina» — 3To 3HauCHHE, YKa3aHHOE

q)aﬁﬂa B I10JIC
Bce HOBBIC naHHBIC HOOABIAIOTCS B (haiill, HO KaXKABIH ICHb CO3MAcTCs HOBBIH (aiin.

3anep:kka n yacoB

KomngecTBO 9acoB Mex Ty 3arpy3kaMu JJaHHBIX B (aiiin (MakcuMyMm 24 gaca).
MESKIY 3arpy3KamMu.

Iocae coost
BBINIOJIHSIITE KonmuecTBO MUHYT MKy TIOMBITKAMU 3arpy3UTh JaHHEIC B (hail mocie coos
3arpy3Ky KaxK/able 3arpysKHu.

n MUHYT(bI)

a0 n pa3 MaxkcumanbHO€ KOJTUYECTBO MTOIMBITOK 3arpys3kKu nocje uCXoaHoro cOos.

A0 yCnenrHoro

[TonbiTKa 3arpy3KH (ailyia 10 3aBepIICHUS epeaadH.
3aBepIIeHHs 3arPy3KH pysicH ¢ A p Pe

Ucnonb3oBaHue npotokona FTP unu SCP ana nonyyeHusa ¢annos XXypHana

AMHHUCTPATOpP WU MIOJIB30BaTENb YCTPOUCTBA MOXKET HCIOIb30BaTh MpoTokoa SCP nimm FTP ans nonydenus
(baiina )xypHaa coObITUH (event.txt) (¢ TAOyIAUSAMH B KaueCTBE pasjenuTeneil) i ¢aiina skypHaia JaHHBIX
(data.txt) ¥ *MTIOPTUPOBAHHUS €TO B AIICKTPOHHYIO Tabnmiy. O6a daitna Haxomsarces Ha [ICY.

o @aiin comepKUT OTYET 000 BCEX COOBITUAX U JAaHHBIX C MOMEHTA TIOCIICTHETO YIaICHHS KypHaIa UiTH
(B citydae ¢ xKypHaJIoM JaHHBIX) YCEUCHHS TTOCTIE TOCTIKEHHUS MAaKCUMAIBHOTO pa3Mepa.

*  DTOT (aiin BItoyaeT B ce0s HHPOpMAIHIO, KOTOpas He 0ToOpaskaeTcs B Qaiisie >KxypHaia COOBITHH HITH
B (baiine TaHHBIX.

— Bepcus AOS IICY u npmitokeHus.

— [Mara u Bpems nony4eHus Qaiina.

— 3HayeHUs , n , a Taxke [P-agpec IICY.

— Hazpaame monmenu UBII (Tonpko dhatin data.txt)

—  YHUKaJbHBIN IUTSL K&XKIOTO 3alICAHHOTO COOBITHS (TONBKO (aiin event.txt).

— B IICY nuis 3anuceil xKypHaia UCTIONb3yeTCs YeThIPeX3HaYHas 3auch roga. Mo>kHO BBIOpaTh
YeThIPEX3HaYHbIA (pOpMaT AaThl B MPOrpaMMe AJIsl pabOoTHI C ANIEKTPOHHBIMU TaOIHLIaMH IS
OTOOpa)KeHMsI BCEX YETBIPEX Pa3Ps0B.

[pu ncrmonb30BaHUK MPOTOKOJIOB 3AIIUTH HA OCHOBE IMU(PPOBaHUS cM. pasznen «lcnonb3oBanne
SCP ninist moucka 3tux ¢aitnosy. [Ipu ucnons3oBaHNH METOOB ayTeHTH(UKAIMK ¢ M pOBaHHEM
JUTS 32U Thl M. pasnen «Mcnons3oBanue FTP mist moucka daiinosy.

Jig moy4deHus cBeACHU O JOCTYMHBIX MPOTOKOJIAX U CIIOCO0axX YCTaHOBKH HEOOXOAMMO
3aIUTHI CM. Ha

Hcnoan3oanne SCP nis noucka atux paiinos. Bimounte SSH Ha IICY (cwm. pasnen «doctyn
K KoHCONM»). [Ipumeuanue. Creayromye KOMaH bl IPEICTaBICHBI TOJIHKO B KAUYECTBE IPUMEPOB.

UYroObl OTyuuTh (aiin event.txt, BBEAUTE CICAYIONIYIO KOMaHITy

scp <mMsa_nosb3oBaTendlmma xocra> mnu <ip ampec>:event.txt ./event.txt
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UrtoOsl moyuuTh Gaitn data.txt, BBEOUTE CIEIYIONUIYI0 KOMaHIY

scp <mMsa_nonbs3oBaTenal@mma_xocra> mnm <ip ampec>:data.txt ./data.txt

Ucnonb3oBaHue FTP ansa noucka dannos. Uroosl ¢ momometo FTP momyuuTs daiin event.txt nim
data.txt, BBIIOTHUTE CIEIYIOIINE TCHCTBUS:

1.

[ocne nosiBiIeHUs KOMaHIHOM MOACKa3ku BBequte ftp u [P-ampec IICY, a 3atemM HaxxMuTe ENTER.

Ecnu Hactpoiika JUIS ITapaMeTpa (cM. paznmen «Cepsep FTPy») ommgaercs ot 3HadueHus
10 YMOTYaHHUIO (2 1), HEOOXOIMMO UCIIONB30BATh 3TH HOBBIE HACTPOIKH B cTpoke KoManapsl FTP.

Hunsa kmuentoB FTP Windows ucnone3yiiTe cienyromuye KOMaH I, BKITtodast ipooesl. (s
HeKoTOpHIX KineHToB FTP mexny IP-anpecoM 1 HomepoM nmopta HeoOXOAUMO HCITOIB30BaTh
JIBOETOYHME BMECTO mpoberna.)

ftp>open ip_adpec Homep nopma

UtoOH! yIy4IInuTh 3aLIUTY, IS yCTAaHOBKM 3HadeHus nopta FTP-cepsepa, oTmuuHOrO OT
3HaYeHUs 1o ymomdanuio, cM. «CepBep FTP». MoxHO ykazaTs 11000# OPT B TUana3oHe OT
5001 mo 32768.

J1i BX0/a B cCHCTEMY MCTIONB3YHTE 3aBHUCSINEE OT PETHCTpa u TUTS
aJIMAHUCTPATOpa WIH MoJb30Barets. [1o yMomganuro UIst Tok30BaTeNs ¢ MpaBaMu aIMUHUCTPATOpa
WCTIOJIB3YeTCs MM apC. VIMeHeM Tombp30BaTeNsl yCTPOHCTBA IT0 YMOTYAHHIO SBIsIeTCs device.

YroOBl BKIIFOYHUTE TBOMYHBIA PeXUM Nepenadn (aiios, BBEIUTE:
ftp>bin

st oToOpakeHns1 HHAMKATOPa BHIIIOIHEHHS B X0Z€ niepenayn (hailyioB BBEAUTE:
ftp>hash

Hcnonp3yliTe kKOMaHLy get JUIsl IEpEAayM TEKCTA KypHaJIa Ha JIOKAJIbHBIM JUCKOBO/.

ftp>get event.txt

U

ftp>get data.txt

J171s1 OUMCTKH COAEP’KUMOTO JIF000TO0 JKypHaia MOXKHO MCIIOIb30BaTh KOMaHay del.

ftp>del event.txt

W

ftp>del data.txt

ITocne 3T0oro MOsABUTCA 3apOC HA NOATBEPKICHUE YIAJICHUS.

— Ecnu ygansercs )xypHal JaHHBIX, TO B )KypHaJie COOBITHI 3aliChIBACTCA
COOBITHE 10 YIAICHHUIO KypHAIA.

— Ilpu ouncTke *KypHana cCOOBITHI 3TO COOBITHE 3aMCHIBACTCS B HOBBIN (aiii event. txt.

Beemure quit B KOMAaHIHOH CTpOKe ftp>, YTOOBI 3aBepmuTh ceanc FTP.
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XypHan UBI

MyTb: XKypHanbl > UBT

DTOT mapameTp MEHIO nocTyneH He st Bcex UBII.

Ota uHpopmanus nocrynaet ot ycrpoictea MBI u otnensiercs ot xypHanos [ICY. (OHa He umeeT mpsiMoit
CBSI3M C TIATOW U He siBIsieTcst 4acThio «KypHan coobithit» [ICY.)

HaHHaﬂ I/IH(bOpMaL[I/IH MOXKET UCIIOJb30BaThCs CJIy)K6OI>'I TCXHUYCCKOM MOAACPIKKHU IJId YCTpaHCHUSA HpO6J'ICM.

Kypuaser nepenaun MBIT — orobpaxenue tadnuisl xpansmuxcs B MBI coObITrii Iepexoia B pa3iuaHbIe
COCTOSTHUS, BKITFOUAs TIEpeXo Ha paboTy oT Oarapeii U mepexon B pekuM Oaimaca.

Kypuaner coosa UBIT — orobpakenue Tadmuts! xparsmuxcs B MBI ommoboxk.

NMNoTpebneHune aHeprun

MyTb: XKypHansbi > MoTpe6neHune aHeprum

DTOT mapameTp MEHIO nocTyneH He st Bcex UBII.

Nzobpaxkenus obmero pacxona sHeprun ycrpoiicrsa MBI oroOpakatoTcst B BepxXHe# 4acTH SKpaHa, a Tabnuia
C OT/AETICHHBIMH 10 HEJENISIM JaHHBIMU PACIIONOAKEHA B HIDKHEH YacTH dKpaHa.

MNone OnucaHue
3nauenue sHeprun, morpedsemoit UBII k HacTosimeMy MoMeHTy BpemeHu (KBT.4). Hampumep,
Horpebdienue o
SHeprin UBII, obecrieunBaronuii MUTaHKUEe JIaMITOYKH MOIIHOCTEIO 350 BT B Teuenne 1000 gacos,

notpebmnsieT 350 kBT.4 anekTposHepruy.

[Mpubnu3uTeIbHAs CTOMMOCTD SHEPTHH, UCTIONb3YEMOM JI0 ’TOTO0 MOMEHTa BPEMEHHU.
Oo6masi croumocTh | Hampumep, 3a 1000 gacos tammouka notpediser 350 kBt snepruu o 0,10 gomapa 3a kBr.4,
YTO B UTOTE JAaeT CyMMY B 35 MOJIapos.

[MpubmmsurensHOe KonmmaecTBo CO», KOTOPOE SHEPreTHUECKOE TIPEAPUSITHE BEIOPACHIBACT B

Briopocsr CO
P 2 OKPYXKaIOIIYIO CPE/LY, 4TOOBI IIPOM3BECTH SHEPTHUIO, UCTIONB3YEMYIO IO TON0 MOMEHTA BPEMEHH.

3HaueHus pacxomoB U BEIOpocoB CO) B 3HAYUTEILHON CTETICHH 3aBUCAT OT HCTOYHUKA YHEPTHH H
pachpeenuTenbHoN ceTr. [ moydeHus NPUOTH3UTEILHON OIEHKH BBIOCPUTE CTPAHY B PACKPHIBAIOIEMCS
crircke Pacriosioskenne WM BOCMOIb3YHTECh CCHUTKOM (pe1akTHPOBATE), YTOOBI BBECTH COOCTBEHHBIC
JIAHHBIC O pacxoliaxX M BEIOpocax.

[Ipu n3MeHeHNH MECTOIIOJIOKEHHSI CO3/IaeTCsl HACTPaNBaeMOe MECTOTIONOKEHHE, KOTOPOE HE M3MEHSIET
PUCYHKHM IO YMOITYaHHIO JUTA JAHHOTO MECTOIIONIOKeHHsI. Harpumep, eciii B pacKpBIBaOIIEMCS CITHCKE
BBIOpaTh 3HaueHne IE-Ireland 1 m3MeHUTH JaHHBIC C TIOMOIIBIO CCHITKH PEIaKTHPOBAHUS, 3aIIUCh C HMCHEM
IMoan3oBareabcknii (IE-Ireland) co3naercs B BepxHel 4aCTH pacKpbIBAIOIIETOCs CIIMCKA.

XypHan 6paHgmayapa
MyTb: XKypHanbl > Bpangmayap

[Tpu co3nanum MOTUTHKU OpaHaAMay3pa B 3TOM pasjielie OyAyT MPOTOKOIUPOBATHCS COOTBETCTBYIOIIHE
coOpITHs. MIHGOpMAITHIO TT0 HCIIONH30BAHHUIO TTOJUTHKH CM. B paszaelie « DKpaHbl OpaHIMayspay.
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HaHHaﬂ I/IH(I)OpMaL[I/ISI MOXKET UCIIOJb30BaThCs CJIy)K6OI>'I TCXHUYCCKOM MOAACPIKKHU IJId YCTpaHCHUSA HpO6J'ICM.

B 3anmcsx xypHaia copepkutcs HHpopmanus o Tpaduke U IeHCTBUU MPaBuIi (pa3penieHo, OTKIOHEHO).
CoObITHSI, KOTOpBIE 3aHECEHBI B ATOT XKYPHAJI, HE 3aHOCSTCS B IMIaBHBIN )KypHaJ coObITHil. CM. paznen
«KypHai coObITHI.

B xypnane 6panamayspa comepxkutcs 10 50 mocneaanx coObITuil. XKypHan Opanamayspa OUHIaeTCs Mpu
nepesarpyske I[ICV.
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O nnarte ceTeBOro ynpasrneHuna 3

06 yctpounctee UBI

MyTb: O nporpamme > UBI

Wudopmanms, otodpakaemas B pazuene MBI, 3aBUCHT OT HCHIONB3yeMOT0 YCTPOHCTBA.

Mone OnucaHue

Mopenn/
Y4eTHblil HOMep/ OTH MO TO3BOILIIOT HACHTUUITIPOBATh yeTporicTBo MBI

Cepmniinblii HoMep

Jara usroroBiaenus Mara uzrorosnenus UBII.

Bepcus npomMBku Howmepa Bepcuii Momyseil MUKpOIIpOrpaMMBl, yCTaHOBIEHHBIX B VIBII

Bropoii HoMep Bepcuu MUKPOIIPOrpaMMBl, ycTaHoBlIeHHOU B MBI,

Bepcust npomnBku 2 HWcnone3yercs, eciu A1 HECKOIBKHIX IPOLIECCOPOB TPEOYIOTCS pa3IndHbIe
BEPCHHU.
ITosiHast HOMMHAIbHAS O61mast MmomrocTh MBIT (BA).
MOIIHOCTH
AKTHBHAs1 HOMHHAJIbHASA
O6mas Harpyska UBII (Br).
MOILHOCTH
MoraocTs Kaxaoit dhaszer UBIT (BA).
IosHast HOMHHAIbHAS TexHUYeCcKH, 3Ta XapaKTepUCTHKA IPEICTABISET COO0N (PUKCHPYEMYIO MOIITHOCTh
MOLHOCTB/(a3a JUTS KaK1oH (asbl B BospT-amriepax (BA). ®ukcnpyemas MOIIHOCT SBIISETCS
NIPOU3BEACHUEM CPEAHEKBAAPATUYHBIX HAIIPSIKEHUSA M CHJIBI TOKA.
O6mas Harpyska UBII (Br).
AKTHBHAsI HOMHHAJIbHAS Teky1ast akTUBHAsI MOIIIHOCTh Oaiinaca Jyis Kak 1o ¢a3sl B BarTax (BT).
MOIIIHOCTR/paza AKTHBHasI MOIITHOCTh TIPEJCTAaBISIET OO0 cpenHee o BpeMEHH 3HAYSHUS

MI'HOBCHHOTO IMPOU3BEACHUA HAIIPSKCHUA U CHUJIbI TOKA.

Pasznmuunas uaboOpMaIus o mporpaMMHOM obecrieueHu , moiaydaeMas o UBIT mo

I UbI
O IO xoHTpOIA nocienoBareapbHoMy opty win USB.

YdeTHbll HOMep BHYTPeHHeH
O0arapen/ YueTHbIIl HOMep
BHellIHell 0aTapeu

B aTux nonsix ykazaHbl HOMepa KOMIIOHEHTOB Oarapeil. DTa nHdopmarus MoxeT
HCTIOJIB30BAThCS IPH YCTPAHEHUH TPOOIIEM.

UHdopmauusa o MNMCY n moaynsax mukponporpamMmmbl
MyTb: O nporpamme > CeTb

3aBOI-M3IOTOBUTEIL ANNAPATHOTO 0Oecnevenns: HHopMaus 00 000pyIOBaHUN HCIIOIB3YETCS IPH
yCTpaHEeHHH HeucnpaBHocTel ycrporicta [ICY.

becnepedoiinasn pabora ynpagsienus: BpeMs HEIIPEphIBHON pabOTHI JaHHOTO HHTEpdeiica ynpaBiIeHHs, TO
€CTh BpeMsl, IIPOIIE/IIee MOCIIe TOPSIETo WK X0JoaHoTro 3ammycka [ICY.
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Monyas npunoxenusi, OC APC (AOC) u MouuTop 3arpy3xn: JaHHas HHGOPMAIUs UCIIONb3yeTCs
MpU YCTPaHEHUU HEUCTIPABHOCTEH | ISl TIOMCKAa OOHOBJIEHHON MUKPOIPOrpaMMBbl Ha BeO-caiTe

MerTKa nonsa OnucaHue

Ha3zpanue MOAYJId MUKPOIIpOrpaMMBbl.

Ha3anue Moayib npuiioskeHusi 3aBUCUT OT Tura ycrpoiicrsa MBII, HanpuMep su OTHOCHTCS
Nmsa K ycrpoiictBam Smart-UPS.

Monyas APC AOS Bcerna nMeeT Ha3BaHUE a0S, 2 MOYJIb MOHUTOPA 3arpy3KHu BCETa UMeeT
Ha3BaHue boot.

Howmep Bepcun moaynst MukpomporpamMsl. Homepa Bepcuil Mogyneit MOTyT OTIMYAThCs, HO
Bepcus COBMECTUMBIE MOJYJIH BBIITyCKAIOTCS BMECTE.
Cw. paznen «OGHOBIICHHE MUKPOIIPOIPAMMBD).

Jara/Bpemst Jlata n Bpems CO31aHusI MOYJISI MUKPOIIPOTPaMMBI.

CM. TaKxke «HpOBepKa HOMCPOB BCpCI/Iﬁ YCTaHOBJICHHOI'O MUKPOIIPOTPaAMMHOTO o0ecrieueHUsD.

SKpaH noaaepXKu
MyTb: O nporpamme > Moapepxka

Ota (QyHKIMS MTO3BOJISET O0BEIMHUTE Pa3INYHbIC JaHHbBIE 3TOTO0 HHTepdelica B OTISIbHBIN (aill apxusa,
KOTOPBI UCTIONB3YETCS LEHTPOM OOCITYKMBAaHUS KIMEHTOB M IPU YCTPaHEHUH HeucnpaBHocTel. B aToT daiin
BKJIIOUCHBI KYPHaJIbl COOBITHI 1 JaHHBIX, Qaiil koHpurypauuu (cM. «Co3ganne 1 UMIIOPT HACTPOECK C
noMoIIbio (aiina KoHPHUTYpaluK») U KOMIDIEKCHAs! HHPOPMAIHS 10 OTIJIKE.

lenxaure Co3aaTh skypHAIbI, 9TOOBI cO31aTh (haiii, a 3aTeM MEIKHUTE 3arpy3uTh. [losBisiercs 3anpoc,
KOTOPBIN TIO3BOJISIET TPOCMOTPETH WM COXPAaHUTH (aiiil apXuBa.
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MacTtep HacTpouku IP-koHdurypaumm
YCTPOUCTB

Bo3moXxXHOCTN, TPe60OBaHUA N YCTAaHOBKA

Macrep HacTpoiiku [P-koH(DHUTypaniy yCTpOHCTB MOXKET padoTaTh ¢ miatamu ceteBoro ynpasienus (IICY),
KOTOPHIM He Ha3HadeH [P-aapec. [1pu oOHapykeHUH TaKOW IIATHl M TIOAKIIOYCHUN K HEH MOJKHO HACTPOHUTH
115 Hee mapameTpsl IP-anpeca.

MOJKHO Taxke HalTH yCTPOICTBa, KOTOPhIE y’Ke MOAKIIOUEHBI K CETH, IIyTeM BBoAa auamna3oHa [P-anpecos,
9T0OBI CY3UTh ITOUCK. JaHHBIM MacTep ckaHupyeT IP-anpeca B yka3aHHOM Juana3oHe U ONpeessieT IUIaThl,
kotopeiM DHCP-cepsep yxe HazHauwmn IP-anpec.

INPUMEYAHUSA:

» Henp3s npoBecTH MOMCK Ha3HAUEHHBIX YCTPOMCTB, yXKe HAXOAALINXCS B CETH, IIPU MOMOILIHU AUANa30Ha
anpecos IP, noka Bbl He Bkitounte SNMPv1 Ha [ICY 1 He ycranoBute napamerp Community Name B
3HayeHue public. {7t nomyueHus 1ONOTHUTENbHON HHOPMaK cM. pasznen « Okpansl SNMPy.

* [Tocne HacTpoiiku mapameTpoB [P-agpeca miaTel c€TEBOTO yIpaBiIeHUS Ul TOCTyIa K BeO-HHTEpdency
monp3oBatens [ICY uepes Opaysep Heodxoanmo namennts URL ¢ http Ha https.

[TonpoOHyto nHMOPMALIHIO IT0 JAHHOW IIPOrpaMMe CM. B 0a3e 3HAHWM Ha CTPAHMIIC TTOIICPIKKHI

BeO-caiiTa 1 BBITIOJTHUTE TIOUCK (mpeHTH(UKATOP COOTBETCTBYIOMICH
CTaThbH).
B crarbe 0a3bl 3HAHMIA TAKKE COACPIKUTCS MHOOPMAITHUS [0 UCTIONB30BaHUIO TapaMeTpa

12 nporoxona DHCP.

CucremMHble TpeboBaHuA

JlarHabiii MacTep padoraet B Windows Server® 2012, Windows Server 2016, Windows Server 2019, a Taxxxe B
32- u 64-pa3psanubix Bepeusix Windows 8.1 1 Windows 10.

JlaHHBII MacTep moaAepKUBAET IUIAThl ¢ MUKpONporpaMmmon Bepcuu 3.0.X UM BBIIIE U MOAJEPKUBAET
TOJIBKO MPOTOKOI [Pv4.

YctaHoBKa
[Mopsiiok ycTaHOBKH MacTepa U3 3arpyKeHHOTO UCTIOHAEMOTro (aiina:
1. Ilepelinute Ha CTpaHUILY
2. Bemonnute ¢unprpanuio no [10/MukponporpaMMHOMY 00€CTIEUEHHIO — MAacTephbl U KOH(QUTYPATOPHI.

3. 3amycTuTe UCTIONHAEMBIN (Al U3 MaIKH, B KOTOPYIO OH OBLIT 3aTrpyKeH.

[Tocne 3arpy3ku MacTep JOCTYIEH C MOMOLIbI0 MeHI0 Windows.
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JKCNOPT napamMmeTpoB KOHurypaumm

NMony4yeHue n akcnopTt hanna .ini

KpaTkoe onucaHue npoueaypbl

AIMUHHCTpATOp MOXKET TIOTydaTh ini-ait mrarel cereBoro ynpasiaeHus 3 (IICY) u akcnopTupoBarh ux B
IpyTyto 1mary win B Heckobko IICY. [TompoOHyto HHGOPMAITHIO CM. B CICIYIONTNX pa3zciiax.

1.

Hacrpoiite [ICY ¢ BEIOOpOM TpeOyeMBIX IMTapaMeTpoB B SKCIIOPTUPYHTE UX; cM. pasaen «Co3nanue u
AMITOPT HACTPOECK C ITOMOIIBI0 (paiiia KOHPUTYparim.

[Tomyuwure ini-¢aiin u3 3ok IICY.
OtpenakTupyiite ¢aiis, U3MEHUB Kak MUHUMYM HacTpoiiku TCP/IP.

Hcnone3yiiTe mpoToKoa nepeadn ¢ainos, nonaep:xuBaeMelii [ICY, 4ToOBI epeaaTh KOMUIO Ha OAHY
unu Heckonbko [ICY. ns nepenaun Ha HeckonbKo IICY ucnonb3yiite cuenapuii FTP unn SCP nu6o
YTUIUTY A7 ini-haitnos.

Kaxnas n3 npuauMatomux [ICY UCHONB3yeT MOMyYeHHBIH haii 1y KOHPHUTypauuu cOOCTBEHHBIX HACTPOEK,
MIOCJIE YET0 YJIaJseT ero.

CopepxaHue channa ini

daiin config.ini, nomyuennslit u3 I[ICY, cogepxkurt:

3azonosxu pazodenog u knouesvle c108a (TOIBKO Te, KOTOPBIE TOIEP>KUBAIOTCS KOHKPETHBIM YCTPOWCTBOM
UBIT nnu TICY, ot koToporo noiyyeH (aiin). 3aro10BKu pasiesioB — 3TO Ha3BaHUS KaTETOPHH,
yka3zaHHbIe B ckoOKax ([ ]). KittoueBbIe cji0Ba B KaXJOM U3 3ar0JI0OBKOB pa3/iea IPeACTaBIAIOT CO00M
METKH, OITUCHIBAIOIINE OlpenieNieHHble HacTpoiku TICY. Iocne kaXa0ro KIIoUeBoro ciaoBa claeayeT 3HaK
paBeHCTBa M 3HaUeHUE (PUHATOE M0 YMOTYaHHIO WM 33JaHHOE TIPH KOH(HUTYPHUPOBAHHH).

KitoueBoe cioBo Override: Npu 3HAYEHNUH, 33JAHHOM 10 YMOIYaHUIO, JAHHOE KITFOYEBOE CIIOBO
MPEJOTBPAILAET S3KCIOPT OJHOTO WJIM HECKOJIBKHMX KIIOUEBBIX CIIOB M UX 3HAYEHUH, ONPEAEIAEMBIX
ycTpoiictBoMm. Hanpumep, B pazaene [NetworkTCP/IP] 3Ha4Y€HHE IO YMOIYAHMIO JUIS CI0BA
Ooverride (MAC-aapec ynpasistomiei [ICY) OIOKHpyeT SKCIOPT MapaMeTpoB SystemIP,
SubnetMask, DefaultGateway U BootMode.

Nogpo6Hble Nnpoueaypbl

Mony4eHue. [lopsok HACTPOUKHU ¥ MOITy4eHUs ini-haiina [ist SKcrmopTa:

L.

Ecnu Bo3MokHO, ucnionb3yiite uarepdeiic [ICY mis koHPUTyprUpOBaHUS €€ HACTPOCK JIJIs IKCIIOpTa.
(HemocpencTBeHHOE M3MEHEHUE CONEPIKUMOTO ini-(haiiia MOXKET BBI3BaTh OIIUOKH. )

2. B cnenyromem npumepe mokasaHo, Kak ucrnoib3oBatb FTP s momydenus ¢aiina config.ini u3

HACTPOCHHOMU IIAThI CETEBOTO YIPABJICHUS C IIOMOIIIBIO KIIMEHTa KOMaHTHON CTPOKHU
a. YcranoBuTte coenunenue ¢ I[ICY, ucrnons3ys ee [P-aapec:
ftp> ip_adpec

0. 3aper HCTpprfITCCB B CUCTCMEC, UCIIOJIb3YS AJId 3TOr0 UM IMOJIL30BAaTEC/IA U TApOJIb
AAMHUHHUCTpPATOpPA.

B. UTOOBI BKJIFOUUTH IBOMYHBIA PEIKUM TIepenadn GpailioB, BBEIUTE:
ftp> bin

I[J'IH 0TO6pa)K6HI/I$I HWHAWKATOpPAa BBIITOJIHCHHUSA B XOAC IIEpeaavin (I)aﬁHOB BBCIUTC:
ftp> hash

r. [lomydwure daiin config.ini, comeprxanimii HacTpouku IICY:
ftp> get config.ini
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daiin OymeT coxpaHeH B MaIke, U3 KOTopoii Obu1 3amyieH kaueHt FTP.

Jlnist mony4yeHus mapaMeTpoB KoHpurypamnyu u3 Heckonbkux [ICY u ux skcnopra Ha napyrue [ICY
cM. 3anucku o evinycke. caysicebnas npoepamma ¢gaiina INI na Bedo-caiite APC uau cM. cTaThio
B 0a3e 3HAHMU 110 aApeCy

HacTtpoiika. [lepen nepenaueii ¢aiina Ha npyryro [ICY ero HeoOXomTUMO OTpEIAKTHPOBATb.
1. Jlnst penaktupoBaHus Qaiiia UCTIONb3yHTe TEKCTOBBIH PeqaKTop.

— 3aronoBKu Ppa3aciioB, KIIFOYCBLIC CJIOBA U IIPESABAPUTCIBHO 3aJaHHBIC 3HAYCHNA HC 3aBUCAT OT
perucTpa, Ho CTPOKOBBIC IICPEMCHHBIC, 3a/1aBACMBbIC ITOJIB30BATCIIEM, 3aBUCAT OT PErUcCTpa.

— Uro05I yka3aTh, 4TO 3HAYCHHE HE 33JaHO0, UCIONb3yiTe KaBbIuKU. Hampumep, LinkURL1=""
nokasbiBaeT, uTo URL crnennansHo He onpeneneH.

— 3axirouaiiTe B KaBBIUKH JIIOOBIE 3HAYEHHS, KOTOPBIE COIEPIKaT MPEAIIECTRYIONINE WITH
TTOCIIEAYIOMIHE Pa3Aeibl TN YK€ 3aKIIFOYCHBI B KABBIUKH.

— Inst sKcriopTa 3arulaHMpOBAaHHBIX COOBITHI HACTpaMBaiTe 3HAUYCHHUS HETTOCPEACTBEHHO B ini-(aiine.

— Jlu1s 5KCropTa CUCTEMHOTO BPEMEHHU C MAKCUMAJIBHON TOYHOCTBIO, €CJIM TpuHUMaroue [ICY
HMCIOT JOCTYII K CEPBEPY IPOTOKOJIA CETCBOI0 BPEMEHH, YCTAHOBUTE 3HAYCHHE enabled I
napamerpa NTPEnable:

NTPEnable=enabled

MOKHO TaKk)Ke COKpaTHTh BpeMs Mepeadn IyTeM dKCIIOpTa pas3liena [SystemDate/Time] B BUJC
OTAEIBHOTrO ini-gaiina.

- HO63BJ’IHCMLIC CTPOKHU KOMMCHTAPUCB JOJIKHBI HAYMHATHCA C TOUYKHU C 3aIsTON (; )

2. CkomupyiiTe OTpeNaKTHPOBAaHHbIN (aiin B Gaiin ¢ IpyruM UMEHEM B 3Ty JKe MaIKy:
— Wwms daiina moxeT comepkars 10 64 CUMBOJIOB U TOJDKHO UMETh PaCIIUPEHHE ini.

— CoxpaHHUTE UCXOOHBIN OTPeJaKTHUPOBAHHBIN (a1 U UCTIONB30BaHUs B OyAyILEM.
Coxpansiemvlii ghaiin a613emcsi eOUHCMEEHHOU 3ANUCLI0 KOMMEHMAPUES.

Mepepayva channa Ha ogHy MCY. [lng nepenaun ini-aiiia Ha APYTYIO MJIaTy CETEBOTO YIPABICHUS
BBITIOJTHUTE OJTHO U3 YKa3aHHBIX JICHCTBUM:

* B unTepdeiice monmp3oparens npuHuMaromei [ICY Beibepute — —
. YKaXuTe MOJHBIN MyTh K (Qailily WM BOCHIOIB3YHTECh KHOTIKOM
O030p Ha JTOKaJIbHOM KOMIIBIOTEPE.

* Hcnone3syiite m1000i U3 IPOTOKOJIOB, MOAACPKUBAEMBIX IUIATON CETEBOTO yIPaBIeHHUs, HAIPUMED,
FTP, FTP Client, SCP unu TFTP. B npuBenennoM npumepe ucrnonbssyercs nmpotokon FTP:

a. U3 mamku, cozmepikariieil KO oTpelaKTHPOBaHHOTO ini-aiina, BOCHOIB3YHTECH TPOTOKOIOM
FTP, uto0s1 BoiiTh B IICY, B KOTOPYIO COOMpPAETECh IKCIIOPTUPOBATH ini-(haii.

ftp> open ip azmpec
6. UToOBI BKIIFOUYMTH JBOUYHBIN PEXKUM Teperadn (aiios, BBEIUTE:
ftp> bin
Jiist oToOpakeHns1 HHIMKATOpa BHIIOJTHEHUSI B X07ie Tiepenadl (ailiioB BBeMTE:
ftp> hash

B. DKCIOPTUPYHUTE KOMHIO OTPEAAKTUPOBAHHOTO ini-(haiina B KOPHEBOH KaTaJIOT MPUHUMAOILEH
M[ey:

ftp> put ums gavira.ini
Mepepnayva channa Ha Heckornbko MCY. BMecTo 3TOr0 BHIOIHUTE CISTYIOIINE OMIEPAIINH.

*  Hcnonesyiite FTP unu SCP, Ho HanumuTe cuieHapuid, KOTOPBIM CONEPIKUT U MOBTOPSIET OINEpalii,
WCTIOJIb3yeMBbIe AJIs IKCTopTa (aiina Ha onHy IICY.

*  Vcmone3yiiTe makeTHBIN (aii 00padOTKN M YTHUIUTY A Baitiios .ini.
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Jis co3manus makeTHOTO (haiiyia U UCIOIB30BAHUS CITY>KEOHON IPOrpaMMbl CM. 3anucKu
0 gvinycke: cayacednas npoepamma ¢aiiia INI Ha Bed-caiite APC. Unu cM. craThio
B 0a3e 3HaHMU 1O aapecy

CoobOLeHna o coobITUAX 3arpy3Kkm N ownodKax

CoobLeHnss 0 COObITUU M OLLIMOKaX, CBA3aHHbIX C HUM

Crenytoriee coOBITHE TPOUCXOTUT B TOM CIIydae, KOTJa MPUHUMAIOIIAS TJIaTa CETEBOTO YIIPaBICHHS
3aKaHYMBACT HUCITOJIB30BAHKE ini-(haiiia 11 OOHOBJICHHS CBOUX HACTPOEK:

Configuration file upload complete, with mnomep valid values

Ecnu kiroueBoe CIIOBO, UMsI paszienia MITH 3HAYCHUS OKa3bIBAIOTCS HEBEPHBIMU, 3arpy3ka B [ICY 3aBepiiaeTcs 1
BBIIAETCS OOMOIHUTEILHOE COO0IEeHE 00 OIINOKE.

TekcT coobueHns o cobbiTum OnucaHue

[penynpexnenne Qaitna KOHGUTYypanu: HEBEPHOE

KIIFOIEBOC CIIOBO B CTPOKC HOMED. Crpoka ¢ HempaBUWIBHBIM KIIOUEBBIM CIIOBOM WM
[penynpexnenue daiina KOHGUTypannu: HEBEPHOE SHa9CHUEM HIHOPHPYCTCA.

3HAUECHHE B CTPOKE HOMeEp.

[penynpexnenne daitna kKoHGUTypannu: Ecnm uMs cexunm yka3aHO HEBEPHO, BCE MAPBI KIFOUEBBIX
HEJIEUCTBUTENBHBINA pa3iesl B CTPOKE C HOMEPOM. CJIOB Y 3HAYE€HUH B JAHHOM CEKLUU UTHOPUPYIOTCS.
[penynpexnenue daiina KOHGUTYpaLUK: KIFOYEBOES KiroueBoe ciioBo, BBeJieHHOE B Havase (daiina (To ecTh
CJIOBO 0OHAPY)KEHO BHE CEKLIUH B CTPOKE HOMED. Mepe 3ar0JIOBKOM CEKIINH ), HTHOPUPYETCSI.

Ecmu pa3mep ¢aiina ciaumkoM O0NbIIOH, IPOUCXOIUT
HETIONHAS 3arpy3Ka. YMEHbIIUTE pasMep Gaiina mim
pazbeiiTe ero Ha /Ba (haiina 1 MOBTOPHTE 3arpy3Ky €IIe pas.

[penynpexnenue daiina konpurypamun: pasmep ¢aiina
KOH(UTYpAaIiy MpeBBIIIaeT MAKCHMAIIBHBIN pazMep.

CoobuweHusa B danne config.ini

YcrpoticTBo, cBsi3anHoe ¢ IICY, ¢ koTopoit 3arpykaercs (aitn config.ini, JODKHO OBITHE OOHAPYKEHO IS
BKJTIOUEHUS ero KoHpurypanun. Ecin yctpoiicTBo (Takoe kak UBIT) oTcyTcTBYyeT Mitn He 00HApPYKEHO,
(hbatin config.ini B COOTBETCTBYIONIECH CEKITMH, BMECTO KITIOUEBOTO CJIOBA MM 3HAUEHUH, OyleT comepikarh
coobmenue. Hampumep:

UPS not discovered

Ecnu He mmaHupyeTcs SKCIOPT KOHGUTYPAITUH YCTPOMCTBA KaK YaCTH UMITOPTHUPOBAHHOTO ini-daiina,
WUTHOPUPYUTE 3TH COOOIICHUS.

0I.IJVI6KVI, reHepupyembie 336nOKMpOBaHHbIMVI napameTpamu

KnroueBoe cnoBo Override U ero 3HaueHHe OyayT co3qaBaTh COOOLICHHUS 00 OmMOKaxX B )KypHasle COOBITHI
npy OIOKUPOBKE HKCTIOPTa 3HAYCHHH.

CBenmeHus 0 TOM, KaKue TTapaMeTphl MOTYT OJIOKHpoBaThes, cM. «Comeprkanue daiina ini».

ITockonbKy OOKMpyeMbIe TapaMeTPbl OTHOCSTCS K KOHKPETHBIM YCTPOWCTBAM M HE IPUTOIAHBI IJIS
sKcnopTa B apyrue [ICY, urHopupyiire 3Tu cooduienus 06 omuodkax. YToObl MpeaOTBPaTUTH MOSBICHUE ITHX
COOOIICHUH, YIaIUTe CTPOKH, COAEPIKAIIUE KIIOYEBOE CJIOBO Override, U CTPOKH, COAEPIKAILUE
O1okupyeMbie mapaMeTpbl. He ynamsiiTe u He M3MEHANTE CTPOKH, COAEPIKAILNE 3ar0JIOBKH Pa3/iesioB.
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CBsA3aHHbIe BOMNpoOChHI

B onepannonnsix cucremax Windows BMecTo nepechUIKH ini-(haillloB MOXXHO HCIIONB30BaTh MAacTep
HacTpoiku [P-xoHdHTrypaluu ycTpoiCTB, 4TOOB KI3MEHUTH 0OCHOBHBIC HAacTpOoiKU TCP/IP mnarsr ceresoro

yIpaBiieHus: 1 HACTPOUTH APYTHE MapaMeTpsl uepe3 HHTepQeiic moab30BaTes.

Cwm. paznen «Mactep HacTpoiiku [P-koH(pUTYpanuu ycTponcTs».
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Nepeaava channos

OGHoBNeHne MukKponporpamMmmbl

[Ipu 0OHOBIIEHUN MHKPOTIPOTPAMMHOTO obOecTieueHus Ha Tiate ceteBoro ympasieHus 3 (IICY) mis ycrpoiicTsa
UBIT cTaHOBATCS TOCTYIMHBIMU MOCTCAHUE DYHKIIUH, YIYUIICHUs] 0e30MAaCHOCTH U MTPOU3BOUTEIBHOCTH U
ucnpasnerus onmook. J{is ooHoBenust UBIT cMm. pa3nen «Oxpan « OOHOBICHUE MTPOIIUBKU»Y.

OO0HOBNIEHHE TTOIpa3yMeBaeT pocroe konuposanue ¢aitna NMC3 Ha [ICYV. [Iponecc ycTaHOBKH OTCYTCTBYET.
PerynsipHo npoBepsiiTe BeO-cTpanuity www.apc.com/shop/tools/software-firmware Ha Hamuuue 0OHOBICHUI.

@aiin NMC3 umeer cnenyromuii popmar:
apc_pBepcusa-o00opyHOBaHMA TUIl BepCUA-000pyHOBaHMA .NmMc3

* apc: 0003HaYaeT KOHTEKCT.

* hardware-version: hwOn, Tie n 0003Ha4aeT BEpPCUIO 000PYIOBaHNUS, HA KOTOPOM MOXHO
HCIIOJIB30BaTh 3TOT (aii.

* type: OnpenenseT, Kako MIMEHHO MOAYJIb; 3HAUE€HHUE SU yKa3bIBaeT Ha ycTpoicTBo Smart-UPS.

* Bepcwus: HOMep Bepcu (aiina.

CnocoObl nepenayum channoB MUKponporpaMmmbol

Mukporporpammy NociieiHel BEpCHU MOKHO OeCIUTaTHO 3arpy3uTh 10 afgpecy www.apc.com/shop/tools/
software-firmware. JIns oOHOBiIeHUs iporuBKH onHOM [ICY MM HECKOJIIBKHUX UCTIONB3YHTE OJJUH U3 TPEX
CIENYIOLUX METOOB.

* B onepanuonHoii cucteme Windows HCIIONB3YHTE Mporpavmy 00HOBICHIS MUKPOIPOTPAMMEBI,
3arpyKECHHYIO € . CM. paznen «/cnonp3oBaHue NporpaMMbl OOHOBIICHUS
Mukporporpammsl [ICY».

»  Jlnsa nepenauu aiina NMC3 ucnonssyiite FTP unu SCP Ha mr000ii 13 noniep:KuBaeMbIX OIEpPaiOHHBIX
cucteM. Cum. pazaen «Mcnones3oanue FTP i SCP 11t 0OHOBIEHHS OIHOM TUIATHI CETEBOTO YIPABICHUSD).

» Jlns nmepenauu daitna NMC3 ¢ Bamiero KOMIbIOTEpa Ha IJIaTy CETEBOTO YIIPABIEHUS, HAXOSAIIYIOCS

BHE Bamreii cetn, uconesyiite X VIODEM uepes BupTyanbHbIi mopT cBsa3u ¢ USB-unTepdeiicom ¢
nmoMoInkko 3arpy3unka. CM. pazaen «McnonszoBanne XMODEM nns ooHoBieHus ogHoi [ICY».

e Huadopmamnnto 06 0OHOBICHHUH HECKOJILKIX MJIAT CeTeBOT0 YIpaBaeHus cM. B pasaenax «OOHOBICHHE
MHUKpPOIPOrpaMMbI Ha HECKOJIBKHX IIJIaTaX CETEBOro ynpasieHus» U «lcrons3oBanne nporpaMmsl
obHoBneHust MukponporpamMmsl [ICY mist HeckonbKuX 00HOBNIEHUH B cuctemMe Windows.».

Mcnonb3oBaHue nporpaMmmbl 0GHOBNEHUS MUKponporpammbl MCY

Ota nporpamMma 0OHOBJICHHUSI MUKPOIIPOTPaMMBI SIBJISIETCS YacCThIO MTaKkeTa OOHOBJICHHS MUKPOIIPOT PAMMEI,
JIOCTYIIHOT'O Ha . (Huxorga He ncrnone3yiTe MporpaMmy, peJHa3sHauYE€HHYO IS OAHOTO
W3AETHA, JUTSI OOHOBJIEHHUS MUKPOIPOTpaMMBI IPYyTOro W3AEHs. )

Ucnonb3oBaHue nporpammel Ansa o6HoBneHnsa B cuctemax Windows. B 1ro0bIX oiepskuBaeMbIX
cucremax Windows nporpamma oOHoBiIeHUsI Mukponporpammsl IICY aBromarusupyer nepenady Qaiina c
pacmMpeHueM .nmc3 .

Pacnakyiite 3arpy»xeHHbIH (ailn MUKpOIpOrpaMMBI U ABaXIbI IEIKHUTE (Qaiii ¢ paciiupeHreM .exe. Beeante
[P-agpec xocTa, UMsI OIB30BATENS U APOITH B JUATOTOBBIX MOJSIX. Takke HEOOXOMUMO BBIOPATH MPOTOKOI
FTP v SCP u cBsI3aHHBIN ¢ HUM TOPT.

INPUMEYAHUE. BeiOpaHHsIi TPOTOKON MOJHKEH OBITH BKJIIOUEH Ha ycrpoiicte [ICY mis 3aBeprieHus
00HOBJIEHHUS] MUKpONporpaMmsl. Taxoke cM. paszen «lcnonb3oBaHye nporpaMMbl 0OHOBJICHUS

Mukponporpammsl [ICY s HeckonbKkuX 0OHOBIEHHH B cucteMe Windows.».
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Ucnonb3oBaHue FTP nnu SCP ansa o6HoBneHus ogHon nnaTtbl CETEBOro ynpaBfieHus

FTP. YtoOb1 ncions3oBarh mpotokod FTP mist o6HOBIEHNS 0omHO# TICY uepes ceTh, BRITIOTHUTE CIISAYIONINe
JIEUCTBUS:

[ICY momxkHa OBITH MOAKIIIOUYCHA K CETH, UMETh [P-ajipec, MacKy MOJCETH U IILI03 TI0 YMOITYaHHIO.
Cepsep FTP nmomken ObITh pa3pemieH B HacTpoiikax IICY; cM. pazmen «Cepsep FTP».

s mepenaun ¢aiina BEIOTHUTE CIETYIONIIe AeHCTBHA.

L.

6.

OTKpOITE HAa CETEBOM KOMIBIOTEPE OKHO ¢ KOMaHIHOU cTpokoi. [lepeiinnuTe B mamky, cogepxantyro
(haiiur mPOIIMBKY, U IPOCMOTPHUTE CIHCOK (hailioB:

C:\>cd apc

C:\apc>dir

Wndopmarmro o daiinax cm. B paznerne «®Paiin NMC3 mmeeT ciey ol popmar:.
Otxkpoiite knuenTckuii ceanc FTP:

C:\apc>ftp

Beenure komanny open u ykaxute IP-agpec IICY, 3areM HakMuUTE KJIaBUIly ENTER. Eciii HacTpoiiku
nopta (port) FTP-cepBepa otnn4arorcst OT 3HaU€HHS IO YMOTYaHHIO, paBHOTO 21, HE0OX0IUMO
HCIIOJIB30BaTh 3TU HOBbIE HACTPONKH B cTpoke komaH bl FTP.

 JIna xnmuentoB Windows FTP otaensiite Homep nopra ot IP-agpeca npo6enom. [Ipumep
(c mpobenom miepen 21000):
ftp> open 150.250.6.10 21000

* Hexotopsie kineHTs! FTP TpeOyioT cTaBuTh nepes HoMepoM IOpTa ABOETOUHE.
Boiiaute B cucteMy ¢ mpaBaMu aiMUHUCTpaTOpa.
OOHOBUTE MPOIIVBKY.
ftp> bin
ftp> put apc hw2l AA v-v-v-v.nmc3 (rae AA - npuioKeHHe, Halpumep su,
a v-v-V-V - HOMep BEpPCHH MUYKKPOIPOT PAMMBI)

Korna FTP-cepBep moaTBepAUT nepenady, BBEAIUTE quit JUIsl 3aKPBITHUS CEaHCA.

SCP. [lns ucnonp3osanus nporpammel Secure CoPy (SCP) ¢ nienbio oOHOBIEHHST MUKporniporpaMmer [ICY
BBITIOJTHUTE CJICAYIOIINE CHCTBUS.

1.

C nomorkto koMaHaHOM cTpoku SCP BeimonHuTe nepenauy daiina NMC3 va [1ICY. B nannoM
MPUMEPE V-V-V-V IOKa3bIBAET HOMEP BEPCUU MOAYJISI IPUIIOKEHHUS:

scp apc_hw2l su v-v-v-v.nmc3 apc@1l58.205.6.185:apc_hw2l su v-v-v-
v.nmc3su v-v-v-v.nmc3

[pumeuanue. /{nst ucnons3oBanus SCP HeoOxomumo BrarounTh SSH. MHbOpMaruio o Bkitouenuu SSH cm. B
pazzaene « IKpaH KOHCOIM.
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Ucnonb3oBaHne XMODEM ana o6HoBneHus ogHou MNCY

Yto0s1 ncnonb3oBate XMODEM s o6noBienus oguoi [ICY, He Haxonsielicss B ceTH, HEOOXOIUMO CIEJIaTh
CIeyroIee.

1.

C momorsto mpriraraeMoro kabdess micro-USB (momep mperamn 960-0603) moaxmroaute IICY x mopry
USB 710KabHOTO KOMITBIOTEpA.

2. Haxwure kHONKY «COpocutsy Ha [ICV.

Korga IICY Bo Bpems 3arpy3ku oOHapyxuBaeT coeannenne USB, ona oxxumaer 90 cexyHa, 4TOObI
JIaTh ONIEPAllMOHHOM CHCTEME TOCTAaTOYHO BPEMEHH Ha paclo3HaBaHUE U HACTPOWKY BUPTYaIbHOIO
nopta cBsi3u. Korna BUpTyanbHbI OPT CBS3U OyET TOTOB, 3aIlyCTUTE MPOrpaMMy TEpPMHHAIA,
nanpumep HyperTerminal uiu Tera Term, u BeIOepuTE 3TOT BUPTYaJIbHBIH HOPT.

Haxxmure knaBunty Enter qpaxasl WM HaKUMaNTE €€ 10 TeX HOp, IOKA HE NOSIBUTCS IPUITIAILICHHUE
MOHHUTOpA 3arpy3ku: BM>

NPUMEYAHMUE. Ecnu B Teuenue 90 cexyna nocie Hayana nepesarpysku IICY coenunenue c
MOHHUTOPOM 3arpy3Ku ycTraHoBieHo He Oyzaer, [ICY npomomkuT cBoit 0OBIYHBIH MpoIiece 3arpy3KH.

Beeante XMODEM u Haxkxmute Enter.

B menro mporpammel TepmuHaia Beioepute XMODEM, 3areM Be1OepuTe (aitr .nmc 3, KOTOPHIi OyaeT
niepenan ¢ momorbio XMODEM. Ilo 3aBepmiennn nepegaan XMODEM Ha skpaHe TTOSIBUTCS
MpUTIalIeHUe MOHUTOPA 3arpy3KH.

Beenute reset wim HaxxMuTe KHOTIKY «COpocuThy, 4To0B! Iepe3anyctuth [ICY,
NNPUMEYAHHUE. [l nogxmrogenns kK koHcomu [ICY B OC Windows 7 Tpebyercs apaiisep. Hpaiisep

JIOCTYTICH ISl 3arpy3Kd Ha cTpaHuie ycrpoiictBa AP9640/AP9641 Ha BeO-caiite , PACIOJIOKEHHON
B pazaene Software/Firmware. st OC Windows 10 npaiiBep He TpeOyeTcs.

1. IIpun nmogxmrouennu IICY gepes kabens micro-USB B pasaene «lpyrue ycrpoiicTBay OymetT oOHapyKeHO
ycrpoiicTBo nox HazBanrneM NMC3-CDC.

2. HaxxmuTe mpaBoit KHOITKOW MBIIIH Ha 3TO YCTPOUCTBO U BhIOEpUTE «OOHOBHTSH JpaiiBep...».

3. Bribepute oniuio « BRIMOMHUTH MOUCK JIpaiiBEpOB Ha 3TOM KOMIIBIOTEpPE» U IepeHIuTe K MECTY
3arpy3ku apaiiBepa (usb_cdc_ser.inf).

4. TlpumuTte cooOieHue 0 6€30MaCHOCTH HEMOIMTUCAHHOTO JpaiBepa.

Teneps Windows pacnioznaer [ICY u HazHauut ycrpoiictey COM-TiopT.

OGHOBMNEeHMe MUKpONpPOorpaMmMbl Ha HECKOMNbKUX NnaTax ceTeBoro ynpasneHus

Hcnonp3yiiTe OAMH U3 ABYX CIEAYIOUINX METOOB.

[Iporpamma obunossienust mukponporpamvsl HHCY B Windows. CM. pazgen «Mcnonb3zoBanue
nporpaMMsl 0OHOBIIEHHSI MUKporiporpaMMbl [ICY 11t HECKONbKUX OOHOBJIEHUH B CHCTEME
Windows.».

Ucnoaszosanne FTP nin SCP. [lns obHoBIeHUS HeCKoabKux IICY ¢ ucnonb3oBanueM kinenta FTP
i poTokoia SCP HanumuTe CKPUNIT, KOTOPBIA OyAET BHIIOIHATE 3Ty MPOIEAYPY aBTOMAaTHYECKH.

Hacrpoiiku kondurypannm xenopra. MOXXHO c03/1aTh KOMaHIHBIE (aiiiibl U UCIIOIB30BaTh
IporpaMmy AJIsl IOJy4YeHHUs TapaMeTpoB KOH(UIypauy HecKoIbKux IICY U 3KCIIOPTUPOBATh UX Ha
npyrue IICY.

CM. 3anucku o euinycke: cryscednasn npoepamma ¢aiina INI B 6a3e 3HaHUH 10 agpecy

Mnarta ceteBoro ynpaBsneHusa 3 ana UBI PykoBoacTeo nonb3oBartens 89


https://www.apc.com
https://www.apc.com/us/en/support/

Ucnonb3oBaHue nporpaMmmMmbl OGHOBEHUA Mukponporpammbl NMCY ansi HeCKONbKMX OOHOBINEHUN
B cucteme Windows. Ilocrne 3arpy3ku mporpaMMer 0OHOBJIEHHsI co cTpaHuIlbl 3arpy3ku [ICY Ha
JIBAX]TBI HAKMUTE Ha (paiis .exe U U3BICKUTE COMCPIKUMOE apXHUBa.

1. Hadigure daiin devices. txt B karanore c nporpamMmmoi. OTKpoiite ¢aiia 1 OTpeaaKTUPyHTe ero B
TEKCTOBOM PENaKTOpe, YTOOBI BBECTH HEOOXOAMMYIO HHGOPMALHMIO ISl KaKIO0T0 0OHOBISIEMOTO
ycrpoiictea [ICVY:

— [YcrpoiicTBo]: [laHHEIH 3aroi0BOK pa3jelia JOJDKSH ObITh BKIIIOUEH JIJIS KaXKI0W 0OHOBIsIEeMON
[ICV.

— Xocr: IPv4-aapec ycTpoiicTsa.
— TIlIporoxon: SCP mwiu FTP.
— Toprt: opr, ceszannsiii ¢ SCP wm FTP.
— Hwms monp3oBarens: MiMs monbs3oBarens ¢ IpaBaMH aIMUHHCTparopa, BKiIroueHHoro Ha [ICY.
— Iapons: ITapons ammMuHuCTparopa, Aciictyronuit Ha [ICY
VYnanure Bce KOMMEHTapHUU M TOYKH C 3arsTol u3 (aitna devices . txt U COXpaHUTE U3MCHEHHUSL.

Hampumep:

[YcTpoMcTBO]

XocTt = 192.168.0.1
[lpoToxkost = SCP

opT = 22

VMa nosip30BaTENA = apc
[lapose = apc

Hanpumep:
[YcTpomcTBO]

XocT = 192.168.0.2
[IpoToxon = SCP
MopT = 22

VMg nosp30BaTeENd
[Taposie = apc

apc

MOo>HO HCTIONB30BaTh UMetoImuiics (ain devices . txt, eClid OH YK€ CyIIEeCTBYET.

2. Ortxkpotite IporpamMmy oOHOBJICHHS MUKporiporpaMmel. Ecii B daiinie devices. txt OblIH
MPEAOCTABICHBI TPABUIIBHBIC JaHHBIE, B IPOTPAMME MOSBUTCS CIEAYIOIIEE COOOIICHHUE:

OBHapPyXeH M MMIOPTMPOBAH CIMCOK YyCTPOMCTEB, [IODTOMY XOCTH, II€pPeUMCJIEHHEE
B OKHE COOHTHUM HWXe, OyIOyT MCIOJIb30BATbHCHA B KadyeCTBE AKTUBHBIX.

3. HaxwmuTte B mporpamMmme KHONKY «HauaTs o0HoB/IeHe», YTOOBI HaYaTh OOHOBIICHUE
MHUKPOIIPOTPaMMBI.

NMpoBepka oOHOBNEHUN

Koabl pe3ynbratoB nocnegHeun nepegayiun

Bosmoxnsie ommbku niepenaun: cepsep TFTP unu FTP He HalineH, cepBep OTKa3bIBACT B TOCTYIIC, CEPBEP HE

HAXOJUT WM HE paclo3HaeT NepeaaBaeMblii (haii, nepeaaBaeMblil (haiin MOBPEkKICH.

NMpoBepka HOMepoB BepCUN YCTaHOBIIEHHOr0 MUKpPONpPOrpaMMHOro o6ecneyeHus
MyTb: O nporpamme — CeTb

HUcnons3yiite BeO-unTEpdeiic monp30BaTens sl HPOBEPKH Bepcuil OOHOBIEHHBIX MOIYJIEH MUKPOIPOTPaMMEL.
MoskHo Takxe uctoib3oBars komanay GET anst OID sysDescr MIB 1. B unrepdeiice koMaHIHOH CTPOKH

BBeAUTE KOMaHIy about.
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CmMmeHa fA3blka MHTepdenca nonb3oBartens

Wntepdeiic monpzosatens [ICY MoxkeT oToOpakaTbesl Ha Pa3HBIX s3bIKaxX. BriOepute s3b1K M3
pacKpbIBalOIIEerocs CIMCKa ¢ A3bIKaMH Language Ha sKpaHe Bxona Login.

Wntepdeiic momp3oBaTens JOCTYIICH Ha JCBATH SA3bIKax: PpaHIy3CKOM, UTAJIbSIHCKOM, HEMELIKOM, UCTIAHCKOM,
Opa3sUIBLCKOM MOPTYTAIBCKOM, PyCCKOM, KOPEHCKOM, SITOHCKOM M YIIPOLLIEHHOM KHTaHCKOM.
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YcTpaHeHue npoornem

Mpo6nembl AocTyna K nnaTte ceTeBOro yrnpaBrieHUs

[TocernTe 6a3y 3HAHWIA 11O aapecy JUTISL TIOJTYY€HHUS TOIIAroBhIX HHCTPYKIIMH 11O
YCTpaHEHHIO MPOOIIeM U MOJIE3HBIX PEIISHH PaclpoCTPaHeHHbIX Heronanok. MHapopmanmio 06 oOpameHun
B CITy’KOy TOJJICPIKKU CM. B paszzieie «YerpaneHue mpoduem».

Npobnema PeweHune

Ecmu namukarop cocrostans [ICY roput 3eneHpIM IBETOM, MOMPOoOyHTE TOCIaTh
KOMaHJy 9XO-T€CTHPOBAHUS Ha JPYTOH y3€l TOTO K€ CErMEHTA CETH, B KOTOPOM
pacronoxxera [ICY. Ecii TectupoBanue He paboTaerT, To IuiaTa CEeTeBOTO
ynpasieHus ucnpasHa. Eciii He CBETUTCS 3€NIEHbIM HHANKATOP COCTOSHUS U HE
YAAETCsl yCTAHOBUTH OOMEH MaKeTaMH, BBITIOJHHUTE CICAYIONIHE JEHCTBHSL.

He yaiaeTcst BEIMOMHUTS 5X0- * [IpoBepbTe, UTO IIaTa CETEBOIO YIPABJICHUS Hale:KHO ycTaHoBieHa B VB
tectupoBanue [ICY * [IpoBepbTe CETEBBIE TOAKIIOUEHUSI.

* [Iposepste IP-anpeca miaTel cereBoro ympasieHus u cuctemy [ICY.

* Ecrmu [ICY HaxoauTcs B qpyroi ceTH (WM MoaceTH), omaHoH ot cetu [ICY,
mposepbTe [P-aapec mumo3a mo yMordaHuro (MM MapIIpyTA3aTopa).

* HpOBepI)Te YHUCIIO OUTOB MOACCTHU IJIA MAaCKHU ITIOACCTHU I1JIaThbl CCTCBOT'O

YIpaBIICHHUS.
He ynaercs nasnaunts Ilepen ncnonbp3oBaHHEM IPOrpaMMBbl TEPMHUHATA I HACTPOUKHU IIIAThI
KOMMYHUKAIIMOHHBIH TOPT ¢ CETEBOT'0 YIPABJICHUS CIIEAYET 3aKPBITh BCE MPUIIOKEHUSI, CITYKOBI 1

TIOMOUIBIO TPOrpaMMBbl TCpMHHAJIA OporpaMMbl, KOTOPbIC UCTTOJIB3YIOT L[aHHI:Iﬁ KOMMyHI/IKaIII/IOHHHﬁ opT.

HeBosmoskeH noctyr gepes
nHTepdeiic KOMaHIHOM CTPOKH IO
KaHaJTy TTOCIIEI0BATEIEHOTO OOMEHa

Yb6ennurech, 4TO HACTPOHKH CKOPOCTH OOMEHA TaHHBIMHU HE OBLIN M3MEHEHBI.
[MompoGyiite ycranoBuTs 3Ha4eHUs 2400, 9600, 19200 mm 38400.

* Ybenutech, 4To MCTIONB3YeTCsl PaBIIIBbHBIHA crioco goctymna: Telnet wmm Secure
SHell (SSH). AMUHHECTpaTop MOXKET BKJIFOUHMTB 3TH METOIBI ocTyra. [1o

HeBO3MOXKEH yIaneHHBIH TOCTYT yMoITgaHuto mpotokon Telnet BeimoueH, a mopt SSH Brmoden. [Tporokomnst SSH u
uepes I/IHTepCI)Cf/'IC KOMaHIHOU Telnet MOXKHO BKJIFOYATE/OTKIIFOYATEL HE3ABUCHMO ApyT OT Apyra.
CTPOKH * IIpu ucnons3oBanuu SSH 1miara ceTeBOTro yNpaBIeHHsT MOXKET CO3aBaTh KIIFOY

xocT-y3ma. [Tnare cereBoro ynpasieHns TpeOyeTcst 10 OAHON MUHYTHI JUTs
CO3/1aHMs KJTI0YA XOCT-y371a, B 970 Bpemst SSH OyzeT HemocTyTieH.

* Voenutecsh, uto noctyn HTTP wim HTTPS oTkpsIT.

* Yoenutecs, uto ykazaH npaBuibHbI URL-aapec, cOOTBETCTBYIOIINI cuCTEMe
6e3011acHOCTH, UCTIOIB3yEMOM TUIaTol ceTeBoro ynpasnenus. st SSL B Havane

URL-aznpeca Hy>KHO yKa3bIBaTb , aHe
* Y6eaurech, 4TO 3X0-TECTUPOBAHNE TIATHI CETEBOTO YIIPABICHUS BBIIOIHACTCS
YCIEIIHO.
He ynaercst mony4nts goctym K * YoenuTech, 4To HCTIONB3YeMbIi Opay3ep NoaIep KUBaeTCs IIATOH CETEBOTO
unTepdeiicy mompsosaress (Ul) ympasnenus. CM. pasnen « YCTpaHeHHe IpoOieMy.

* Ecnin mata ceteBoro ynpagieHus ObUia TOJBKO 4TO TIepe3arpyxeHa u
BBIMIOJIHSIETCS HacTpoiika SSL, BO3MOXHO, TIaTa CETEBOr0 YIPaBICHHUS
coznaet ceprudukar cepepa. s coznanus aToro cepridukara miare
CETEBOTO0 YIpPaBJICHUS MOTPeOyeTCs A0 OJHOI MHUHYTHI, B 9TO BPEMs CepBep
SSL GyneT HEmoCTyIIEH.

Mnarta ceteBoro ynpasneHusa 3 ana UBI PykoBoacTeo nonb3oBarens 92


http://www.apc.com/support

HeucnpaBsHoctu SNMP

Npobnema PeweHue

* [IpoBepsre Bo3moxkHocTh uteHust (GET) umenu coobmecrsa (SNMPv1) nnu
HeposvoxHo KoH(urypamuo npoduis noms3osarens (SNMPv3).
BBITIOJIHUTD

onepanuio GET

* Ucnonp3yiite nATEp(dhelic KOMaHAHON CTPOKH WM HHTep(deiic moap30BaTes s
npoBepku goctyna NMS. Cu. paznen «Oxpanbl SNMPy.

Heso3moxnao
BBITIOJTHUTH
oneparuio SET

« IIposepsre, BKitoueH a1 npoTokosl SNMP. TTpotokonast SNMPv1 u SNMPv3 BeixitoueHs!
MO YMOJTYaHUIO.

* [IpoBeprTe Bo3MoxkHOCTh UTeHHs/3amucu (SET) nmenu coodmectsa (SNMPv1) nmun
koH(UTypanuto mpoduss nomaszoarens (SNMPv3).

* Mcnonb3yiite nHTEpdelic KOMAHIHOM CTPOKH WM HHTEp(EHC MoIp30BaTes ISl IPOBEPKU
toro, uto NMS umeer nocryn Ha 3anmch (SET) (SNMPv1) nimm noyuun noctyn k
IP-anpecy B ciincke ynpasnenust goctynoMm (SNMPv3). Cm. pasnen «Okxpanst SNMPy.

He ynaercs nomyuars
MpepLIBaHUS B
cucreme NMS

* [IpoBepste, uToOBI THT TpepbiBanust (SNMPv1 wim SNMPv3) 6611 TpaBUIIBHO HACTPOCH
Ut cucteMbl NMS, UCTIonb3yeMoi B KauecTBE IPUEMHNKA TTPEPhIBAHHMN.

* B ciiyuae SNMP v1 monumure 3anpoc meonfigTrapReceiverTable MIB OID, uto0s!
IPOBEPHUTH, uTo [P-anpec NMS yka3aH KOPpEKTHO U YTO UMl COOOIIECTBA, YKa3aHHOE
B NMS, cooTBeTcTBYeT MMEHH COO0IIECTBa, yKa3aHHOMY B Tabnune. Ecinu uro-nmbo
yKa3aHO HeNpaBWIbHO, Ucnonb3yiTe koManny SET mis mconfigTrapReceiverTable
OID unu ucnonb3yite nHTEpdEHc KOMaHAHONW CTPOKHU WIIM HHTEpQEHC MoIbp30BaTeNs,
YTOOBI HCIIPABUTh HACTPONUKHN NMPUEMHHUKA ITPEPHIBAHHH.

* B ciiyqae SNMPv3 mpoBepsTe HacTpoiku ipoduiis mosib3oBatess it NMS u 3amyctuTe
TECT MpPEepbIBAHUN.

Cwm. pazgensl «Oxpanbsl SNMPy, «Ilonyuarenu npepslBaHUi» U «DKpaH TE€CTUPOBAHUS
npepsiBaHuil SNMP».

IIpepwiBanus,
noryaaembie NMS,
HE OTpeeNeHBI

CM. moxymerTaruio 1o NMS, 4ToOBI IPOBEPHTH, YTO MPEPHIBAHNS PABIIIEHO YKa3aHEI
B 0a3e JaHHBIX CHTHAJIOB TPEBOTH U MPEPHIBaHUI.

NMpobnembl ¢ Modbus

JlommomHATENEHY 0 HHGOPMAITHIO TT0 TIPOBOMIKE W HACTPOIKE MociIeoBaresHoro mopra AP9641
cM. B fokymente Modbus Documentation Addendum (/loonaenue k qokymenrtanuu mo Modbus),
noctynHoM Ha koMnakT-aucke Utility u Ha BeO-caiite APC. [logpoOnyto nnpopmaruo o

peructpax u onucanus 6utoB Modbus cMm. B Kapme pecucmpos Modbus (Modbus Register Map) na
BeO-caiite APC.
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D,ByXHeTHFIFI rapaHTuAa npom3soauTtens

VcinoBus HACTOSIICH T ApaHTHUU PACTIPOCTPAHAIOTCS TOJIBKO HAa U3ACIINUA, HpI/IO6peTeHHLIC JJIA COOCTBEHHOTO
HCIIOJIb30BaHUA B COOTBECTCTBUU C IaHHBIM PYKOBOACTBOM.

YcnoBus rapaHTum

Komnanust APC rapantupyer, 4To ee MpoayKIust He OyJeT UMETh Ie(hEKTOB MaTepPHaIOB U U3TOTOBICHHUS B
TeueHHeE ABYX JIeT OT Aarsl nokynku. Kommanus APC rapanTupyeT peMOHT WM 3aMEHY HEUCIIPaBHBIX
U3JENNH, Ha KOTOPBIE paCIPOCTPAHSAIOTCS YCIOBHA HACTOSIIEH TrapaHTuu. /laHHas rapaHTHs He
pacrmpocTpassieTcss Ha 000pyJOBaHHE, TOBPEXICHHOE BCJICACTBIE HECUACTHOTO CIIydasi, HEOPEKHOCTH HIIH
HETPaBUIBLHOTO UCTIOJIB30BaHUS, & TAKXKE HAa 000pyI0BaHUE, TOABEPraBIeecs] U3MEHEHUSIM HIH J0Pa0OTKe
KaKUM-JIH00 criocoboM. B cirydqae peMOHTa MiIn 3aMEHbI HEUCTIPABHOTO 000PYIOBAaHHS MIIH €r0 KOMIIOHEHTOB
HCXOJIHBIM rapaHTUIHBINA CPOK HE MpojyieBaeTcsl. KOMIOHEHTBI, IPEN0CTaBIIsIEMBIE COITIACHO JaHHOU
rapaHTUH, MOTYT OBITh JTMOO HOBBIMH, TMOO OTPEMOHTUPOBAHHBIMU B 3aBOJICKUX YCIOBHSIX.

MapaHTUa 6e3 npaBa nepega4vu

JlaHHas rapaHTHsl OTHOCUTCS TOJIBKO K IIEPBOHAYATILHOMY ITOKYIIATEJI0, KOTOPBIN TOKEH COOTBETCTBYIOIIUM
00pa3zom 3aperucTpupoBars usznenue. [IponrykrT MoxXHO 3aperucTpupoBarh Ha BebO-caiite kommnanuu APC:

UcknrouyeHusn

Kommnanus APC He HeceT OTBETCTBEHHOCTH 110 TapaHTHH, €CJH B Pe3YyJIbTaTe TECTUPOBAHUS M UCCIIEOBAHUS
ObLTO0 00HAPYKEHO, YTO TIpeNNoNIaraeMblii 1eeKT U3eNHsl He CYIECTBYET HIIH €r0 MPUIHHON SBUITUCH
HEINpPaBUIFHOE UCIIOIb30BaHUE MOJIb30BaTEIeM UM TPETHUM JIMLIOM, HEOPEKHOCTh, HECOOTBETCTRYIOIIAS
yCTaHOBKa WM TecTupoBaHue. B mampHelimem kommanus APC He OymeT HeCTH OTBETCTBEHHOCTH 3a
HECaHKIIMOHWPOBAHHBIE ITONBITKH PEMOHTA WIIM U3MEHEHUS HeaIeKBaTHOTO IEKTPUUECKOT0 HANPSDKCHNS HITH
MOAKJIIOYEHHSI, HECOOTBETCTBYIOIINE YCIIOBHS HKCIUTyaTallii Ha MECTe, KOPPO3UIHYyI0 aTMochepy, PEMOHT,
YCTaHOBKY, BO3JCHCTBUS OKpY>KaloIeil cpelibl, CTUXUIHBIE OEACTBUS, OXKap, KPaXKy HIH YCTaHOBKY,
MPOTHUBOPEYAIYI0 PEKOMEHIANUAM Wi crierudukanusiM kommanuu APC, wim mo6oe coObITHE, TPH KOTOPOM
cepuiinblif Homep APC OblT M3MEHEH, NCKa)KeH WU YAAJeH, WU JII00YI0 APYTYIO IPUYMUHY BHE paMOK
IUTAHUPYEMOT'0 UCIIOJIb30BAHUS.

O YCJIOBUAM JAHHOT'O COITTAIIEHUA UJIN B CBA3U C HUM HE IPEAYCMOTPEHO
HNHBIX, ABHbIX UWJIHU IIOAPA3YMEBAEMBIX, IPUHUMAEMBIX B CUJIY 3AKOHA WJIN
UHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJILCTB B OTHOIIEHUU ITPOJABAEMOM,
OBCJYKUBAEMOM WJIHN MPEJOCTABJISAAEMOM MPOJIYKIIMU. KOMITAHUS APC
OTKA3BIBAETCS OT IIOJIPA3YMEBAEMBIX TAPAHTUIHBIX OBSI3ATEJIHLCTB B
OTHOIIEHUHA KOMMEPYECKOM IEHHOCTH U IPUT'OJJTHOCTHU OBOPYIOBAHMS K
OIPEJIEJIEHHBIM LEJISIM. TIPEJIOCTABJIEHUE KOMIIAHUEN APC TEXHUYECKUX U
UHBIX KOHCYJBTAILIUI WX YCJIYT B OTHOIEHUU OBOPYJIOBAHUSA HE MOXET
CIYXKUTb OCHOBAHUEM /UIAA PACIHUPEHUSA UJIN COKPALIIEHUA UJIN U3SMEHEHU S
YCJIOBUI TAPAHTHH, HAJIOXKEHUS TOTIOJTHUTEJBHBIX OBS3ATEJILCTB U
OTBETCTBEHHOCTMU. BBINEITEPEYNCJ/IEHHBIE TAPAHTHUU N CPEICTBA
BO3ZMEIIEHUSA ABJIAIOTCA UCKJIIOUYUTEJIBHBIMHA U 3AMEIIAIOT JIIOBBIE IPYT'UE
T'APAHTHUU U CPEACTBA BOSMEIIEHMUSA. U3JIOKEHHBIE BBILIE YCJIOBUSI TAPAHTUHU
YCTAHABJIMUBAIOT UCK/IIOUUTEJIBHYIO OTBETCTBEHHOCTb KOMITAHUU APC 1
UCKJIIOUYUTEJbHBIE MPABA 3AIIUTHI MOKYIIATEJIEN B CJIVUAE HAPYIIEHUS
YKA3AHHBIX TAPAHTHI. JEHCTBUE TAPAHTU KOMITAHUM APC PACIPOCTPAHSIETCS
HA ITOKYIIATEJISA, HO HE HA TPETBbUX JIULI.
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HU IIPU KAKUX OBCTOSITEJIbCTBAX KOMITAHUS APC, EE CJIYKAIIME,
PYKOBOJMTEJINA, COTPYIHUKHU ®UJIUAJIOB U IITATHBIE COTPYIHUKHU HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBII, OCOBbINI, IOBOYHbIN UJIH IITPAGHOMN
YIIEPB, IOHECEHHBIN B PE3YJIBTATE UCITIOJIB30OBAHUSI, OBCJIYKUBAHUS NI
YCTAHOBKH TPOJYKIIUU, HE3ABUCHUMO OT TOI'O, YHHOMUHAJIOCH JIX O TAKOM
YIIEPBE B JJIOTOBOPE WIU JAEJUKTE, BY/lb TO HEUCIIPABHOCTb, HEBPEXKHOCTD,
OBSI3ATEJIBCTBA IO BOSMEIIEHUIO YIIIEPBA, WJIH OT TOI'O, BEJIUCH JIA
IPEJBAPUTEJIBHBIE KOHCYJIBTAIIMU C KOMIIAHHUEM APC O BO3MOKHOCTH TAKOT'O
YIIEPBA. BUACTHOCTH, KOMIIAHUSI APC HE HECET OTBETCTBEHHOCTH 3A
U3JEP)KKH, IOHECEHHBIE B PE3VJIBTATE IIOTEPU IIPUBBLIINA WA JOXO/IA,
BBIBEJIEHMS U3 CTPOSI OBOPYJIOBAHMSI, HEBO3MOKHOCTH VCITOJIb30BAHU S
OBOPYJIOBAHMUS, YTPATBI IPOT'PAMMHOI'O OBECIIEYEHUW S UJIU JAHHBIX, 3ATPAT HA
3AMEILEHUE, UICKOB TPETbUX JIMII U T.J.

HU OAUH IMPOJABEL[, COTPYAHUK NJIU ATEHT KOMIIAHUU APC HE YIIOJIHOMOYEH
JIOBABJISAATH WU U3MEHATH YCJIOBUS JTAHHON TAPAHTUH. YCJIOBUS TAPAHTUA
MOI'YT BbIThb UBMEHEHBI (ECJIM BOOBIIE MOI'YT BbITh U3BMEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C OAMUCSAMHU JOJKHOCTHOI'O JHUILA U IOPUIUYECKOIO
OTAEJIA KOMIIAHUU APC.

FapaHTUNHbIE NpeTeH3UKn

KitneHTh1, y KOTOPBIX BO3HUKIIM BOIIPOCHI IO TAPAHTHH, MOTYT OOPaTUTHCS B IICHTP CEPBUCHOTO
oocayxuanus APC co crpanutisl «Support» (ITonnepxka) catita APC: . B BepxHeii
YaCcTU CTPaHUIIBI BEIOEPUTE CTPaHy B COOTBETCTBYIOLIEM criucke. [1is monydyeHust uHGOpMAIMK O IIEHTPax
CEepPBUCHOTO OOCITY>)KHBaHHS B KOHKPETHOM pErvoHe BEIOepuTe BKIAAKy «Supporty (ITogmepxka).
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Asropckue mpasa cryptlib Digital Data Security New Zealand Ltd, 1998 .

Asropckue npaBa © PykooactBo Kanmmdopruiickoro yaueepeurera, 1990, 1993, 1994. Bee mpasa
3aIUIIEHBI.

DTOT KOA MOMYYeH U3 MPOrpaMMHOT0 obecredeHus, mpeaocrasiennoro bepkimu Matikom Onconom (Mike
Olson).

PacnipocTpaHeHue 1 NCIIOIB30BAHME B MICXOIHOM U JIBOMYHOM BHUJIE C U3MEHEHHEM WX 0€3 TAKOBOI'O
paspemIeHo TOILKO MPH COOIONEHUHN CIEMTYFOIINX YCIOBHIA:

1. PacmpocTpaHeHre HCXOTHOTO KO/Ia JOJDKHO YYUTHIBATH BHIINIEYKAa3aHHbIE 3asBIIEHUS 00 aBTOPCKUX
MpaBax, MepeYeHb YCIOBUH U CIECAYIOINE OTPAaHHYESHHS.

2. PacnpocTtpaHeHHe B IBOUYHOM BU/E NOJDKHO YUUTHIBATH BHIIICYKA3aHHbIE 3asBICHUS 00 aBTOPCKUX
IpaBax, MepeYeHb YCIOBHH U CIEAYIOIINE OrPAHNYCHHUS B JOKYMEHTALMH U APYTUX Marepuanax,
MIPEIOCTABICHHBIX U1 PACIIPOCTPAHEHUS.

3. Pexnamusbie MaTepuraJibl, YIOMUHAIOMIUEC XaPAKTCPUCTUKU U UCIIOJB30BAHUEC HACTOALICTO
mporpaMmMHOTO O6CCHC‘{GHI/IH, JAOJDKHBI IPU3HABATh CJICAYIOMIICE:

OTOT MPOLYKT COAEPKHUT MporpaMMHoe obecnieuenune, paspadoranHoe Kannpopauiickum
YHUBEPCUTETOM B bepKin 1 ero coTpyIHUKaMH.

4. Ha3zBaHue yHUBEPCHUTETA U UMEHA €T0 COTPYIHUKOB HE TOJDKHBI UCIIOIB30BATHCS TSI OANCPIKKH U
MIPOABIKEHIISI IPOAYKTOB, CO3IAHHBIX Ha OCHOBE TaHHOTO IPOTPaAMMHOTO obecriedeHus 6e3
MIPEIBAPUTENHHOTO MUCEMEHHOTO Pa3peIeHIs.

JAHHOE ITPOI'PAMMHOE OBECITEYEHUE ITPEJIOCTABJIEHO PYKOBO/JCTBOM U
COTPYIHUKAMU HA YCIIOBUAX «KAK ECTb», 11, BKIIFOYA S, HO HE OI'PAHMYMBA SICh
TAKOBBIMU, JIFOBBIE ABHO BBIPA’KEHHBIE WUJIN ITOAPA3YMEBAEMBIE TAPAHTHUN
[MPUT'OJHOCTHU I ITPOJAXKM U COOTBETCTBHMA KOHKPETHBIM LEJISIM HE IIPUMEHUMBI.
HU TTPU KAKUX OBCTOATEJIbCTBAX PYKOBOACTBO WJIM COTPYIHNKU HE HECYT
OTBETCTBEHHOCTHU HU 3A KAKUE ITPSIMBIE, HEIIPSIMbIE, CJTYYAWHBIE, CIIELIUAJIbHBIE,

I TPA®HBIE UJIN KOCBEHHBIE YBBITKU (BKJIIIOYAS, IIOMUMO [NIPOYET'O, ITPUOBPETEHUE
TOBAPOB NJIN YCIIYT HA 3AMERY, IIOTEPIO BO3MOXXHOCTU UCIIOJIb3OBAHM S, JJAHHBIX
WJIA TIPUBBIIA WJIN ITIPUOCTAHOBKY BU3HECA) 10 JIKOBOU ITPUYMHE U 10 JIFOBOM TEOPUN
OTBETCTBEHHOCTMH, OBA3ATEJIbCTBAM, BBIPAJKEHHBIM B KOHTPAKTE, CTPOI'UM
OBA3ATEJIbCTBAM, WJIN ITPU I'PAXKJJAHCKOM ITPABOHAPYIIEHNU (BKJIIOYA S XAJIATHOCTD
U ITPOYEE), BO3HUKAIOIIUE KAKWM Bbl TO HU BbIJIO OBPA30M BCJIEJICTBUE
NNPUMEHEHUWA TAHHOT'O [TIPOTPAMMHOI'O OBECIIEUEHW A, JAKE TP HAJIMYUA
NHOOPMAIIMHN O BOSMOXHOCTU HAHECEHHMA JAHHOI'O YIIEPBA.
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Pagno4yacTtoTHbIe MOMexm

BHecenue usMeHeHMii B KOHCTPYKIMIO JAHHOIO YCTPOlicTBa 0e3 NMChbMEHHOI0 pa3pelieHust
OpraHu3aluM, OTBeyaloLlei 3a odecreyeHne COOTBETCTBUS CTAHIAPTAM, MOKeT IPUBECTH K
JIMIICHMIO TOJIB30BAaTeJIsl MPaB HA IKCIUIYaTAMIO IAHHOTO 000pYA0BaHUS.

CWWA — FCC

I[aHHOG YCTpOﬁCTBO IMPOULTIO UCIIBITAHUSA, MOATBEPAUBIINE €TI0 COOTBETCTBUC OIrPAHUYCHUAM,
MIPEMyCMOTPEHHBIM TpeOoBaHMAMU paznena 15 npaBun OenepanpHol komuccnu mo cBsizu (FCC) CIHA k
MUQPPOBBIM YCTPOHUCTBaM Kilacca A. DTH OrpaHUYCHUS TPU3BAHBI 00CCIIEUNBATH TIOCTATOUHYIO 3aIIUTY OT
BPEIHBIX TIOMEX BO BpeMsl SKCILTyaTaliu 000pyI0BaHus B POU3BOJICTBEHHBIX yCIOBUsX. JlaHHOE M3aemme
TCHEPUPYET, HCIIOJIB3YET U M3IIy4aeT ICKTPOMATHUTHBIC BOJHBI B PAIUOANAIIA30HE U, OyIydn
YCTaHOBJICHHBIM C OTKJIOHEHHEM OT TPEOOBAHUM, H3JIOKESHHBIX B HACTOSIIEM PyKOBOJICTBE, MOXKET CTaTh
HNCTOYHHUKOM paJUuOIIOMEX. 3KcnnyaTau1/m JaHHOI'O O60py,Z[OBaHI/IH B KHJIBIX paﬁOHaX MOXKET CO31aBaThb
noMexu. OTBETCTBEHHOCTh 32 YCTPAaHEHUE TAKUX NIOMEX MOJTHOCTHIO JISKUT Ha MOJIb30BaTeIe.

KaHapa — ICES

210 1 POBOE YCTPOICTBO Kitacca A ymoBieTBopseT TpedoarmsM crarmapta ICES-003 (Kanana).

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

AnoHna — VCCI

OT0 M3Aenue Kiacca A OCHOBaHO Ha cTaHAApTe JOOPOBOJIILHOTO COBETA IO KOHTpOIIo omex (Voluntary
Control Council for Interference — VCCI) anst uHGOpMaOHHO-TEXHOIOTUIECKOTO 000PYAOBaHUSI.
HcnonezoBanue 000pynoBaHus B JOMAIIHUX yCIOBUSIX MOXKET IPUBECTH K paguonoMexaM. B aTom ciydae
MOJIB30BaTENb JOJKEH MPUHATH HEOOXOTUMBIE MEPEI.

COEERF, FRUBZEEFTRETEIRNNRESR (VCC) OEEIZEICI TR A BEREMEETT. COE
ERERETEATSE. Bl

HEESIESECTIENHYFET . COBRICEK, EFRAENSEUGRHREET AL IICERSNGIENHYFET
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ABcTtpanua u Hosasa 3enaHgus

Buumanmue. [{anHbII IPOnyKT sBIIsieTCS 000pyaOBaHHEM Kinacca A. B OBITOBBIX yCIOBHSAX TaKoe
000pyIOBaHHE MOXKET BBI3BIBATh PAAUONIOMEXH. B 3TOM citydae oT mosp30BaTeist MOKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MED.

EBponenckuim coros

JlaHHOE U3/IeNTUe COOTBETCTBYET TPEOOBAHHSM K 3aIllUTE, YKa3aHHBIM B TUPEKTHUBE coBeTa EBporeiickoro
cotoza 2004/108/EC, pa3paboTaHHOH B COOTBETCTBUH C 3aKOHOIATEIHCTBOM IrOCY/IapCTB-UWICHOB B
OTHOIIICHUH JIEKTPOMarHuTHON coBMecTumocT. Kommanusi APC He npiuHUMaeT Ha ce0si OTBETCTBEHHOCTh
3a JTF000¢ HEBBIMOIHEHNE TPEOOBaHMIA K 3aIlMTE, BHI3BAHHOE HECAHKI[HOHUPOBAHHOM MOAM(BHUKAIIEH
U3IICTIHS.

JlaHHOE YCTPOMCTBO OBLIO MPOBEPEHO U IPU3HAHO COOTBETCTBYIOIUM OrpaHudeHusM A U T-
obopynoBanus ki1acca A B coorBercteur ¢ CISPR 22/epornieiickum crangaprom EN 55022. Orpanndenus
171t 000pynoBaHus Kinacca A ObLIN ONpeesIeHb 11 KOMMEPUECKOH 1 MPOU3BOACTBEHHOI! cpelt 1
00ecnevynBaroT 10CTaTOYHYIO 3alIUTy OT MOMEX HMPH UCIIOIb30BAaHNH JIMIICH3UPOBAHHOTO
KOMMYHHUKaIIMOHHOTO 000pYJOBaHUSI.

Buaumanmue. J{anHbIi ponyKT siBisieTCst 000pyaoBaHHEM Kinacca A. B OBITOBBIX yCIIOBHUSX Takoe
000pyIOBaHHE MOXKET BBI3BIBATh PAAHONIOMEXH. B 3TOM citydae OT mojp30BaTeist MOKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOILINX MED.
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YcTpaHeHue npobnem

[Monp30oBarenbekas MoAEpKKa JaHHOTO HITH JIF0OO0TO APYTOTO M3EIHSI OCYIIECTBISIETCSl OSCIIaTHO OJHUM U3
CIIETYTOIINX CITOCOOOB:

» OoOparurech Ha caiiT komrnanuu Schneider Electric mist moctyna k qokymeHTam 6a3el 3HaHui Schneider
Electric u oTmipaBku 3ampoca Ha 00CTyKUBaHUE.

— (IeHTpaIBHOE OT/AETICHHUE)
OOparurech Ha JIOKaJIM30BaHHBIC [T OTJCIIbHBIX CTpaH BeO-caitThl kopriopaiuu Schneider Electric,
Ha KaXJIOM U3 KOTOPBIX COACPIKUTCS HHPOPMAIIHS O TEXHHUYESCKOH MOIIEPIKKE.

[oGanbHast TeXHUYECKas MOACPIKKA ¢ MOMOIIBIO ITOMCKa B Oa3e 3HaHMi koMmnaHuu Schneider
Electric 1 nconp30BaHNE CHCTEMBI JIEKTPOHHON TTOIACPIKKH.

* (OOparurech B IEHTP TeXHUUECKOH moyiepskkn kommanuu Schneider Electric o tenedony unu
3JIEKTPOHHOM MoyYTe.

— PermoHanbHbIC IEHTPHI: CM. KOHTAKTHYIO HH(OpPMAIIMIO Ha BeO-caiTe

HH(i)OpMaHI/IIO 0 MCCTHBIX ICHTpax TEeXHUYECKON IMOAACPIKKN MOXHO TAaKKE IOJIYYHUTh Y IPEACTABUTEIIA UIIN
y IUCTPHOBIOTOPA, Y KOTOPOTO OBLIO MPHOOPETEHO H3/IeIHeE.

© Schneider Electric, 2020. Bee npasa 3ammensl. Schneider Electric, APC u I[1nara ceteBoro ynpapieHHS
SIBIISTIOTCSI TOBApHBIMU 3HaKaMu U coocTBeHHOCTHIO Schneider Electric SE, ee noueprux u adpummpoBanHBIX
KOMITaHWi. Bee ocTabHbIe TOBapHbIE 3HAKH SIBIISIOTCSI COOCTBEHHOCTHIO COOTBETCTBYIOIINX BIIaICIBIICB.

990-91148A-028 1/2020
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